Immediate Recommendations

CertificateArn

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID2

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID3

General Certificate Details

Recommendation

CertificateArn DomainName ExpiresOn

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID2 example2.com

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID3 example3.com

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID4 exampled4.com

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID example.com

arn:aws:acm:us-east-1:916507989922:certificate/certificate_ID5 example5.com

Certificates in Use

In Use

M True
M False

Signing Algorithms Used

Signature Algorithm

H sha256WithRSAEncryption
M sha224WithRSAEncryption
Bl md5WithRSAEncryption
M ecdsa-with-SHA256

sha2 24WithRSAEN...

Key Algorithms Used
Key Algorithm

Il RSA_2048
M EC_prime256v1

2023-01-
31T00:00:00.000000+00:00

2023-02-
01T00:00:00.000000+00:00

2024-03-
01T00:00:00.000000+00:00

2024-04-
26T00:00:00.000000+00:00

2023-04-
20T00:00:00.000000+00:00

Certificate Usage

CertificateArn

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID2

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID3

arn:aws.acm:us-east-
1:916507989922:certificate/certificate_ID5

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID4

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID

Signature Algorithm Recommendations

CertificateArn

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID4

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID5

arn:aws.acm:us-east-
1:916507989922:certificate/certificate_ID

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID3

arn:aws:acm:us-east-
1:916507989922:certificate/certificate_ID2

Certificate Types

This certificate has EXPIRED but is NOT currently in use, may not need to be renewed.

This certificate has EXPIRED but is NOT currently in use, may not need to be renewed.

KeyAlgorithm SignatureAlgorithm Type

RSA_2048 md5WithRSAEncryption IMPORTED

RSA_2048 sha256WithRSAEncryption IMPORTED

EC_prime256v1  ecdsa-with-SHA256 IMPORTED

RSA_2048 sha256WithRSAEncryption NATIVE

RSA_2048 sha224WithRSAEncryption NATIVE

Usage Recommendations

Certificate is not currently in use, review if certificate is needed.

Certificate is not currently in use, review if certificate is needed.

Certificate is in use, make sure it is renewed before the expiry date.

Certificate is in use, make sure it is renewed before the expiry date.

Certificate is in use, make sure it is renewed before the expiry date.

Signature Algorithm Recommendation

Strong signature algorithm (ECDSA with SHA-256)

Strong signature algorithm (SHA-224) but would recommend updating to
SHA-256

Strong signature algorithm (SHA-256)

Strong signature algorithm (SHA-256)

Weak signature algorithm (MD5), reccomend switching to SHA-256 or
ECDSA with SHA-256

Type

Bl IMPORTED

B NATIVE

IMPORTED




Immediate Recommendations

PhysicalResourceld ResourceType Recommendations

orphanedresourcetest-s3b41y-15y9ym89e669a AWS::S3::Bucket This resource has been ORPHANED, please delete this resource fully

Resources

LogicalResourceld PhysicalResourceld ResourceType ResourceStatus StackName

ConnectorConfig dynamocatalog AWS::Lambda::Function =~ CREATE_COMPLETE serverlessrepo-AthenaDynamoDBConnector
FunctionExecutionPolicy serve-Func-G8LPGOT9YPUK AWS::IAM::Policy CREATE_COMPLETE serverlessrepo-AthenaDynamoDBConnector
FunctionRole serverlessrepo-AthenaDynamoDBConnecto-FunctionRole-1DRLIONMJQOQO AWS::IAM::Role CREATE_COMPLETE serverlessrepo-AthenaDynamoDBConnector
S3B41Y orphanedresourcetest-s3b41y-15y9ym89e669a AWS::S3::Bucket DELETE_SKIPPED OrphanedResourceTest

S3B5AECB orphanedresourcetest-s3b5aech-4shdi2b6esOc AWS::S3::Bucket DELETE_COMPLETE OrphanedResourceTest

Resource Status Resource Status
Resource Status PhysicalResourceld Status Recommendation
B DELETE_SKIPPED orphanedresourcetest-s3b41y- The stack using this resource was deleted, but the resource itself still remains.

15y9ym89e669a Recommmend reviewing this resource and deleting it fully if it is not needed
M DELETE_COMPLETE

B CREATE COMPLETE orphanedresourcetest-s3b5aech-
4shdi2b6esOc

The resource was successfully deleted with its stack

dynamocatalog This resource is currently in use

serve-Func-G8LPGOT9YPUK This resource is currently in use

serverlessrepo-AthenaDynamoDBConnecto-

. This resource is currently in use
FunctionRole-1DRLIONMJQOQO

Group By: ResourceStatus

Resource Type Count of Resources per Stack

~ AWS:LambdasFunction

GFOUP By: ReSOUI’CGType serverlessrepo-AthenaDynamoDBConnector OrphanedResourceTest

Bl AWS::S3::Bucket M AWS::Lambda::Function I AWS:IAM::Role StackName




