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Introduction 
Cyber Insurance has been expanding significantly in recent years since more attacks are 

happening more frequently, and the level of damage that occurred may leave businesses 

crippled by the repercussions of an attack. Most companies have experienced a cyber-attack 

in some shape or form. According to (GOMEZ PRIETO et al., 2023), 26% of the respondents 

had cyber insurance, while 74% didn’t. The requirement/benefit of acquiring cyber 

insurance is expanding rapidly according to (NAIC, 2021) “Predictions indicate rates for 

cyber insurance buyers to increase by 15–50% overall in 2021”. In 2021 (Balaban, 2021) 

states that “healthcare breaches reached 599 in 2020, a 55.1% spike compared to 2019”. 

The report entails the viability of my application for the cyber insurance industry, providing 

a secure web-based application, for Insurance providers to acquire instant results whether a 

potential customer is insurable or their risk is deemed too significant, by providing their 

answers to questions that are derived from multiple frameworks. 

 

Description of the Project 
The finished project is secure web-based application that users can complete a series of 

questions that will determine their overall risk, allowing the insurance company to 

determine if the potential client’s risk is acceptable or too great. The application uses SQL 

databases for both the Users and the other database to store questions, scores, possible 

answers etc. The project has security such as input validation/sanitisation applied to pages 

that require user input. Depending on the selected options for each question a score is 

recorded. If the score does not meet certain criteria, the user is informed that insurance 

cannot be obtained as their cyber security posture does not meet the insurer’s 

requirements.  

 

Welcome page. 
The welcome page doesn’t allow users to create an account to login as the insurer may 

prefer to keep their information confidential. The site is hosted remotely which can be seen 

in the URL. See Fig 1. 

https://pages.bitglass.com/rs/418-ZAL-815/images/CDFY21Q1HealthcareBreachReport2021.pdf?aliId=eyJpIjoiOE54NGRRTkhCZDY3aUxGMiIsInQiOiJ0RTZ1QVZXbnFPUGRhZXhVbmhyMmVnPT0ifQ%253D%253D
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Fig 1: Welcome page allowing user to login. 

 

In Fig 2., the page only allows the user to perform one action with the application, 

preventing a threat actor from inputting malicious material.  

 

Fig 2: Application page, after the login is granted. 

 

 

The application itself, only allowing the user to tick options, removing the need for an input 

field which may lead to an incident. Once the last question is completed the user moves to 

the score page. See Fig 3. 
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Figure 3: Application allowing the user to input tick box options only. 

 

Fig 4 displays after the user has completed their assessment, the application can determine 

the score of the user for the insurance providers purpose to determine a premium. Also, if 

there are more than a certain number of controls missing the user is refused insurance 

automatically as their risk would be too high to insure. 

 

Fig 4: The score outcome of the user 
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General Issues 
There were several issues that I didn’t foresee.  Many of the issues were overcome. 

However, there are several issues that remain. 

 

Issues Encountered 
 

Concept 
After speaking with an auditor1 who has experience in the insurance industry, it was 

disclosed that cyber insurance applications are not made public and the level of applications 

in the industry are more so paper/excel based. This meant that the application had to be 

made without any inspiration or knowledge as to how it should be presented to the user or 

its implementation. A secure web application is more suitable for this task as it can be 

accessed from anywhere, and results can be stored on a database to allow the insurer to 

check specific risks involved with a potential client with ease. A web-based application 

allows the calculations of risk immediately allowing insurers to save time and cost. Also, it 

gives a potential customer an indication that insurance can be obtained immediately. 

 

Frameworks 
There are various Frameworks that you can adhere to from a business perspective, however 

there are various frameworks to choose from. According (Cisternelli, 2022), the leading 

Cybersecurity Frameworks are NIST Framework and ISO 27001 & 27002. Most companies 

aim to adhere with one or more Frameworks with NIST being a popular Framework. I used 

NIST 800-53 and, ISO 27001 & ISO 27002 to choose the controls for the project. For most of 

the controls implemented in the application, I chose to find each control used across more 

than one framework. This pointed out that if a particular control was across multiple 

frameworks, it should be significant to the security posture of an organisation. 

 

Vast number of controls 
Considering NIST 800-53 has over 1000 controls, there was a significant amount of research 

needed pick suitable controls that would be valid in an insurance premium-determining 

application. This was a slow process, as I would read through ISO Frameworks also to 

determine if the control was used across more than one Framework. If the control was 

included in more than one framework it showed the specific control had to be of 

importance. This allowed me to include the control into my application by adapting the 

control into question for the user.  

 
1 Discussed cyber insurance to discover that cyber insurance applications mostly paper based and based at a 
high level. They wished to remain anonymous providing this information. 
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Time 
The biggest issue was time constraints; finding these controls across multiple frameworks 

took a significant amount of time. The process of finding a particular control could take a 

minute or up to ten, depending on how much reading was involved before reaching a 

control with a significant risk associated with it.  On average, it took around 6-8 minutes to 

choose a significant control. Once a control was selected, I would then search for the same 

control or control similar to the original control, and this part would take 50 - 60 minutes 

after reading through two ISO frameworks. After finding the particular control across more 

than one framework, I would create a risk matrix based on my opinion of the significance of 

the risk. The last step was to apply a risk methodology to validate the importance of a 

specific control. To determine the risk, I determined the strategic importance of each asset 

involved, the likelihood of the occurrence happening in a specific time frame, and the 

vulnerability of the business if an incident occurred. I aimed to get 200 or 300 controls 

assessed and have the risk methodology applied, however that did not happen as I did not 

have the time. In the end I assessed and applied the risk methodology to n controls. 

 

Determining a Risk Methodology 
In second year, I learned a significant amount about risk from our Incident handling and risk 

analysis module, a significant amount about qualitative and quantitative risk. Using 

knowledge gained from that module, I applied a Risk Matrix for each control for my 

application. Although I was asked by my supervisor on how I could back up my methodology 

with each risk matrix, I didn’t understand that it would be my opinion to assess any risk, and 

I am no expert. After months I, too felt I did not justify my risk methodology even when 

pointed out by my supervisor. As the saying goes, “you can bring the horse to water, it 

doesn’t mean it’ll drink it.” Approximately a week or two before my presentation, I realised I 

needed to add to my methodology, taking several factors to determine a risk score which 

would complement the risk matrices. The risk was assessed with a score as follows:  

Strategic Importance * Vulnerability * Likelihood = Risk 

Each of the conditions is given a score from 1 – 5. The result will determine the severity of 

the risk of each control implemented. 

 

Hosting the application remotely 
After implementing the project on localhost, I was advised that it would be a great feature 

to host it remotely. This was something I never done before, and it was daunting to say the 

least.  

Another issue I had was that I didn’t have an automated database and tables creation on my 

connection files, which would have been a nice feature. However, the tables are populated 
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with questions and answers, and I did not have the time to create automation for that as it 

would take too long. 

Scoring System 
The scoring system played a significant problem in the project. As I didn’t have access to 

other scoring systems, I had to determine my own scoring system.  

 

Security Aspect 
Security plays a vital role in many applications that can be compromised in some form. I 

didn’t know how I could keep the application as secure as possible throughout the 

application. 

Issues Resolved 

Concept 
I resolved the issue of making an accurate application by defining questions that have 

significance from several Frameworks and applying a risk methodology to them, in turn 

assessing the risk of the user once completed. Industry feedback proved my application is 

similar to those in industry. 

 

Frameworks  
The Frameworks issue was resolved by taking questions from NIST and ISO Frameworks only 

as they are the most popular Frameworks that businesses try to obtain their standards. 

 

Number of Controls 
This issue could not be solved fully, as I simply did not have the time to research and assess 

each control that would be assessed. However, there are a significant number of controls 

assessed. 

 

Time 
Time was against me from the get-go, trying to research the project and be a part of the 

Irish wheelchair basketball team was demanding. With the number of controls in the 

Frameworks listed above, I would need a lot more time to assess over two hundred 

controls.  

The Risk Methodology 
I was able to determine a risk methodology for the application, to determine the severity of 

each control added to the app. 
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Hosting the app remotely 
I was able to resolve this issue by enquiring with Catherine Moloney to figure out who to 

obtain a Blacknight account from. I was given an account from computer services, and then I 

had to figure out how to add my databases to their server. I found it difficult initially to add 

the databases. I was able to add both databases, one for users, and the other for the 

application details to keep them segregated (for security). After importing the databases, I 

was confused as to which database to link to Candept site. However, I realised that didn’t 

matter from trial and error. I had setup my connection user and password which did not 

meet the criteria of the server’s conditions, so I had to change the user and passwords on 

the databases to be accessible. Another issue was the actual questions wouldn’t display to 

screen after getting it all to work. Later I found the issue was a small fix as a small piece of 

extra code was needed. 

 

 

Scoring system 
The scoring values were implemented by myself as I had no information as to how insurance 

companies would assess the risk of each control/question for their own determination. 

There is no affiliation with the score values. 

However, after speaking with David Fortune2, I realised that I should not give a potential 

client a score of ten for a particular control if it is not applicable to them. This made me re-

assess how I approach the scoring. I changed the scoring system to negative mark all 

controls that were missing, partially in place, or not applicable, as if a company deems a 

control not applicable, that is incorrect. As the company is dealing with IT systems, data in 

some form, they should have the necessary controls that are asked in the application to 

ensure they are incident ready and have a good cyber security posture.  

 

 

 

Another problem which was an inconvenience was, when altering a score value for one 

control I managed to reset the whole table (of x controls) of its score to zero, which meant I 

had to enter all values again. 

 
2 Senior Security Consultant – all views are solely his own and not of his workplace. 

Possible Answer Original score 
weight 

New score weight 

Yes, control is in place 10  10 

The control is partially in place 5  5 

No, control is not in place 0 -5 

Not applicable 10 -5 
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Security 
I proactively kept this in mind throughout the project. Since I could not find cyber insurance 

applications online, I adapted that approach throughout the application. I didn’t add a 

registration page to the app as insurance companies in Ireland don’t allow for the public to 

access these applications, whether paper or application based. On the login page I added 

parameterized queries, to prevent SQL injection. I also added session management and 

included an idle timeout function to the application. The login is the only page where a user 

can enter input, with the application page solely buttons and tick box input. This gives the 

user the least number of options when trying to expose the application. Usernames and 

passwords are hashed and salted to improve security. 

 

 

 

Changes I would Make 
If I were to make changes, it would be to attain cyber insurance applications in any form 

early on to see what detail is involved in the average application. I would have tried to reach 

out to experts earlier in my research as I would be able to get knowledge that would 

determine the accuracy of the application and the possibility of using their feedback openly 

with their permission. I would export databases regularly whenever significant changes are 

made to tables etc, as it prevents the loss of data and time required to fill tables. If I had the 

time to go back, I would try and get in contact with Insurance companies to try and establish 

a premium calculator which would allow the insurer to output the premium automatically 

on the website, or store their premium quotation online, allowing for a call-back scenario. 

 

Accomplishments 
I have created a secure web application with capabilities to perform multiple functionalities, 

the application would be able to send to users to receive an accurate representation of their 

cyber security posture. A list of accomplishments follows below. 

 

 

Functionality Description 

Welcome page A welcome page that allows the user to 
navigate to the login page 

Login page The login page is clear, allowing a user to 
log in and proceed to take the application 

Assessment page Once the user logins in they can begin to 
take the assessment 
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Score page After completion of the application, the 
score is stored on the database and 
reflected to the user. 

Logout page Allows the user to logout 

Admin Dashboard Allows the admin to add, view users, and 
their score. 

 

 

Functionality Description 

Display to the user, a welcome page, with a 
“login” button to allow the user to proceed 
through the application 

The welcome page is basic functionality to 
stop unwanted traffic accessing the 
application. The login button allows the 
user to proceed and take the application. 

Display to the user “Take Application” 
button 

Allowing the user that has authenticated 
with the database to take the assessment. 

Display to the user a frame that has 
multiple functionalities 

The frame displays a question for the user 
to answer 

Display to the user in the frame radio 
buttons that allow the user to select an 
option 

with four options to choose from using 
radio buttons, the user can select an option 
that accurately depicts the state of that 
control. 

Display to the user in the frame a “Next” 
button 

The next button allows the user to move to 
the next available question once the 
current has been answered 

Display to the user in the frame a “Submit 
Application” button that allows the user to 
complete the application 

Whether if the user has completed all the 
questions or not it allows the user to 
complete the assessment. Once the user 
submits the application, it allows the user 
to navigate to the score page 

Display to the user in the frame a “Close” 
button to allow the user to close the fame 

Allows the user to close the frame if the 
application needs to be aborted for any 
reason 

Display to the user a “score” webpage that 
allows for viewing their result 

When the user has completed the 
application, their score, which is output to 
the screen, the page will determine and 
inform the user if their cyber security 
posture is suitable for insurance from the 
provider. 

Display to the user “logout” button on the 
score page allowing the user to end session 

After the user has seen their score and is 
finished, they can logout of the session 
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I gained countless knowledge from the respective frameworks that have given me 

knowledge of what is expected from a business standpoint to achieve a standard such as 

NIST 800-53 or ISO 27001 etc. I have assessed 60 controls for my project. 

I learned how to host the application remotely using the University’s facilities. I used 

knowledge gained from other modules that allowed me to create a significant website that 

has elements of security implemented to ensure the safety of the data of the user and the 

content from the organisation. 

Industry Feedback 
I managed to successfully get feedback from individuals from the IT sector, Senior 

Consultants, Risk managers, Compliance Manager, Head of Cyber etc. At the time my 

application was local based, so I was advised to enquire using a form online. After speaking 

with some past students and friends of mine, I was able to get in touch with experts in this 

field.  Analysis of the expert feedback is below! 

 

Response 1 

The feedback below is from A Senior Security Consultant – David Fortune, the answers 

below are based on his opinion solely, and not of his workplace. 
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Following this response, other responses may share information from their current 

workplace, and it would be unethical of me to release their feedback/answers. However, 

I will include snippets below that I found interesting. 
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Other Responses (anonymised) 

Person A 
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Person B 
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Person C 
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The above answers from Person C were cut short, rather than taking up space on this 

document as Person C answered yes to every control question I had in the form. 
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Person D 
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All questions asked on the main survey were left blank and feedback is provided below. 
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Person E 
The feedback below for the application questions was left blank and feedback on those 

questions was provided in the last question. 
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Analysis of user feedback 
 

The feedback I have obtained comes from people who are in various areas of the 

I.T./Insurance Sectors. There are various opinions on certain elements of the application 

response and similarities in other areas. 

When the users were asked “What risks concern you the most in terms of cyber threats?” 

there were a variety of responses, one user clearly stated Ransomware, Data Leakage, 

Phishing (email attacks), while others response was the loss of income, downtime, loss of 

reputation etc. I felt users who may deal operate from a technical standpoint deemed actual 

causes, where other users who are more so involved in the business side of their 

organisations are concerned about their downtime, financial loss. I found this interesting as 

it shows the different approaches to risk, one being preventative approach, while the other 

the reactive approach (concerned about the aftermath of a potential risk i.e., a phishing 

attack).  

I believe my application is viable in the industry as there are significant similarities in the 

questions implemented. Although many questions were accurate, some of those questions 

were grouped together where they should be separated as they have significant importance 

that the user should answer separately. Some questions were not correctly asked, some 

were too complex or “wordy”.  
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Design Flaws/Differences 
At the beginning of the project, I was focused on implementing an application that an 

organisation would require a third party to take in order to use or provide services for the 

organisation, as many organisations don’t take any form of security assessment when 

dealing with a vendor. However, after researching this project, it was pointed out at my 

presentation by a supervisor that I should change my idea to assess businesses for cyber 

insurance. There is a significant difference in each project as my research was based on third 

parties and their security posture. The application is similar in some ways as it is based on 

whether a third-party/customer has certain controls in place. Both determine the risk that is 

involved with either obtaining a new third party for a vendor or insuring an organisation. 

However, most of the research before this is based on third-party risk. 

I had plans to implement questions at random, so that each time the application is executed 

that it would display different questions. However, if the user is taking my application, it is 

better to have grouping of questions together. If the user needs to research controls, the 

next questions should be of similar type that allows the user to easily research all the same 

area before moving to the next, E.g., ask all human questions first, followed by data 

questions. 

 

Additional Research 
Additional research was required as the project is now aimed at a different target audience 

than the original idea. The research was required to determine the viability of a new project 

and its possible importance in the insurance industry.  

There are differences in the current state of insurance applications in Ireland at present. 

Applications vary. However, most applications are excel based and/or basic regarding the 

questions asked. 
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Analysis of current Cyber Insurance Applications 
There are some cyber insurance applications which are available to potential customers 

immediately online however, most of those are from international insurance companies. 

Companies I have tried to perform an analysis of their applications are:  

 

Insurance Provider Online Availability 

Sheridan Insurances Not available 

Brady Insurance Not available 

Arachas Not available 

Aon Not available 

AIG Not available (American version available)  

AnPost Available for personal/family options 

Techinsure.ie Not available 

OBF Insurance Group Not available 

OCI (O’Callaghan Insurances) Not available 

Chill Insurance Not available 

Brian Mullins (Brokers) Not available 

AXA Not available 

Liberty Group Not available 

 

From the list above Insurance providers, only two businesses can provide insurance online 

without having to request a call-back or an interaction of some form. It seems the insurance 

field in Ireland do not want to make their cyber insurance applications available for viewing 

from the public. While researching, I realised that AnPost can provide cyber insurance for 

personal or family options, and this may become an essential form of insurance in years to 

come. AIG Ireland also does not publish their application online. However, AIG USA did 

provide a cyber insurance application from July 2018, which is still available to view.  This 

provided useful information as up until this point, I had no previous knowledge of what an 

application looked like, or what was being asked of the potential client. My only regret is not 

finding this application earlier in the project, as it would have helped guide me in relation to 

the types of questions asked in the industry. 

The figure below shows how questions were asked on the AIG form. This was useful as it 

was similar in some sense to my own application. The selectable buttons represent the 

occurrence of a threat or breach of a specific control. This aligns with my risk methodology, 

the likelihood of an event happening is a factor is determining the risk of a particular control 

being breached or interrupted. 
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Fig 5: (AIG 2018) cyber application form 

 

Industry Enquiries 
As there were no insurance applications available to me from Ireland, I reached out to the 

industry in Ireland through various connections. I was able to obtain information which 

aided in my research and the accuracy of my project in comparison to those in the industry. 

The information gathered was tremendous, as it guided me on how I can improve the 

application and it is relevant to the current standards. I spoke with multiple experts in the 

field with varying positions. A Senior Security Consultant who has dealt with cyber insurance 

on numerous occasions. A representative in the Risk sector, a Compliance Manager the 

Head of Cyber Defences for a leading Irish Insurance provider and a commercial executive in 

a leading Irish Insurance broker. To be frank, I thought I wouldn’t get any feedback on my 

application from anyone involved with insurance as it seems to be a closed-door setup, 

however, after receiving responses in my Microsoft forms, I was able to alter the 

application, fix mistakes made, move questions, separate them into separate questions etc. 

The feedback at the end was fantastic as I expected little feedback. Figures below are the 

final questions of each survey sent to experts. 
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Learnings 
Throughout the year I gained knowledge on various parts of the technical aspect of the 

project.  

I learned how to host my project remotely rather than using a localhost server. I learned 

how to use Microsoft forms which allowed me to get feedback from experts in the industry. 

I also learned how to secure aspects of the application, such as implementing parameterised 

queries in input fields. I also implemented session tokens as another layer of security in the 

project. I learned how to design a better application using bootstrap. This allowed my 

website to present cleaner. 

I acquired a lot of knowledge personally, the biggest being network amongst experts to 

acquire feedback with my project, it gave me the confidence to believe my application 

questions/layout is similar if not better to those in industry. I gained a significant amount of 

knowledge on risk and Insurance; the knowledge of risk was obtained by spending hours 

reading the various Frameworks listed to provide accurate questions for the application. I 

also learned how to accurately assign a risk score to controls using risk methodologies along 

with risk matrices.  The main thing I learned was if I didn’t sit down and keep on working 

away on the project, I would not be able to catch up. 
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