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Disclaimers

The application only supports json files exported from PhpMyAdmin at the
moment
The AWS services used are not free, they require a subscription
It is a good idea to double check any fields that are not detected. Storing
sensitive information and not encrypting it properly might lead to fines
Proper encryption and hashing must be implemented if you want to secure
your data. Some algorithms are not considered secure anymore. | would
recommend:

o For encryption AES with 256-bit keys in CTR mode

o For hashing salted SHA-256 hashes

Required Files

The required files for this application to work include:

Rec-encrypt.py
AWS.py
scripts.py
green.png
red.png
requirenments.txt

You also require Python 3.9 or higher, pip and an Amazon Web Services account.

The only file format supported is ajson database export from PhpMyAdmin.

Installation

This application only works on Windows operating systems
Open command prompt in the folder where you have the application files

Make sure that Python is installed on your device, and it is the correct version

o This can be done by issuing one of the following (depending on
installation)
= Python --version
= Py --version
Make sure that pip is installed on your device (Pip is used to download all
dependencies for the application to work)

o You can check if pip is downloaded by issuing the following command:

= Pip --version
Now you can download dependencies by issuing the command:
o Pip install -r requirements.txt
Now you can launch the application



AWS Account

Before you can start using the application you require to create an AWS account. Keep
in mind that the services used are not free. They have a fee that you can view here:
https://aws.amazon.com/macie/pricing/.

You can create the account on the AWS website: https://aws.amazon.com/.

ContactUs Support¥ Englishw MyAccount¥  Signin Create an AWS Account

Events Explore More Q

Once your account is created and you sign in you can generate a key pair to use the
application.

On the top right of your AWS console, you will be able to see a drop-down menu button

with your username on it.
aws 3% Services Q L?u: ch for services, features, blogs, docs, and more VAN (©) Ireland v Kewin v

44 AmazonMacie [ S3 & IAM
Once you press it a dropdown menu will appear. In this menu you are looking for an
option called “Security Credentials”, press it.

@ Q @ Ireland v

Account ID:

Account
Organization
Service Quotas
Billing Dashboard

Security credentials

Settings

You will be redirected to a page with all your credentials, in this page we can generate
our key pair.


https://aws.amazon.com/macie/pricing/
https://aws.amazon.com/

Look for a button called "Access keys (access key ID and secret access key)". It should
look something like this:

Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials

To learn more about the types of AWS credentials and how they're used, see AWS Sec
v Password

You use an email address and password to sign in to secure pages on AWS, such i
punctuation. Store your password securely, do not share it, and change it periodica

Click here to change the password, name, or email address for your root AWS acce

~ Multi-factor authentication (MFA)

Q Access keys (access key ID and secret access keyi )

~ CloudFront key pairs
~ X.509 certificate

-~ Account identifiers

Once you press it you will be able to see a blue button called “Create New Access Key”.

~ Access keys (access key ID and secret access key)

Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, ¢

For your protection, you should never share your secret keys with anyone. As a best practice, we recomment
If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and mak

Created Access Key ID Last Used

Create New Access Key

Once pressed you will be able to view your access keys. Keep in mind that once you
view your keys, you will not be able to view the Secret Access Key again. Make sure to
either memorize it or save it in a safe manner. It is also a good idea to delete the keys
after use and regenerate them when you need to use them again. If someone gets
ahold of those keys they will be able to freely interact with your AWS environment.

You can view your access keys by pressing “Show Access Key”.
Now that you have a valid Access Key pair you can log into the application.

Create Access Key

Your access key (access key ID and secret access key) has been created successfully.
Download your key file now, which contains your new access key ID and secret access key. If you
do not download the key file now, you will not be able to retrieve your secret access key again.
To help protect your security, store your secret access key securely and do not share it.
p» Show Access Key
7\ T f‘\ Downioad Key File | Close



Application Use

Once you launch the application you will be greeted with a login screen. This login
screen has some information about restrictions within the application and a guide on
how to obtain your AWS Access Keys.

# Login Page - X

This application checks your database for potentially
sensitive information and recommends relevant data for
encryption.

No data encryption is performed.

Only PHPMyAdmin database export is supported at the
moment.

You must have an AWS account to use this application, you
can create one at aws.amazon.com

In order to generate security credentials press your
username at the top right corner of your AWS console and
choose "Security Credentials". From there you will be able
to see "Access Keys". In thI\iS menu you can generate your

Keys.

Make sure you do not share these keys with anyone. It is

even a better idea to delete them after use.

Access Key 1D

Secret Access Key

Cancel

Once you log in you will be redirected to a home page, which gives you some basic
information about the application.

Home

Welcome to Rec-encrypt.iol!

The application to recommend best encryption practices based on your
database contents.

To get started simply upload a file.

For more information on how to use this application visit the how to
use page.

For some security tips visit the tips page.

The application screen has four different buttons to choose from. The “Home” button will
take you back to the home screen.



The “How To Use” button will take you to a page explaining how use the application.
How To Use

When you logged in using your AWS credentials a new user was
created with minimum privileges to ensure security. There is a
prerequisite to using this application. You will require to export your
database as a json file. Ask your System Administrator to provide you
with this file.

In order to use this application you must visit the "Upload File" page.
There you will be presented with a single button named "Browse files".

This button will present you with a familiar browse files window which
you should use to choose the file you wish to check for sensitive

information (i.e., The json file you were given).
Security Tips

This will include the file into the application and the processing can
begin.

Next you will be shown buttons that are titled the same as your
database fields. After pressing one of the buttons, the sensitive
information detection process will begin (This might take from upwards
of 15 minutes, depending on the size of your database).

When the processing is finished the results will be displayed to screen.

Results:

Any column that has green above it means that the application did not
detect any sensitive information.

Any column with red above it is a sensitive field and should be
encrypted.

The “Security Tips” page will give you some pointers on how to encrypt your data and
things to look out for.

Security T

Just encrypting your data might not be enough to secure it. There are a
few important things to consider:

- Any encryption should be performed using a secure encryption
algorithm (An industry standard includes AES)

- Even though you can use a secure encryption algorithm, it still
might be implemented incorrectly. Here are some pointers on how to
incorporate secure encryption:
- Use a sufficient key size (A small key size might render the
encryption unsecure)
- Do your rese ; choosing the right software can make the
difference. Getting a security professional to incorporate encryption for
you might be a good idea instead of trying to do it yourself
- Keep the encryption key secure (It is a bad idea to store it in
plaintext), if the attacker acquires your encryption key, your data would
be unprotected.

- It is important to encrypt your data not only when you store it but
also in transit.

- When it comes to password fields, encryption is not the ideal
solution. Using salted hashes is much prefer You must also use a
secure hashing algorithm. My recommendation udes SHA-256 which

is still considered the industry standard.

- Data that should be encrypted in a database is anything that
can identify a person like name, address, date of birth, etc. Also, any
data that might be considered sensitive information like usemame,
password, access keys etc.

- It is a good idea to double check if everything sensitive is
encrypted. Not complying with GDPR can lead to fines.




And lastly the “Upload File” button will take you to the page with the actual functionality
of this application. The page itself has only one button named “Browse Files” and a
reminder of the file you require.

Upload File

Remember to upload a json file. This should be provided by your
ome P _ -
system administrator.

Upload File
Security Tips

Once the “Browse Files” button is pressed you will be greeted with the familiar file
explorer interface. You can traverse through your directory structure and choose the file
that you want to check for sensitive information.

Upload File

Remember to upload a json file. This should be provided by your

H Pl
system administrator.

Upload File # SelectaFile
S T €« v 4 [ > ThisPC s Deskiop » Final Proj
Orgal

- New folder

Remember that only files exportedfrom PhpMyAdmin are suppoted at the moment.

Once you upload a file the results legend will be displayed and a button for every field in
your database. Simply press any of the buttons to start processing.

Processing might take from upwards of 15 minutes depending on the amount of data
you want to classify.

Upload File

Home Not Sensitive fields (No need for encryption)

How To Use Data is sensitive (Must be encrypted)

Security Tips After pressing a button, detection might take from upwards of 15 minutes




Results

Once the processing is finished the results will be displayed to screen in a table. Above
the legend there will be a notification approximating the amount of time it would take to
encrypt your data. Keep in mind that this application does not encrypt your data. It
simply identifies which fields are sensitive and should be encrypted.

There are going to be multiple buttons allowing you to go between each table. The table
with your results will have a colored strip above every field. This strip indicates if the
data inside that field is sensitive or not.

Green coloring means that the field contains no sensitive information and does not need
to be encrypted.

Red coloring on the other hand means that sensitive information is present, and the field
should be encrypted. Remember that password fields should not be encrypted. They
should be salted and hashed instead.
Upload File
If you were to encrypt this data it would take approximately: 0.001997709274291992 seconds
Home Not Sensitive fields (No need for encryption)
How To Use Data is sensitive (Must be encrypted)

Upload File

Security Tips | |
Name | | Credit_Card_Number

Robert Aragon 489-36-8350 4929-3813-3266-4295
Ashley Borden 514-14-2003 5370-4632-8881-3020
Themas Conley 690-05-5313 4916-4211-5814-8111
Susan Davis 421-37-1396 4916-4034-0269-8783
Christopher Diaz 458-02-6124 5209-1561-5689-1932
Rick Edwards 612-20-6232 5203-8502-0071-3052
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
Victor Faulkner 300-62-3266 5543-0246-6336-5664
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The results displayed above are not actual data. It is generated dummy data used for
testing.



