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Abstract 

The purpose of this project is to develop an email spam filter tool. It allows users to feel more 

confident about receiving emails as any spam emails will display in a separate folder to their 

inbox. This is achieved using machine learning algorithms such as Naïve Bayes, SVM, 

Random Forest, and Logistic Regression. The project used tools and technologies such as: 

hMailServer, Thunderbird, SQLAlchemy, Flask and python. 
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Introduction 

This document contains all the code required for this application. This application is hosted 

on a local server. In this project four machine learning models have been implemented which 

are integrated into a scraping function. This function pulls all the emails from the mail server, 

scores, and stores these emails for later use by the flask application. The web application files 

are all python files. Some initial configuration is required to set up the database. Tools such 

as hMailServer, Thunderbird and SQLAlchemy all need to be downloaded and installed 

before implementing any of the below code. 
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Tools and Technologies 

The following tools and technologies were used to create the application: 

Tools: 

• MySQL Workbench (https://www.mysql.com/products/workbench/) 

• hMailServer (https://www.hmailserver.com/download) 

• Thunderbird (https://www.thunderbird.net/en-US/) 

Technologies: 

• MySQL server 

• Flask 

• Python 

• SQLAlchemy 

• Scikit-learn 

• Pickle 

• Matplotlib  

Versions 

The versions of the languages and tools used are as follows: 

• MySQL Workbench Version 8.0.23 

• hMailServer 5.6.7-B2425 

• Python 3.9.1 

• Thunderbird 78.9.0 

• MySQL server 8.0.24 

 

 

 

 

 

 

 

 

https://www.mysql.com/products/workbench/
https://www.hmailserver.com/download
https://www.thunderbird.net/en-US/
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Database Creation 

In the below screenshot the following line of code is used for initiating the database and 

connecting to local server using login details. 

(db = SQLAlchemy(app)) 

 

 

This is the models file, which is used with SQLAlchemy an object relation mapper tool for 

database design directly from my code. My database design my created completely 

through Python. My database is a MySQL database and is located on my local server. 

 

 

 

 

 

 



Email Spam Filter using Machine Learning Technical Manual 
 

P a g e  8 | 34 

 

Training the models 
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These are the pickle files in my project. They are used to access the models quicker.  
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Scrape function 

The below code is used to scrape emails for hMailServer into the database. 

This code scans through the directories of the local mail server, and for each email which 

has not already been stored it transforms the emails data for storage and then calls upon 

each of the model’s functions created and inserts the data into the database.  

The four models were trained using the following dataset: 

https://www.kaggle.com/uciml/sms-spam-collection-dataset. I then split the data set into a 

training set and a testing set. The four models were trained using the training set. 

https://www.kaggle.com/uciml/sms-spam-collection-dataset
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Web Application Pages 

The below set of screenshots displays the code used to implement each page on the flask 

application. 

Home.html 

 

 

About.html 
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Register.html 
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Login.html 
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Welcome.html 

 

 

Create_post.html 
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Inbox_mail.html 
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Sent_mail.html 

 

 

Spam_mail.html 
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Account.html 

 

 

Spam_report.html 
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Registered_user.html 
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Error messages 

403.html 

 

404.html 

 

 

500.html 
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Styling for the webpages 

This is the base template that was used across all page within the flask application. 

Base.html 
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Error handlers 

These files handle any errors that may occur on the application. 

Handlers.py 
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Main  
A route file is created in flask to inform the flask app which URL should initiate our function. 

Routes.py 
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Post 

Forms.py 

 

 

Routes.py 
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Spam Score 

The below code prints out the following scores of the four machine learning models that were 

implemented: confusion matrix, accuracy, precision & recall, f1 and sensitivity and 

specificity scores.  

Spam_score_check.py 
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This is the output for each score for the four machine learning models that were implemented. 
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Users 

All forms displayed on the flask application are coded in the forms.py file.  

Forms.py 
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Routes.py 

 

 


