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Abstract

The purpose of this project is to develop an email spam filter tool. It allows users to feel more
confident about receiving emails as any spam emails will display in a separate folder to their
inbox. This is achieved using machine learning algorithms such as Naive Bayes, SVM,
Random Forest, and Logistic Regression. The project used tools and technologies such as:
hMailServer, Thunderbird, SQLAIchemy, Flask and python.
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Introduction

This document contains all the code required for this application. This application is hosted
on a local server. In this project four machine learning models have been implemented which
are integrated into a scraping function. This function pulls all the emails from the mail server,
scores, and stores these emails for later use by the flask application. The web application files
are all python files. Some initial configuration is required to set up the database. Tools such
as hMailServer, Thunderbird and SQLAIlchemy all need to be downloaded and installed
before implementing any of the below code.
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Tools and Technologies

The following tools and technologies were used to create the application:
Tools:

e  MySQL Workbench (https://www.mysgl.com/products/workbench/)

e hMailServer (https://www.hmailserver.com/download)
e Thunderbird (https://www.thunderbird.net/en-US/)

Technologies:

e MySQL server
e Flask

e Python

e SQLAIchemy
e Scikit-learn

e Pickle

e Matplotlib

Versions

The versions of the languages and tools used are as follows:

MySQL Workbench Version 8.0.23
hMailServer 5.6.7-B2425

Python 3.9.1

Thunderbird 78.9.0

MySQL server 8.0.24
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Database Creation

In the below screenshot the following line of code is used for initiating the database and

connecting to local server using login details.

(db = SQLAIchemy(app))

app.cnnfig[

app.config[ "50 \BASE_UR : | firoot: 27.8.8.1/pythonlogin’
db = 5

This is the models file, which is used with SQL Alchemy an object relation mapper tool for
database design directly from my code. My database design my created completely
through Python. My database is a MySQL database and is located on my local server.

4)» modeLpy

Signatureserializer Serializer

flask_sglalchemy SQLAlchemy

t-datetime.utcnow)

.date_sent}"}"
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Training the models

4p trainmaodels.py

-feature_extraction.text
.naive_bayes Multinomialne
svim
.ensemble randomForestclas
-model_selection Gridsearcho
rdel

f1_score
pickle

dataframe = pd.r
print{dataframe.

¥ = dataframe[ “EmailText™]
dataframe[ "Label™]

tuned_parameters = {"kernel': ['rbf',"linea
:[1, 18, -

4p

svm_model. pl
‘nb_model .pk
'rf_model.pkl'
‘1r_model.pkl®

‘wb

==
M M M M
-

-

nb:

¥

1
1

¥

= oy
HiH R

models, open(lr_
are loaded"}
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These are the pickle files in my project. They are used to access the models quicker.

Vet e e

Spain_sCorer

FRAFRFAFRF -

-\-\"\-
*

[

__pycache__
_init__.py

cv.pkl

Ir_model.pkl
nb_model.pkl
rf_model.pkl
Sparm.csv
spam_score_check.py
swm_model.pkl

trainmodels.py
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Scrape function
The below code is used to scrape emails for hMailServer into the database.
This code scans through the directories of the local mail server, and for each email which

has not already been stored it transforms the emails data for storage and then calls upon

each of the model’s functions created and inserts the data into the database.

The four models were trained using the following dataset:

https://www.kaggle.com/uciml/sms-spam-collection-dataset. | then split the data set into a

training set and a testing set. The four models were trained using the training set.

_init__.py

score_svm, score_nb, score_lr, score_rf

rootdir - 'C:[Brogram Files MailserverfBpta’

ession.query(Email.id).all()}
db.session
emails [value (value,) emails]
subdir, dirs, files os.walk({rootdir):
file files:
file emails:
str.lower({file[-3:])
file_path - os.path.join(subdir,file)
mail - mailparser.parse_from_file(file path)
to - mail.to[e][1]
from_ - mail.fm
mail.bod
body . s
ma j
date - mail.date
file = str(fi
email text
email_text - s email_text)
email_text [email_text]

(email text)

SVm_score
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4pr _init__py

_1r(email_text)
core - lr_score[

atexit.

Technical Manual

nb_score,
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Web Application Pages

The below set of screenshots displays the code used to implement each page on the flask

application.

Home.html

4 home:htmi

extends “"base.himl”
block content ?
% 1f current_user.is_authenticated

unded"/

hoose one of the following options to
cl btn btn-default®s< ="{{ url_for( . ) 1T h g-in"> > Register</

> Logil

About.html

4» about.htmi

2 extend e.himl”
2 block content
»About ByeHack fh»
>
is a spam filter tool.<
icn and preventetion to all omers at the highest level possibl
>

>

¢p>The following Machine Learning algorithms are used

“button buttonl“»Naive Bayes</ >
support Vector Machine</

> ve Baye 3
MB algorithm is a supervised learning algorithm, which is based on Bayes theorem and used for solving classification problem

However, it is mos

flexible, machine learning algorithm that prod i one of the most used algorithms, because
mplicity and di y it can be used for both classifica

lgorithm is used for the clas cation problems. It is a predictive analysis algorithm and based on the concept of probability

>
: endblock content
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Register.html

4pr register.html

| extends “base.html® %}
{¥% block content X}
‘ -

class="content=section"»
s="col-sm-8 text-left"»
POST" action="">
{{ form.hidden_tag() }}
"form-group”™>
s="border-bottom mb-4">Register</

class="form-group">
{{ form.username.label({class="form-control-label™)}}

{% if form.username.errors %}
{{ form.username{class="form-control form-control-lg is-invalid") }}
< class="invalid-feedback">
{% for error in form.username.errors X}
< >{{ error }}</ >
1% endfor X}
<fdiv>
{% else X}
{{ form.username{class="form-control form-control-1g"}}}
{% endif %}
>

class="form-group">
{{ form.email.label{class="form-control-label™}}}

{% if form.email.errors X}
{{ form.email{class="form-control form-centrol-lg is-invalid®) }}
< class="invalid-feedback">
{% for error in form.email.errors %}
< >{{ error }}</ >
1% endfor X}
<fdiv>
{% else X}
{{ form.email{class="form-control form-centrol-1g")}}
{% endif %}
>

class="form-group">
{{ form.password.label(class="form-control-label"}}}

{% if form.password.errors %}
{{ form.password{class="form-control form-control-lg is-invalid") }}
< class="invalid-feedback">
{% for error in form.password.errors ¥}
< >{{ error }}</ >
1% endfor X}
<fdivy
{% else X}
{{ form.password(class="form-control form-control-1g"}}}
{% endif %}
>

class="form-group">
{{ form.confirm_password.label(class="form-control-label"}}}

{% if form.confirm_password.errors X}
{{ form.confirm_password(class="form-control form-control-lg is-invalid") }}
< class="invalid-feedback">
{% for error in form.confirm_password.errors X}
< »{{ error }}<f >
1% endfor X}
</
{% else X}
{{ form.confirm_password(class="form-control form-control-1g")}}}
{% endif %}
<fdivs
<f >

class="form-group">
{{ form.submit{class="bitn btn-cutline-info"}}}
>

class="form-group">
class="text-muted">
Already Have an Account? <@ class="ml-2" href="{{ url_for('users.login'} }}"»Sign In</a>

<f
</ divs
{% endblock content X}
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Login.html

4p login.htmi

% extends “base.html”™ X}
{% block comtent %} a
< class="forms">»
<fdiv>
< class="content=section">
< class="col-sm-8 text-left"»
< ethod="POST" action=""»
1{ form.hidden_tag() }}
«diva/fdive
< class="form-group"»
< class="border-bottom mb-4"> Login</

class="form-group"»
{{ form.email.label{class="form-control-label")}}

{¥ if form.email.errors ¥}
{{ form.email{class="form-control form-centrol-lg is-invalid®™) }}
4 class="invalid-feedback">
{% for error in form.email.errors X}
£ >I{ error }}</f >
{Z endfor X}
<fdive
{% else %}
{{ form.email{class="form-control form-control-1g")}}
{%¥ endif X}
>

class="form-group">
{{ form.password.label{class="form-control-label"})}}

{%¥ i1f form.password.errors X%}
{{ form.password{class="form-control form-control-lg is-invalid") }}
< class="invalid-feedback">
{% for error in form.password.errors %}
< »{{ error }}<f >
{% endfor X}
<fdiv>
{% else X}
{{ form.password{class="form-control form-control-1g")}}
{% endif X}
>

class="form-check">
{{ form.remember{class="form-check-input"} }}
{{ form.remember.label(class="form-check-label™) }}
«fdivy
>

class="form-group">
1{ form.submit(class="bin btn-outline-info"™}}}
<

ss="text-muted ml-2">
"{f wurl_for{ users.reset_request') }}"»Forgot Password?</a>

class="form-group">

« class="text-muted">
Meed an Account? <= class="ml-2" href="{{ wrl_for{ users.register'} }}">Sign Up Now<S &>
<f >
ofdiv>
</
ofdive
< fdiv>
{#% endblock content %}
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Welcome.html

4p welcome.hitmi

extends “"base.himl™ %]
block content X}

cp»You are now logged in and cam begin using the application...</p»
1% endblock content j

Create_post.html

4p create_post.htmi

E“ extends “base.html™ %}
% block content %}
>

Ir
L

"form-group” >
to.label{cl form-control-label

5 1f form.
{{ form.

rm-contrel form-contrel-1g™)}}

if form.title.error
{{ form.title(class="form-control form-control-lg i=
< "invalid-feedb 3

error in form.
: error
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{% if form.

"invalid-fe
error in form. cont
»{{ erroer }}
% endfor X}

form-group” >
form. submit(class="btn btn-outline-info")}}

3

. endfor X}

{% endblock content X}
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Sent_mail.html

4p sent.html

. extends “base.html® X}
i{% block comtent X}

"h2"s»Sent</fh2s<f

"myTable">

Date & Time</Thx
*Recipient</thx
cubject<sthy

.date_sent} </t
A0} e/t
.subje
.body}}
>
¢ endfor X}
L I|II >
{% endbleck content %}

Spam_mail.html

4p spam_mail il

extends “base.html® X}
block content X}

layes Scored/
>
for email in query_set &}

ite;"»{{email.naive_bayes_spam}}</

{% endfor X}

-

t endblock content X}
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Account.html

4p accounthtml

% extends "base.html™ %}

{{ form.hidde

{{ form.u . (clas form-control-label")}}
{{ form.username(c orm-control form-control-lg”, disabled=Tr

Spam_report.html

4p spam_report.htmi

extends "base.html"
block comtent X}

“h pam Report
Table"»

»ACcount Name
»Spam Total</Th»

I
L

owW.to}}ef
oW.count}}

I
I

T
L

ghi="48apx" >
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»Spam Report #3</hoscfdiva
ived that have been classified as spam.</p>»
myTable™ >

receivede/thx

> .naive_bayes spam}}<f

endfor X}

[¥ endblock content X}

Registered_user.html

4p registered_users.hitmi

. extends “base.html® %}
block content X}

class="h2">Registered Users</s
s="myTable"»

JUsername</
*Email Address<fths

3

{% for user in user_setiX}

A
LL
¥
LL

o

. endfor X}

Y

{% endblock content X}
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Error messages

403.html

4p 403.himi

{% extends "hasq.html“ %}
% block content %} a
< [ content-section">
u don't have permission to do that (403)<f
Please check your account and try again.<

i{% endblock content X}

404 .html

4p 404, htmnl

[%¥ extends "base.html™ X}
{¥ block content ¥}
5 C content-section">»
5.. Page Not Found (484)</hix
That page does not exist. Please try a different location</p»

o i

{* endblock content X}

500.html

4)p 500.html

extends "base.html®™ %}
block content X}
C cla ontent-section”>

; hing went wro Sea) </ hils
We are experiencing some trouble on our end. Please try again in the near future.</p>

(¥ endblock content xj
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Styling for the webpages

This is the base template that was used across all page within the flask application.

Base.html

4 p base.htmil
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4p base.htmi
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4P base.html
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4p base.htmi
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base htmi

moz-border-radius:2
bkit-border-radius:
border-rodtus:2px;
color: black;
text-shadow:1

text-align: left;
Lor: black;

left;

"navbar-brand disabled"s>ByeHackers<fas
collapse navbar-collapse” id="myNavbar">
class="nav navbar-nav">
1% if current_user.is_authenticated X}
<1is<a href="{{ url_for( 'mainl.welcome") }}">< class="glyphicon glyphicon-ck"> Authenicated</as»</11»
1% else X}
<1li»<a href="{{ url_for('mainl.home")} }}">< class="glyphicon glyphicon-home"> Home</a»</lix
<liz<a href="{{ url_for('mainl.about') }}"=< class="glyphicon glyphicon-info-sign™> About</fax</1lis
{% endif X}
<ful>
<ul class="pav navbar-mav navbar-right">
if current_user.is_authenticated X}
»<i href="{{ url_for('users.account'} }}">< class="glyphicon glyphicon-user"s></ > Account</ax</lin
»><a href="{{ url_for('users.logout") }}">< class="glyphicon glyphicon-log-out"></ > Logout</farcflis
else X}
»><d href="{{ url_for('users.login"') }}"»< class="glyphicon glyphicon-log-in"></ > Loging/ase/lis
»<d href="{{ url_for( users.register') }}"»« class="glyphicon glyphicon-log-in“»</ > Reglster</as<fli»
endif X}

4 base.html

="col-sm-2 sidenav">

{% if current_user.is_authenticated X}

"{{ url_for('posts.new_post') }}">Compose </fa>< [ glyphicon glyphicon-pencil®></ > o

{{ url_for('mainl.inbox_mail') }}">Inbox </a>< glyphicon glyphicon-save™»</ > /o>

href="{{ url_for('mainl.sent"} }}"»Semt <fa»¢ class="glyphicon glyphicon-open"»</ o>

{{ url_for('mainl.spam_mail') }}">Spam <fa>< cla lyphicon glyphicon-exclamation-sign™»</ 0>
{% if current_user.is_admin X}

"{{ url_for('mainl.spam_repcrt') }}">Spam Report </z»< class="glyphicon glyphicon-list-alt"»</ <>

{{ url_for('mainl.registered_users') }}">Registered Users </fa»< class="glyphicon glyphicon-list-alt"></ >0
{% endif %}
<p»<a href="{{ url_for('users.account"') }}">Account </a>< C "elyphicon glyphicon-user”></ >0
<p»<a href="{{ url_for('users.logout'} }}"»>Logout <fa>< ss="glyphicon glyphicon-log-out"s</ > /o>

{% else X}

{% endif %}
>

class="col-sm-8 text-left">
< class="col-md-8">

{% with messages - get_flashed_messages(with_categories=true) X}

{% if messages X}
{% for category, message in messages %}
< class="alert alert-{{ category }}"»
{{ message }}
<fdiv>
1% endfor X}
{% endif %}
{% endwith %}
<fdiv>

< id="content™>
{% block content %}X endblock %}
<fdiv>
<fdiv>
< class="col-sm-2 sidenav">
{% if current_user.is_authenticated X}
<o
{% else %}
< class="well">
<pr<h>STATS</ pre/b>
<fdiv>
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4p base.html

5% of e-mail traffic in March 2028 was spam.</

vell”>
mail spam costs businesses $20.5 billion every year.</p>»

vell”>

ound 187 billion spam emails are sent per day. By 2824, the figure is cted to increase to over 361.6 billion daily mails.</

17
Bulk mailers can send approximately 258,888 messages an hour over a 28.8kb/s modem line.</p>

ontainer-fluld nter”>
right &#169 2821 byeha om. All rights reserved.</p>»

Error handlers

These files handle any errors that may occur on the application.

Handlers.py

4P handiers.py
| flask Blueprint, render_template

errors = Blueprint(‘errors*, __

te{ 'errors/484.himl"'), 48

te{'errors/484.himl"}, S
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Main
A route file is created in flask to inform the flask app which URL should initiate our function.

Routes.py

routes.py
flask render_template, reguest, Blueprimt
t_user, login_required
Post, Email, User
func

"mainl’, _ name

.filter(Email.to--email_addres ()).all()

'Inbox Mail

email_address - current_u:

Email.sender--email_addr

(Email.date_sent - seven_day

count = Email.query.n i . ount(Email.id}.1a { y 1).group_by
all(}
|_by_account)

datetime.date.
go = today
ter(Email.date_sent - two_days

query_set,
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4pr routes.py

‘spam_mail")

r{Email.naive_bayes_spam y(Email.date_sent.
query_:
mail.date_:
il. sender)

query_set}

query.all()

e 'registered_users.html®', title-"Registered Users', u

forms.py

flask_wif FlaskForm
wtforms StringField, SubmitField, TextArearield
wtforms.validators DataRequired

content
submi

Routes.py

4P routes.py

flask render_template, url_for, flash, redirect, request, abort, Blueprint
flask_login current_user, login_required

main db

main.model Post

main.posts.forms PostForm

t{"posts", _ name_ )

tinew”, ['GET', "POST'])
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Spam Score

The below code prints out the following scores of the four machine learning models that were
implemented: confusion matrix, accuracy, precision & recall, f1 and sensitivity and

specificity scores.

Spam_score_check.py

4r spam_score_check.py

| pandas

Countvectorizer
MultinomialNB, GaussianNB

sklearn.metrics
pickle

dataframe = pd.re

¥ - dataframe["EmailText™]
y = dataframe[“Label”]

*_trai
-
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spam_score_check.py

cv_file cv.pkl’
svm_file _model.pkl®
nb_file ‘nb_model.pkl®
rf file 'rf_model.pkl'
1r file ‘1r_model.pkl®

cv = pickle.load{open{cv_fi 'rb'}})
loaded_svm_model - | n{svm_file, 'rb'}))
loaded nb model cle. (open{nb_file, "rb'})
loaded_rf_model - pickle.loa n{rf_file, "rb"})
loaded 1r model = pickle.load{open{lr_file, “rb"})

prediction_set = x_test.tolist()

svm_predicted set [1

nb_predicted set [1

rf_predicted set [1

1r predicted set [1
row prediction_set:
row - [row]
transform = cv.transform{row)
svm_result loaded svm_model.predict{transform)
nk_result - loaded nb_model {transform)
rf_result = loaded_r+ model.predict(transform)
1r_result - loaded lr model.p {(transform)
svm_predicted set.append(svm_result)
nb_predicted set.append({nb_result)
rf_predicted set.append{rf_result}

d{1r_result)
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spam_score_checkpy

svm_confusion _matrix
svm_sensitivity - svm_confusion matrix
swm_specifity

nb_confusion matrix
nb_sensitivity
nb_specifity

confusion_matrix(y_true, nb_predicted_set,

nb_confusion_matrix[1,1]/{nb_cenfusion_matrix[1,8]

rf_confusion _matrix - confusion_matrix(y_true, rf_predicted_set,
rf_sensitivity - rf_confusion_matrix[e,e]/(rf_confusion_matrix[e
rf_specifity - rf_confusion_matrix[1,1]/{rf_confusion_matrix[1,2]

1r_confusion_matrix
1r_sensitivity
1r_specifity

confusion_matrix(y_true, 1lr_predicted_set,

1r_confusion_matrix[1,1]/{1r_confusion_matrix[1,8]

print{‘'svm")

print{"'confusion matrix for swM')
print{str{svm_confusion matrix))

print{‘accuracy of svm =
print{'precision of svm for ham and spam =
print{'recall of svm for ham and spam = "

print{‘sensitivity and specifity for svm medel =*
print{'f1 score of svm for ham and spam =

confusion_matrix(y_true, svm_predicted_set,
2,21/ (svm_confusion_matrix[e
svm_confusion_matrix[1,1]/(swm_confusion_matrix[1,2]+svm_confusion_matrix[1,1])

nb_confusion_matrix[e,e]/(nb_confusion matrix[e,2]

1Ir_confusion_matrix[e,e]/(lr_confusion_matrix[e,2]
1r_confusion_matrix[1,1])

Technical Manual

Labels=[ "ham", "spam" ]}
J+svm_confusion_matrix[e,1])

ghbels=["ham", ‘spam" ]}
nb_confusion_matrix[e,1])
nb_confusion_matrix[1,1])

bels=["ham*, "spam" ]}

a]+rf_confusion_matrix[e

rf_confusion_matrix[1,

ghbels=["ham", ‘spam" ]}
1r_confusion_matrix[e,1])

' str{loaded_swvm_model.score{cv.transform{x_test),y_test}))

str{precision_score(y true, svm predicted set, ov
str{recall score(y true, swm predicted set, overoge
str{svm_sensitivity)
str{fl score(y_true, svm predicted set, o

s:r(sanspecifitéj)
age=None}})

T R e )

print(*NAIVE BAYES')

print{‘confusion matrix for NB')
print{str({svm_confusion matrix))
print{'accuracy of nb =
print{‘precision of nb for ham and spam =
print{'recall of nb for ham and spam =
print{"'sensitivity and specifity for nb model ='
print{'f1 score of nb for ham and spam = "

! stri{recall_score(y_true, nb_predicted set,
str{nb_sensitivity)
str{f1_score{y_true, nb_predicted_set,

' str{loaded_nb model.score{cv.transform{x_test),y test)}}
str{precision_score(y_true, nb_predicted set, overage

ione} 3}
rage=None}}}
str{nb_specifity))

Prnt( " #HtF et sis s ettt tttrtt st s 311 EREERRELRRLEREIE LI IR IR RS HERL SR )

spam_score_check.py

print('RANDOM FOREST')
print({'confusion matrix for RF')
print{str{svm_confusion_matrix))
print({'accuracy of rf =
print('precision of rf for ham and spam =
print({'recall of rf for ham and spam = *
print({'sensitivity and specifity for rf model ="
print{'f1 score of rf for ham and spam = * str{f
print( ' =*+=*

str{rf_sensitivity)

print('LOGISTIC REGRESSION')
print(’confusion matrix for LF"l
print{str{svm_confusion_matrix))

score(y_true, rf_predicted_set, o
*¥x " )

' str{loaded_rf_model.score{cv.transform(x_test),y_test)))
' str{precision_score(y_true, rf_predicted set, overage-Hone)}})
str{recall_score(y_true, rf_predicted_set, ¢ e

rage=None}
str{rf_specifity))
age=None) )}

print({'accuracy of 1r = " str{loaded_lr_model.score{cv.transform(x_test),y_test)))
print({'precision of lr for ham and spam = ° str{precision_score(y_true, 1lr_predicted_set, ave
print('recall of 1r for ham and spam = ° str{recall_score(y_true, lr_predicted_set, averoge 333

print({'sensitivity and specifity for 1r model =" str{lr_sensitivity) v
print('f1 score of 1r for ham and spam =
primt(**=*

" str{fl_score(y_true, lr_predicted_set,
*¥x " )

str{lr_specifity))
age=None) ) }
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This is the output for each score for the four machine learning models that were implemented.

sers\C8823885 «top\HazelsProject\main\spam scorer>py spam score check.py

sion matrix for SVM

ity FDr

fusion matrix for

precision of nb for
rEuall of nb +u1 ham ar

on mafrla for RF

* ham and ~pam = [@
specifity for rf model

on of lr for ham and spam
re_all of 1lr for ham and spam =
sensitivity and specifi or 1r
f1
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Users

All forms displayed on the flask application are coded in the forms.py file.

Forms.py

4p forms.py

flask_wtf FlaskForm

flask wtf.file Filerield, Fileallowed

wtforms StringrField, Passwordrield, submitrield, BooleanField, TextarearField
wtforms.validators equired, Length, Email, EqualTo, validationError
flask_ .

main.madel

'That username is taken. Please choc a different usernam

e a different email'})

remember
submit
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Routes.py

4r routes.py
| flask i Elueprint
flask_login equired
main

main.users.forms t RegistrationForm, LoginForm, UpdateaccountForm, RequestResetForm, ResetPasswordForm, PostForm

form.email.data,

gble to log in', "suc

sful. Please ch
'login.himl®,

routespy

request,.method 3
form.username.data - current_user.username
form.email.data - current_user.email
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