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AbVWUacW
TKe SXUSRVe Rf WKe WLOdfLUe SURMecW LV WR deYeORS a PRbLOe aSSOLcaWLRQ fRU WKe GeQeUaO SXbOLc
aQd SURfeVVLRQaO fLUefLJKWeUV. TKLV aSSOLcaWLRQ VKRXOd KeOS SeRSOe ZKR fLJKW fLUeV aV ZeOO aV
SURWecW SeRSOe ZKR dRQ¶W. TKe aSSOLcaWLRQ VKRXOd be XVed aV a WRRO WR UeSRUW fLUeV, VeaUcK fRU
fLUeV aQd QRWLf\ SeRSOe Rf QeaUb\ fLUeV. IW aOVR VKRXOd be abOe WR SURYLde WKe JeQeUaO SXbOLc
aQd WKe fLUefLJKWeUV ZLWK XVefXO LQfRUPaWLRQ abRXW fLUeV aQd KRZ WR NeeS Vafe aURXQd WKeP.
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1. IQWURdXcWLRQ

TKe fROORZLQJ UeVeaUcK UeSRUW LV LQWeQded WR dRcXPeQW aOO Rf WKe UeVeaUcK cRPSOeWed fRU WKe
WLOdfLUe ASSOLcaWLRQ. TKe RYeUaOO Ldea Rf WKe SURMecW aQd WKe WecKQRORJLeV beKLQd LW VKRXOd
cUeaWe a beWWeU XQdeUVWaQdLQJ Rf WKe ZLOdfLUe SURMecW LQ WKe fROORZLQJ dRcXPeQWaWLRQ.

TKe fROORZLQJ dRcXPeQW ZLOO e[SOaLQ WKe VXbMecW Rf ZLOdOaQd fLUeV aQd WKe daQJeUV WKaW WKe\
caQ caXVe, AOVR a bULef e[SOaQaWLRQ Rf KRZ WKe\ VWaUW, ZK\ WKe\ VWaUW aQd KRZ WR SUeYeQW
ZLOdfLUeV. TKe SOaWfRUPV WKaW WKLV aSSOLcaWLRQ cRXOd be RQ ZLOO WKeQ be dLVcXVVed, bRWK WKe
AQdURLd aQd LOS RSeUaWLQJ V\VWePV ZLOO be dLVcXVVed LQ deSWK.

TKe VLJQLfLcaQce Rf WKLV aSSOLcaWLRQ ZLOO aOVR be dLVcXVVed, WKLV ZLOO deOYe LQWR WKe aUea Rf ZK\
WKLV aSSOLcaWLRQ LV Qeeded aQd ZK\ LW LV a XQLTXe aSSOLcaWLRQ WKaW RffeUV WKe VROXWLRQ. TKLV ZLOO
JLYe WKe UeadeU a JUeaWeU XQdeUVWaQdLQJ Rf WKe bXVLQeVV SURbOeP aQd KRZ WKLV VROXWLRQ caQ
VROYe LW.

LaVWO\, WKe WecKQRORJLeV WKaW ZLOO be XVed LQ WKLV aSSOLcaWLRQ ZLOO be dLVcXVVed bRWK RQ WKe
fURQW-eQd aQd WKe bacN-eQd. TKe fURQW-eQd VecWLRQ ZLOO e[SORUe WKe dLffeUeQW fUaPeZRUNV WKaW
cRXOd be XVed WR bXLOd WKLV aSSOLcaWLRQ. TKe MaS WecKQRORJ\ ZLOO aOVR be dLVcXVVed ZLWK WKe
adYaQWaJeV aQd dLVadYaQWaJeV Rf WKe SRVVLbOe PaS WecKQRORJLeV aYaLOabOe, aQd ZKLcK RQe
ZLOO beQefLW WKLV aSSOLcaWLRQ. LaVWO\, RQ WKe bacN-eQd, aOO Rf WKe dLffeUeQW daWabaVeV aQd VWRUaJe
WecKQRORJLeV ZLOO be dLVcXVVed, VR I caQ cKRRVe WKe beVW SRVVLbOe bacN-eQd WecKQRORJ\ fRU
WKLV aSSOLcaWLRQ.

2. WLOdOaQd FLUeV

2.1 - WKaW LV a WLOdOaQd fLUe?
A ZLOdOaQd fLUe RU a UXUaO fLUe LV aQ XQSOaQQed, XQcRQWUROOed fLUe LQ a UXUaO aUea Rf cRPbXVWLbOe
YeJeWaWLRQ VWaUWLQJ LQ UXUaO aQd XUbaQ aUeaV [14]. WLOdOaQd fLUeV caQ bXUQ YeJeWaWLRQ abRYe
aQd beORZ WKe VRLO OeYeO. VeJeWaWLRQ VXcK aV WKLcN URRWV aQd WKLcN bXVK aUe RfWeQ WKe fXeO WR
WKeVe fLUeV aQd ZKeQ WKLV VRUW Rf YeJeWaWLRQ LV OefW XQcRQWUROOed LV ZKeQ WLOdOaQd fLUeV bUeaN
RXW.

2.2 - HRZ dR ZLOdOaQd fLUeV VWaUW?

MRVW Rf WKe WLPe ZLOdOaQd fLUeV aUe WKe UeVXOW Rf RQe Rf WZR caXVeV, HXPaQV aQd NaWXUe.
FRUWXQaWeO\, RQe Rf WKeVe facWRUV LV cRQWUROOabOe LQ HXPaQV, ZKLOe WKe QaWXUe VLde LV PRVWO\
XQcRQWUROOabOe.

2.2.1 - HXPaQV
AccRUdLQJ WR LLL.RUJ[15], 90% Rf ZLOdOaQd fLUeV LQ WKe US aUe caXVed b\ KXPaQV. MRVW Rf WKe
WLPe WKLV LV dXe WR SeRSOe beLQJ QeJOLJeQW. SRPe e[aPSOeV Rf KXPaQ QeJOLJeQce aUe
caPSfLUeV JeWWLQJ RXW Rf cRQWURO, XQcRQWUROOed bXUQV (bXUQLQJ debULV) aQd LQWeQWLRQaO acWV Rf
aUVRQ [15].
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FRUWXQaWeO\, aOO Rf WKeVe e[aPSOeV aUe cRQWUROOabOe bXW XQfRUWXQaWeO\ SeRSOe dR QRW WaNe
eQRXJK caUe.

2.2.2 - NaWXUe
LRJLcaOO\ WKLQNLQJ PRVW SeRSOe Pa\ WKLQN WKaW QaWXUe LV WKe OeadLQJ caXVe Rf WLOdOaQd fLUeV
dXe WR WKe eaUWK'V eYeU cKaQJLQJ cOLPaWe bXW XQfRUWXQaWeO\ LW LV TXLWe WKe RSSRVLWe.

AccRUdLQJ WR LLL.RUJ RQO\ 10% Rf WLOdOaQd fLUeV aUe caXVed b\ QaWXUe ZLWK LLJKWQLQJ aQd LaYa
beLQJ WKe PaLQ caXVeV:  LLL.RUJ[15].

2.3 - HRZ WR SUeYeQW ZLOdOaQd FLUeV?

TKe fLUVW SRLQW WR QRWe LQ WKe SUeYeQWLRQ Rf WLOdOaQd fLUeV LV KXPaQV. AV accRUdLQJ WR WKe
aUWLcOe PeQWLRQed abRYe 90% Rf ZLOdOaQd fLUeV LQ WKe US aUe caXVed b\ KXPaQV, LW'V WKe
KXPaQV ZKR Qeed WR be UeVSRQVLbOe. IQ WKLV aUWLcOe b\ accXZeaWKeU LW VWaWeV VRPe JXLdeOLQeV
RQ KRZ WR SUeYeQW WLOdOaQd fLUeV [16].

Ɣ ReSRUW XQaWWeQded fLUeV.
Ɣ E[WLQJXLVK caPS fLUeV.
Ɣ UVe fLUeZRUNV/ S\URWecKQLcV LQ cOeaU aQd RSeQ aUeaV.
Ɣ Pa\ aWWeQWLRQ WR WKe ULVN Rf ZLOdOaQd fLUeV LQ \RXU aUea.
Ɣ DRQ¶W WKURZ OLW cLJaUeWWeV RXW Rf a PRYLQJ caU.

TKeVe aUe VRPe YeU\ VLPSOe JXLdeOLQeV bXW caQ KaYe aQ e[WUePeO\ SRVLWLYe effecW Lf fROORZed
cRUUecWO\.

3. OSeUaWLQJ S\VWeP

FRU WKLV SURMecW I SOaQ RQ deYeORSLQJ P\ aSSOLcaWLRQ RQ AQdURLd, b\ deYeORSLQJ RQ AQdURLd
WKLV ZLOO aOORZ PRUe XVeUV WR acceVV WKe aSSOLcaWLRQ aQd PaNe WKe aSSOLcaWLRQ aYaLOabOe WR a
OaUJe JURXS Rf SeRSOe. AccRUdLQJ WR UeVeaUcK dRQe b\ VWaWV cRXQWeU [29], aV Rf PaUcK 2020
71% Rf WKe PRbLOe RSeUaWLQJ V\VWeP VKaUe PaUNeW LV AQdURLd. TKLV VKRZV WKaW aQdURLd
cRQWUROV WKe PaUNeW LQ cRQWLQeQWV VXcK aV AVLa aQd EXURSe. TKLV VKRZV WKaW b\ deYeORSLQJ
P\ aSSOLcaWLRQ RQ AQdURLd ZLOO aOORZ Pe WR cRYeU WKe YaVW PaMRULW\ Rf WKe PaUNeW.

B\ cKRRVLQJ AQdURLd WKLV aSSOLcaWLRQ ZLOO cRYeU 71% Rf WKe ZRUOd'V PRbLOe PaUNeW, ZKLcK LV a
YeU\ LPSRUWaQW VWaWLVWLc aV LW PeaQV WKaW WKLV aSSOLcaWLRQ ZLOO be aYaLOabOe WR 71% Rf SeRSOe
ZKR RZQ a PRbLOe SKRQe.

BXW WKLV aOVR PeaQV WKaW I aP QRW cRYeULQJ eYeU\ XVeU. TKe RWKeU 28% Rf WKe PaUNeW LV KeOd
b\ ASSOe ZLWK WKeLU IOS RSeUaWLQJ V\VWeP. WKLOe IOS KaV LWV adYaQWaJeV aQd dLVadYaQWaJeV
ZKLcK ZLOO be dLVcXVVed OaWeU, WKe UeaVRQLQJ fRU QRW deYeORSLQJ LQ bRWK AQdURLd aQd IOS
VLPSO\ bRLOed dRZQ WR ZKaW UeVRXUceV ZeUe aYaLOabOe.

IQ WKe fROORZLQJ VecWLRQV WKeUe ZLOO be a PRUe LQ-deSWK e[SOaQaWLRQ abRXW eLWKeU Rf WKe
RSeUaWLQJ V\VWePV aQd aOVR VRPe adYaQWaJeV aQd dLVadYaQWaJeV abRXW deYeORSLQJ ZLWK
eLWKeU aQdURLd RU IOS.
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3.1 - AQdURLd
Android - LV a PRbLOe RSeUaWLQJ V\VWeP WKaW ZaV UeOeaVed LQ 2008 [30]. AQdURLd LV cXUUeQWO\
WKe ZRUOd'V PRVW SRSXOaU PRbLOe RSeUaWLQJ V\VWeP cRPfRUWabO\ aKead Rf ASSOe¶V, LOS.
AQdURLd LV baVed RQ WKe LLQX[ NeUQeO aQd ZaV deYeORSed PaLQO\ b\ WKe OSeQ KaQdVeW
aOOLaQce [31] ZKLcK ZaV VSRQVRUed b\ JRRJOe.

Figure 13 - AQdURLd AUcKLWecWXUe [32].

FLJXUe 13 dLVSOa\V WKe AQdURLd AUcKLWecWXUe LQ a YeU\ KLJK OeYeO YLeZ. AQdURLd LV baVed RQ WKe
LLQX[ NeUQeO aQd WKeQ XVeV WKe RWKeU YaULRXV VecWLRQV WR UXQ ZKaW Ze NQRZ aV aQdURLd.

3.1.1 - DaOYLN aQd ART

A YeU\ LPSRUWaQW VecWLRQ Rf WKLV dLaJUaP abRYe LV ³AQdURLd RXQWLPe´. TKLV VecWLRQ LV ZKeUe
WKe cRPSLOaWLRQ Rf aQdURLd RccXUV. TKeUe aUe 2 PaLQ UXQ WLPe cRPSLOeUV fRU AQdURLd, ART
(AQdURLd RXQ TLPe) aQd DaOYLN.

Dalvik - ZKLcK LV QRZ XQXVed b\ aQdURLd, fRUPeUO\ ZaV WKe PaLQ UXQWLPe SURceVV. DaOYLN
XVeV a JIT (JXVW LQ WLPe) SURceVV ZKLcK PeaQV WKe cRde Qeeded WR UXQ a ceUWaLQ aSSOLcaWLRQ
ZaV RQO\ cRPSLOed ZKeQ Qeeded.

ART - ZKLcK LV QRZ WKe PaLQ UXQWLPe SURceVV XVed b\ aQdURLd. ART XVeV aQ AOT (AKead Of
TLPe) SURceVV ZKLcK PeaQV WKe cRde Qeeded LV cRPSLOed befRUe LW LV Qeeded.

ART LV LQLWLaOO\ a VORZeU SURceVV WKaQ DaOYLN bXW afWeU VRPe WLPe ART VaYeV WKe LQVWUXcWLRQV
Rf KRZ WR cRPSLOe WKe cRde aQd eYeQWXaOO\ LV a TXLcNeU SURceVV. TKLV ZRUNV b\ WKe cRde
beLQJ VaYed LQ WKe cacKe. A KLJK-OeYeO e[aPSOe Rf WKLV LV Lf a XVeU RSeQV aQ aSSOLcaWLRQ fRU
WKe fLUVW WLPe LW ZLOO WaNe ORQJeU, bXW afWeU WKaW LQLWLaO fLUVW WLPe Rf RSeQLQJ WKe aSSOLcaWLRQ, LW ZLOO
RSeQ PXcK TXLcNeU eYeU\ WLPe afWeUZaUdV. DaOYLN RQ WKe RWKeU KaQd dReV QRW VaYe KRZ WR
cRPSLOe WKe cRde aQd WKe VSeed LV WKe VaPe eYeU\ WLPe.

7



ReVeaUcK MaQXaO _ JacN McNaOO\

3.1.2 - AQdURLd PeUPLVVLRQV
Android Permissions - aUe SeUPLVVLRQV WKaW aUe UeTXLUed fRU aQ aSSOLcaWLRQ. TKeVe
SeUPLVVLRQV aUe UeTXeVWed aW WKe fLUVW WLPe Rf XVe fRU aQ aSSOLcaWLRQ aQd caQ be cKaQJed aW
aQ\ WLPe WKURXJK WKe aSS PaQaJePeQW VecWLRQ Rf aQ aQdURLd SKRQe.

MXOWLSOe SeUPLVVLRQV ZLOO be UeTXLUed WR UXQ P\ aSSOLcaWLRQ. TKeVe SeUPLVVLRQV Pa\ LQcOXde
bRWK KaUdZaUe aQd VRfWZaUe SeUPLVVLRQV. HeUe aUe VRPe VRfWZaUe SeUPLVVLRQV WKaW Pa\ be
UeTXLUed fRU P\ aSSOLcaWLRQ [38].

Ɣ ACCESS_NETWORK_STATE = aOORZV WKe aSSOLcaWLRQ WR acceVV LQfRUPaWLRQ abRXW
WKe deYLce¶V QeWZRUN.

Ɣ ACCESS_COARSE_LOCATION = aOORZV WKe aSSOLcaWLRQ WR acceVV WKe deYLce¶V
aSSUR[LPaWe ORcaWLRQ.

Ɣ ACCESS_FINE_LOCATION = aOORZV WKe aSSOLcaWLRQ WR acceVV WKe deYLce¶V SUecLVe
ORcaWLRQ.

Ɣ WRITE_EXTERNAL_STORAGE = aOORZV WKe aSSOLcaWLRQ WR ZULWe WR e[WeUQaO VWRUaJe.
Ɣ CAMERA = aOORZV WKe aSSOLcaWLRQ WR acceVV WKe deYLce¶V caPeUa fXQcWLRQaOLW\.
Ɣ READ_PHONE_STATE = aOORZV WKe aSSOLcaWLRQ WR acceVV WKe deYLce'V VWaWe.

TKeVe SeUPLVVLRQV aUe XVed b\ WKe aSSOLcaWLRQ WR aLd WKe aSSOLcaWLRQ. IW LV aOVR YeU\ LPSRUWaQW
WR VWaWe WKaW WKeVe SeUPLVVLRQV aUe QRW beLQJ XVed WR VaYe WKe XVeUV daWa bXW RQO\ WR acceVV
WKe XVeUV SeUPLVVLRQV ZKeQ WKe XVeU ZLVKeV WR XVe ceUWaLQ feaWXUeV Rf WKe aSSOLcaWLRQ.

3.1.3 - AQdURLd FeaWXUeV
Android Features - aUe feaWXUeV WKaW caQ be XVed b\ WKe aSSOLcaWLRQ WR acceVV VRPe Rf
aQdURLdV Ne\ feaWXUeV. HeUe aUe WKe Ne\ aQdURLd feaWXUeV WKaW P\ aSSOLcaWLRQ Pa\ XVe WR fXOO\
fXQcWLRQ. TKeVe aQdURLd feaWXUeV aUe YeU\ LPSRUWaQW aQd aOORZ P\ aSSOLcaWLRQ WR UXQ
VPRRWKO\.

Ɣ Android.Hardware.Location = WKLV feaWXUe acceVVeV WKe bXLOW-LQ ORcaWLRQ aQdURLd
feaWXUe. FRU WKLV feaWXUe WR ZRUN WKe XVeU PXVW KaYe WKeLU ORcaWLRQ WXUQed RQ. TKe
aSSOLcaWLRQ caQQRW WXUQ WKLV feaWXUe RQ aXWRPaWLcaOO\. TKLV ZRXOd be cRQVLdeUed a
VecXULW\ bUeacK.

Ɣ Android.Hardware.GPS = WKLV feaWXUe XVeV WKe ORcaWLRQ feaWXUe aQd VSecLfLcaOO\
KaUQeVVeV WKe GPS feaWXUe Rf WKe aQdURLd deYLce. TKe GPS feaWXUe aOORZV WKe
aSSOLcaWLRQ WR JeW SUecLVe cRRUdLQaWeV Rf WKe XVeUV ORcaWLRQ aQd WKLV ZRXOd KeOS P\
aSSOLcaWLRQ WR LPSURYe LWV accXUac\.

Ɣ Android.Hardware.Network = WKLV feaWXUe Pa\ be a YeU\ LPSRUWaQW aQd YLWaO feaWXUe
fRU P\ aSSOLcaWLRQ. TKLV feaWXUe aOORZV P\ aSSOLcaWLRQ WR XVe WKe aQdURLdV QeWZRUN.
TKe XVe Rf WKe QeWZRUN aOORZV P\ aSSOLcaWLRQ WR VXcceVVfXOO\ XSdaWe WKe daWabaVe
ZKLcK VXcceVVfXOO\ XSdaWeV WKe PaS RQ ZKLcK WKe fLUeV aUe UeSRUWed RQ. IW LV YeU\
LPSRUWaQW WKaW P\ aSSOLcaWLRQ KaV acceVV WR WKLV feaWXUe aV LW aOORZV P\ aSSOLcaWLRQ WR
cRPe WR OLfe.

TKeVe feaWXUeV OLNe WKe SeUPLVVLRQV aUe XVed WR aLd WKe aSSOLcaWLRQ WR ZRUN WR LWV beVW
deJUee. IW LV YeU\ LPSRUWaQW WKaW Lf WKe XVeU dReV QRW ZaQW WR aOORZ XVe Rf WKeVe feaWXUeV, P\
aSSOLcaWLRQ caQ dR QRWKLQJ abRXW WKaW. TKe XVeU'V VecXULW\ LV YeU\ LPSRUWaQW WR P\ aSSOLcaWLRQ.
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3.2 - IOS
IOS - LV aQ RSeUaWLQJ V\VWeP ZKLcK ASSOe deVLJQed fRU LWV PRbLOe SKRQeV aQd WabOeWV [33].
IOS LV aQ e[cOXVLYe RSeUaWLQJ V\VWeP WR ASSOe SURdXcWV. IOS ZaV UeOeaVed LQ 2007 ZKeQ WKe
RULJLQaO LPKRQe ZaV UeOeaVed aQd LV cXUUeQWO\ RQ LWV 14WK VeUVLRQ aV Rf NRYePbeU 2020. IOS
LV a YeU\ e[cOXVLYe RSeUaWLQJ V\VWeP aV PRVW Rf WKe VRXUce cRde LV NeSW XQdeU ORcN aQd Ne\,
aV LV deYeORSLQJ aSSOLcaWLRQV aV IOS XVeV LWV RZQ OaQJXaJe SZLfW [34]. TKe SURceVV Rf
XSORadLQJ aQ aSSOLcaWLRQ WR WKe ASS VWRUe aOVR WaNeV ORQJeU aV LW QeedV WR be UeYLeZed b\
ASSOe aQd cRQfRUP WR ASSOe WeUPV.

Figure 14 - IOS AUcKLWecWXUe [35].

FLJXUe 14 dLVSOa\V a KLJK-OeYeO YLeZ Rf WKe IOS AUcKLWecWXUe. IOS VLWV RQ WRS Rf WKe cRUe OS
ZKLcK KROdV WKe ORZ-OeYeO feaWXUeV WKaW aOO cRPe WRJeWKeU WR cUeaWe WKe RYeUaOO IOS
aUcKLWecWXUe. TKe RWKeU Oa\eUV WKeQ aOO cRPbLQe WR bULQJ LQ UXQWLPe cRPSLOeUV aQd PedLa WRROV.

3.3 - CRQcOXVLRQ
IQ cRQcOXVLRQ, AQdURLd aQd IOS aUe bRWK YeU\ SRZeUfXO RSeUaWLQJ V\VWePV. FURP WKe
UeVeaUcK I KaYe cRQcOXded WKaW deYeORSLQJ RQ aQdURLd LV a PXcK eaVLeU SURceVV aQd aQdURLd
RffeUV PXcK PRUe LQ WeUPV Rf VXSSRUW aQd cRPPXQLcaWLRQ aV LW LV PRVWO\ RSeQ VRXUce.

Advantages of Android [36]  -
Ɣ OSeQ SRXUce - QR OLceQVLQJ LV Qeeded WR deYeORS aQdURLd aSSOLcaWLRQV.
Ɣ FOe[LbLOLW\ - WKe RSeQ VRXUce QaWXUe aOORZV deYeORSeUV a ORZ baUULeU eQWU\.

Advantages of IOS [36] -
Ɣ PeUfRUPaQce - TKe LOS RSeUaWLQJ V\VWeP LV a YeU\ VWabOe RSeUaWLQJ V\VWeP WKaW LV

cRQVWaQWO\ XSdaWed b\ ASSOe.
Ɣ IQWXLWLYe UI - TKe LOS LQWeUface ZaV deYeORSed b\ SURfeVVLRQaOV aQd SURYLdeV a cOeaQ

OeaUQLQJ UI.
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Disadvantages of Android [36] -
Ɣ TeVWLQJ - BecaXVe Rf WKe YaULRXV aQdURLd YeUVLRQV LW LV YeU\ dLffLcXOW WR WeVW aOO YeUVLRQV

aYaLOabOe.
Ɣ CRVW - TKe WeVWLQJ Rf aQdURLd WeVWLQJ dULYeV XS WKe cRVW aV a ORW Rf WLPe PXVW be VSeQW

dRLQJ TXaOLW\ WeVWV.

Disadvantages of IOS [36] -
Ɣ ASS ReOeaVe - ZKeQ UeOeaVLQJ a SKRQe WR WKe ASSOe ASS VWRUe WKe aSSOLcaWLRQ PXVW

JR WKURXJK a VcUeeQLQJ SURceVV b\ ASSOe befRUe LW eQWeUV WKe PaUNeW.
Ɣ CXVWRPL]aWLRQ - LOS aSSOLcaWLRQV KaYe YeU\ OLPLWed cXVWRPL]abOe feaWXUeV aQd PXVW

fROORZ WKe UXOeV WKaW ASSOe VeW LQ SOace.

4. SLPLOaU ASSOLcaWLRQV

IQ WKLV VecWLRQ I ZLOO dLVcXVV WKe VLPLOaU aSSOLcaWLRQV/ VLPLOaU LdeaV WKaW ULYaO P\ aSSOLcaWLRQ.
TKLV UeVeaUcK LV a YLWaO VecWLRQ aV LW aOORZV Pe WR cRPSaUe ZKaW feaWXUeV P\ aSSOLcaWLRQ KaV
cRPSaUed WR WKe RWKeU aSSOLcaWLRQV aYaLOabOe RQ WKe PaUNeW. FRU eacK aSSOLcaWLRQ OLVWed
beORZ, I ZLOO dLYe LQWR ZKaW eacK aSSOLcaWLRQ KaV aQd ZKaW WKe\ dRQ¶W KaYe, ZKaW¶V WKeLU PaLQ
feaWXUeV aQd fLQaOO\ SURYLde a OLQN WR WKe aSSOLcaWLRQ RQ WKe GRRJOe SOa\ VWRUe.

4.1 - FLUeJXaUd
Fireguard [3] - LV a fUee aSSOLcaWLRQ RQ WKe GRRJOe POa\ VWRUe ZLWK WKe RSWLRQ WR XSJUade WR a
SUePLXP YeUVLRQ, ZKLcK aOORZV WKe XVeU WR XQORcN PRUe aUeaV RQ WKe PaS. TKURXJK P\
e[SeULeQce ZLWK WKLV aSSOLcaWLRQ LW XVeV WKe XVeU'V cXUUeQW ORcaWLRQ aQd WKeQ JLYeV WKe XVeU aQ
RYeUYLeZ Rf WKe fLUeV LQ a ceUWaLQ UadLXV.  FLJXUe[2].

TKe PaLQ feaWXUe Rf WKLV aSSOLcaWLRQ LV WR YLeZ fLUeV. WKeQ WKe XVeU VeWV WKeLU UadLXV WKe\ caQ
Vee aOO fLUeV XS WR WKaW UadLXV. TKe WKUee dRWV LQ WKe WRS ULJKW cRUQeU Rf WKe aSSOLcaWLRQ aOORZ
WKe XVeU WR JR WR WKe VeWWLQJV SaJe RU WKe abRXW SaJe.
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Figure 2 - FLUeJXaUd KRPe SaJe [18] .

The radius is adjustable b\ pressing on the map itself and then clicking the edit icon. The

default radius is 170km. You also haYe the abilit\ to YieZ the map and click on the locations.

When \ou click on the locations \ou receiYe some information about the Ćres but in Yer\ high

leYel terms. Figure[2].
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Figure 3 - FLUeJXaUd YLeZ fLUe SaJe [19].

4.2 - FLUePaS

Firemap [4] - LV aOVR a fUee WR XVe aSSOLcaWLRQ aYaLOabOe RQ WKe GRRJOe POa\ VWRUe. TKLV
aSSOLcaWLRQ XVeV NASA, GeaMaSV WR SURYLde a PaS fRU WKe XVeUV Rf WKe aSSOLcaWLRQ. TKe
PaLQ feaWXUe Rf WKLV aSSOLcaWLRQ aOORZV WKe XVeUV WR Vee aOO Rf WKe fLUeV RQ WKe PaS, WKe
aSSOLcaWLRQ aOVR aOORZV WKe XVeU WR VeaUcK aQd SLQ WKeLU e[acW ORcaWLRQ. FLJXUe [3].

Figure 4 - FLUePaS KRPeSaJe [20].
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TKLV aSSOLcaWLRQ XQOLNe WKe SUeYLRXV aSSOLcaWLRQ aOORZV WKe XVeUV WR add a fLUe ORcaWLRQ bXW
ZKLOe XVLQJ WKLV aSSOLcaWLRQ I ZaV QRW abOe WR acKLeYe WKLV aV WKe XVeU LQWeUface ZaV WULcNe\ WR
XQdeUVWaQd aQd dLffLcXOW WR QaYLJaWe WKURXJK. FLJXUe[4].

Figure 5 - FLUePaS fLUe ORcaWRU [21].

LaVWO\, ZKLOe XVLQJ WKLV aSSOLcaWLRQ I UeaOL]ed WKaW WKLV aSSOLcaWLRQ ZaV SaUWO\ LQ SSaQLVK. TKLV
ZaV QeYeU VSecLfLed ZKLOe dRZQORadLQJ aQd aOVR WKeUe LV QR RSWLRQ WR cKaQJe OaQJXaJe. AQ
e[aPSOe Rf WKLV caQ be VeeQ LQ WKe VeaUcK baU Rf FLJXUe 4.

4.3 - AcWLYe WLOdfLUe MaS
Active Wildfire Map [5] - LV a fUee aSSOLcaWLRQ RQ WKe JRRJOe SOa\ VWRUe b\ SeYeUe WX WaUQ.
TKLV aSSOLcaWLRQ aOORZV WKe XVeU WR YLeZ acWLYe ZLOdfLUeV LQ WKe UQLWed SWaWeV Rf APeULca. TKe
PaS RQ WKLV aSSOLcaWLRQ LV SRZeUed b\ µESRI¶. IW SURYLdeV a cOeaQ PaS WR WKe XVeU ZLWK JRRd
cRORU cRdLQJ aV WKLV PaNeV WKe PaS eaVLeU WR YLeZ. FLJXUe [6].

TKLV aSSOLcaWLRQ aOVR aOORZV WKe XVeUV WR SUeVV RQ a fLUe aQd YLeZ LQfRUPaWLRQ UeOaWed WR WKaW
fLUe. TKe LQfRUPaWLRQ aYaLOabOe LV :

Ɣ T\Se Rf FLUe.
Ɣ DLVcRYeU\ daWe.
Ɣ AcUeV BXUQed.
Ɣ PeUceQW CRQWaLQed.
Ɣ LaVW USdaWe.

TKLV LQfRUPaWLRQ JLYeV WKe XVeU Rf WKe aSSOLcaWLRQ a YeU\ JRRd XQdeUVWaQdLQJ Rf WKe fLUe.
FLJXUe[7].
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Figure 6 - AcWLYe WLOdfLUe PaS KRPe SaJe [22].

Figure 7 - AcWLYe WLOdfLUe PaS YLeZ fLUe SaJe [23].

4.4 - CRQcOXVLRQ
IQ cRQcOXVLRQ RXW Rf WKe PXOWLSOe aSSOLcaWLRQV WKaW I KaYe UeVeaUcKed, LQ P\ SeUVRQaO RSLQLRQ
P\ aSSOLcaWLRQ RffeUV PRUe WKaQ WKeVe VROXWLRQV. I beOLeYe WKaW WKe beVW VROXWLRQ RXW Rf WKe
VROXWLRQV I UeVeaUcKed LV WKe ³AcWLYe FLUe MaS´ LQ WeUPV Rf LWV VLPSOLcLW\ aQd deVLJQ, bXW I feeO
OLNe WKaW LV PLVVLQJ a Ne\ feaWXUe Rf beLQJ abOe WR UeSRUW a fLUe.
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IQ WeUPV Rf DeVLJQ, ³AcWLYe FLUe MaS´ RffeUV WKe cOeaQeVW aQd PRVW SROLVKed GUI(GUaSKLc
UVeU IQWeUface). TKe LQfRUPaWLRQ WKaW LV dLVSOa\ed LV adeTXaWe aQd XQdeUVWaQdabOe fRU WKe
JeQeUaO SXbOLc.

IQ WeUPV Rf fXQcWLRQaOLW\, ³FLUePaS´ RffeUV WKe UeSRUW fLUeV feaWXUe, bXW WKe Za\ LQ ZKLcK WKe\
LPSOePeQWed WKLV feaWXUe LV fOaZed aQd YeU\ KaUd WR XQdeUVWaQd. I beOLeYe WKaW Lf WKLV feaWXUe
LV LPSOePeQWed cRUUecWO\ LW ZLOO aOORZ XVeUV WR WaNe acWLRQ aQd aOeUW SeRSOe LPPedLaWeO\.

5. PURMecW SLJQLfLcaQce

TKe Qeed fRU WKLV aSSOLcaWLRQ LV XUJeQW aV WKe aPRXQW Rf XQUeSRUWed ZLOdOaQd aQd bXVK fLUeV LV
RXW Rf KaQd. DXe WR WKe OacN Rf UeVRXUceV WKe cOLPaWe LV beLQJ dLPLQLVKed, SeRSOe aUe ORVLQJ
WKeLU KRPeV, cLWLeV/ WRZQV aUe beLQJ eYacXaWed aQd WKe PRVW LPSRUWaQW UeaVRQ LV WKaW SeRSOe
aUe ORVLQJ WKeLU OLYeV.

M\ VROXWLRQ RffeUV WKe fL[ WR a ORW Rf WKeVe SURbOePV. B\ JLYLQJ SeRSOe WKe abLOLW\ WR UeSRUW a
fLUe LQ a VPaOO aPRXQW Rf cOLcNV LV LPSRUWaQW. TKLV aSSOLcaWLRQ ZLOO JLYe SeRSOe QR e[cXVe QRW WR
UeSRUW a fLUe becaXVe LW ZLOO be VR VLPSOe. TKe abLOLW\ Rf UeSRUWLQJ a fLUe ZLOO aOORZ SeRSOe WR be
SURacWLYe aQd QRW UeacWLYe. TKLV aSSOLcaWLRQ LV WaUJeWed WRZaUdV WKRVe ZKR OLYe LQ UePRWe
aUeaV aV ZeOO aV WKRVe ZKR KaYe aQ LQWeUeVW LQ NeeSLQJ WKe SOaQeW Vafe. TKLV aSSOLcaWLRQ LVQ¶W
abRXW ZaVWLQJ \RXU YaOXabOe WLPe bXW abRXW JaLQLQJ PRUe. TKLV aSS LV QRW deVLJQed WR cUeaWe
aQ addLcWLRQ bXW WR aOORZ \RX WR TXLcNO\ SOa\ \RXU SaUW Lf a fLUe bUeaNV RXW.

M\ ASSOLcaWLRQ ZLOO SURYLde a XQLTXe VROXWLRQ WKaW LV QRW \eW aYaLOabOe RQ WKe PaUNeW. TKe
aSSOLcaWLRQ I SOaQ WR bXLOd ZLOO cRYeU aOO Rf WKe aUeaV WKaW WKe VLPLOaU VROXWLRQV PLVVed RU faLOed
WR UecRJQLVe. M\ aSSOLcaWLRQ ZLOO SURYLde a cOeaQ VeOf OeaUQLQJ LQWeUface WKaW ZLOO aWWUacW WKe
XVeUV aQd QRW VcaUe WKeP aZa\. TKLV ZLOO be a YeU\ VLJQLfLcaQW feaWXUe WR ZRUN RQ aV cUeaWLQJ
aQ aSSOLcaWLRQ LV RQe WKLQJ bXW PaNLQJ WKe XVeUV XVe WKe aSSOLcaWLRQ LV aQRWKeU.
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6. TecKQRORJLeV & SRfWZaUe ReVeaUcK

6.1 - FURQW eQd TecKQRORJLeV

6.1.1 - XaPaULQ fRUPV

Xamarin Forms - LV aQ RSeQ VRXUce cURVV SOaWfRUP WRRO bXLOW b\ MLcURVRfW. IW aOORZV
deYeORSeUV WR bXLOd IOS, AQdURLd aQd WLQdRZV aSSOLcaWLRQV RQ WKe VaPe cRde baVe.
XaPaULQ XVeV WKe PaUNXS OaQJXaJe µXaPO¶ RQ WKe fURQW eQd aV ZeOO aV C# OQ WKe bacNeQd,
WKeVe WZR cRPbLQed aOORZ WKe deYeORSeUV WR bXLOd aSSOLcaWLRQV YeU\ eaVLO\.

Figure 1 - XaPaULQ FRUPV AUcKLWecWXUe [17].

AV VeeQ LQ FLJXUe[1], LV aQ RYeUYLeZ Rf WKe aUcKLWecWXUe WKaW [aPaULQ XVeV, LW aOORZV WKe
deYeORSeUV WR bXLOd RQ WKUee dLffeUeQW SOaWfRUPV IOS, AQdURLd aQd WLQdRZV ZLWK WKe VaPe
VKaUed cRde baVe.

NuGet Packages

NXGeW SacNaJeV LV a SacNaJe PaQaJeU WKaW deOLYeUV cRPSLOed VRXUce cRdeV [39]. TKe XVe Rf
NXGeW SacNaJeV aUe e[WUePeO\ XVefXO aV WKe\ JLYe WKe deYeORSeU WKe RSSRUWXQLW\ WR XVe
SacNaJeV WKaW KaYe beeQ SURfeVVLRQaOO\ deYeORSed b\ RWKeU deYeORSeUV LQ WKeLU cRde.

NXGeW SacNaJeV eQcRXUaJe WKe deYeORSeU WR XVe PRUe UeXVabOe cRde. SRPe Rf WKe NXGeW
SacNaJeV WKaW aUe e[WUePeO\ XVefXO aQd I SOaQ WR XVe LQ WKLV aSSOLcaWLRQ LQcOXde;

Ɣ Newtonsoft.json = cRQYeUWV .NET WR JSON [40].

Ɣ Xamarin.Forms.GoogleMaps = aOORZV LPSOePeQWaWLRQ Rf GRRJOe MaSV LQ a XaPaULQ

ASSOLcaWLRQ [41].

Ɣ Xam.Media.Plugin = aOORZV XaPaULQ WR eaVLO\ acceVV WKe deYLce'V PedLa

fXQcWLRQaOLW\ [42].
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Xamarin Advantages -

Ɣ OQe cRde baVe fRU aOO IOS, AQdURLd aQd WLQdRZV.
Ɣ MXOWLSOe dLffeUeQW API¶V aQd La\RXWV aYaLOabOe.
Ɣ A ORW Rf ReVRXUceV aYaLOabOe fRU deYeORSeUV.
Ɣ EaV\ WR XVe QXJeW SacNaJeV aOORZ fRU TXLcN LQWeJUaWLRQ Rf API¶V.

Xamarin Disadvantages -
Ɣ HLJK cRVWV fRU SURfeVVLRQaO XVaJe.
Ɣ SWULcWO\ aSS deYeORSPeQW, QRW fRU JaPeV deYeORSPeQW.
Ɣ UVeU LQWeUface deYeORSPeQW caQ be VORZ.
Ɣ CaQ be dLffLcXOW WR OeaUQ aW fLUVW.

6.1.2 - KLY\

Kivy - LV aQ RSeQ VRXUce cURVV SOaWfRUP deYeORSPeQW WRRO bXLOW RQ S\WKRQ. KLY\ PaNeV XVe Rf
LQQRYaWLYe XVeU LQWeUfaceV VXcK aV PXOWL WRXcK aSSV. [1] TKLV PaNeV deYeORSPeQW RQ IOS aQd
AQdURLd eaVLeU aV LW XVeV WKe VaPe cRde baVe.

HeUe aUe VRPe adYaQWaJeV aQd dLVadYaQWaJeV RQ ZK\ aQd ZK\ QRW WR XVe NLY\ [2]:

Advantages -
Ɣ UVeV P\WKRQ ZKLcK LV e[WUePeO\ SRZeUfXO.
Ɣ UVeV a VKaUed cRde baVe.
Ɣ CRQWaLQV ZLdJeWV ZLWK PXOWL-WRXcK VXSSRUW.

Disadvantages -
Ɣ LacN Rf dRcXPeQWaWLRQ.
Ɣ SPaOO cRPPXQLW\.
Ɣ UVeU LQWeUface LV cRQfXVLQJ.

6.1.3 - IRQLc

Ionic - LV OLNe aOO WKe RWKeU UeVeaUcKed WecKQRORJLeV, RSeQ VRXUce. IW aOVR XVeV a VKaUed cRde
baVe WR aOORZ deYeORSPeQW RQ PXOWLSOe SOaWfRUPV cRQcXUUeQWO\. IRQLc RffeUV a OLbUaU\ Rf
RSWLPL]ed UI cRPSRQeQWV, JeVWXUeV WRROV fRU bXLOdLQJ faVW aQd KLJKO\ LQWeUacWLYe aSSOLcaWLRQV
[3]. IRQLc XVeV HTML, CSS aQd JaYaScULSW WR bXLOd aSSOLcaWLRQV bXW caQ aOVR be XVed ZLWK
QeZ PRdeUQ WecKQRORJLeV VXcK aV ReacW JS aQd VXe JS.

BeORZ LV a deWaLOed YLeZ Rf KRZ LRQLc LV VWUXcWXUed [FLJXUe 8].
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Figure 8 - IRQLc SWUXcWXUe [24].

HeUe aUe VRPe adYaQWaJeV aQd dLVadYaQWaJeV RQ ZK\ aQd ZK\ QRW WR XVe IRQLc [4]:

Advantages -
Ɣ QXLcN DeYeORSPeQW WLPeV.
Ɣ LLWWOe NQRZOedJe UeTXLUed WR VWaUW deYeORSLQJ.
Ɣ LRWV Rf SOXJLQV.

Disadvantages -
Ɣ SRPe SOXJLQV aUe QRW VWabOe aQd Pa\ cRQfOLcW.
Ɣ DebXJJLQJ LV XQcOeaU aV eUURU PeVVaJeV aUe XQcOeaU.

6.1.4 - CRQcOXVLRQ

IQ cRQcOXVLRQ ZLWK P\ OLWWOe e[SeULeQce ZLWK WKe WKUee Rf WKeVe fUaPeZRUNV, I KaYe cRPe WR
WKe cRQcOXVLRQ WKaW I aP JRLQJ WR deYeORS P\ SURMecW XVLQJ XaPaULQ fRUPV. I KaYe cRPe WR
WKLV decLVLRQ becaXVe Rf WKe fROORZLQJ UeaVRQV.

Ɣ Resources - becaXVe Rf WKe OLPLWed WLPefUaPe LQ ZKLcK Ze KaYe WR XQdeUWaNe WKLV
SURMecW, I beOLeYe WKaW WKe PaLQ WRRO I ZLVK WR XVe VKRXOd KaYe a ORW Rf aYaLOabOe
UeVRXUceV VXcK aV FRUXPV, WebSaJeV aQd PXcK PRUe. I WKLQN I ZLOO beQefLW fURP WKLV
LPPeQVeO\ aV ZKeQ I'P facLQJ LVVXeV ZKLOe cRdLQJ I caQ VLPSO\ ORRN LW XS UaWKeU WKaQ
ZaVWLQJ WLPe WU\LQJ WR fLQd P\ LVVXe.

Ɣ Accessibility - WKLOe UeVeaUcKLQJ WKeVe WRROV I fRXQd RXW WKaW XaPaULQ fRUPV LV WKe
RQO\ fUaPeZRUN WRRO RXW Rf WKe WRROV I UeVeaUcKed WKaW UXQV RQ VLVXaO VWXdLR, aV IRQLc
UXQV beVW RQ VLVXaO VWXdLR cRde aQd KLY\ UXQV RQ S\WKRQ ZKLcK UeTXLUed a OLQX[
PacKLQe.
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Ɣ Features - ZKeQ UeVeaUcKLQJ XaPaULQ I dLVcRYeUed WKaW LW KaV PXOWLSOe Oa\RXWV aQd
eaV\ acceVV WR API¶V. TKLV ZLOO cRPe LQ YeU\ KaQd\ aQd I ZLVK WR XVe dLffeUeQW API¶V
aQd Oa\RXWV WR deYeORS P\ aSSOLcaWLRQ.

6.2 - BacN-eQd TecKQRORJLeV

6.2.1 - FLUebaVe DaWabaVe

Firebase - LV a bacN-eQd UeaOWLPe cORXd daWabaVe deYeORSed b\ GRRJOe. TKe QRSQL
daWabaVe aOORZV deYeORSeUV WR VWRUe aQd V\Qc daWa TXLcNO\ aQd VecXUeO\[5]. TKe daWa LV
VWRUed XVLQJ WKe OaQJXaJe JSON, WKLV daWa caQ WKeQ be YLeZed XVLQJ WKeLU ZebVLWe. FLJXUe
[9].

SRPe adYaQWaJeV aQd dLVadYaQWaJeV Rf WKe FLUebaVe daWabaVe WRRO [6]:
Advantages -

Ɣ EaV\ IQWeJUaWLRQ Rf WKe daWabaVe.
Ɣ FLUebaVe accRXQWV aUe fUee WR XVe aQd WKe\ RffeU 1GB Rf VWRUed daWa WR XVeUV.
Ɣ FLUebaVe KaV a OaUJe cRPPXQLW\.

Disadvantages -
Ɣ YRX caQW TXeU\ WKe daWabaVe, VR \RX PXVW PaQXaOO\ VeaUcK fRU WKe daWa.
Ɣ DaWa LV VWRUed LQ a dLffeUeQW fRUPaW WR RWKeU daWabaVeV VXcK aV SQL RU AWS.

Figure 9 - FLUebaVe VWRULQJ VWUXcWXUe [25].

Firebase Auth - FLUebaVe aOVR RffeUV aQ aXWKeQWLcaWLRQ VeUYLce. TKLV ZLOO be e[WUePeO\ XVefXO
aV P\ aSSOLcaWLRQ ZLOO be abOe WR OLQN WR WKLV VeUYLce WR UeJLVWeU XVeUV fRU P\ aSSOLcaWLRQ. B\
XVLQJ WKe fLUebaVe aXWKeQWLcaWLRQ VeUYLce, WKe aSSOLcaWLRQ ZLOO KaYe WKe XVe Rf a YeU\ VecXUe
aXWKeQWLcaWLRQ VeUYLce. TKaW ORRNV afWeU WKe SaVVZRUd VWRUaJe aQd KaVKLQJ. AOVR WKe
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aSSOLcaWLRQ ZLOO KaYe a SURYeQ aXWKeQWLcaWLRQ V\VWeP WKaW KaV beeQ WULed aQd WeVWed b\
PXOWLSOe XVeUV. TKLV ZLOO eQVXUe WKaW aOO Rf WKe PaMRU bXJV KaYe aOUead\ beeQ fL[ed.

Firebase Storage - WKLV LV \eW aQRWKeU VeUYLce WKaW fLUebaVe RffeUV. TKLV VeUYLce aOORZV WKe
aSSOLcaWLRQ WR VWRUe PedLa fLOeV VXcK aV PXVLc fLOeV RU LPaJeV. TKLV feaWXUe ZLOO aOORZ WKLV
aSSOLcaWLRQ WR eaVLO\ OLQN XVeUV WR WKeLU XSORadV LQ WKe VKaSe Rf aQ LPaJe.

2.2 - SQLLWe

SQLite - LV a UeOaWLRQaO daWabaVe PaQaJePeQW V\VWeP(RDBMS) LQ WKe C- OLbUaU\ WKaW
LPSOePeQWV a faVW, VPaOO aQd KLJKO\ UeOLabOe SQL daWabaVe eQJLQe [7]. SQLLWe LV LQWeJUaWed
ZLWK WKe aSSOLcaWLRQ WKaW acceVVeV WKe daWabaVe. TKLV PeaQV WKaW SQLLWe LV VeUYeUOeVV aQd LV
VeOf-cRQWaLQed. TKLV PeaQV WKaW LW KaV ]eUR cRQfLJXUaWLRQ aQd caQ be VeW XS YeU\ TXLcNO\
FLJXUe [10].

Figure 10 - SQLLWe AUcKLWecWXUe [SA20].

HeUe aUe VRPe adYaQWaJeV aQd dLVadYaQWaJeV RQ ZK\ aQd ZK\ QRW WR XVe SQLLWe [8] :

Advantages -
Ɣ SQLLWe LV YeU\ OLJKWZeLJKW, becaXVe LW VWRUeV WKe daWa RQ WKe deYLce.
Ɣ NR LQVWaOOaWLRQ Qeeded.
Ɣ SQLLWe LV UeOLabOe aQd LV UaUeO\ dRZQ fRU PaLQWeQaQce.

Disadvantages -
Ɣ DaWabaVe VL]e LV UeVWULcWed WR 2GB..
Ɣ UQabOe WR TXeU\ WKe daWa LQ WKe VWRUed daWabaVe fLOe.

6.2.3 - APa]RQ AWS

Amazon AWS - RffeU a ZLde UaQJe Rf dLffeUeQW VWRUaJe PecKaQLVPV. APa]RQ AXURUa LV a
KLJK SeUfRUPaQce UeOaWLRQaO daWabaVe ZKLOe WKe\ aOVR RffeU VeUYeUOeVV RSWLRQV LQ WKe fRUP Rf

20



ReVeaUcK MaQXaO _ JacN McNaOO\

APa]RQ D\QaPRDB. APa]RQ D\QaPRDB LV a QRSQL daWabaVe VLPLOaU WR FLUebaVe bXW
cRPeV aW a cRVW [9]. APa]RQ AXURUa aQd D\QaPRDB ZRXOd be JUeaW RSWLRQV fRU a SURMecW RQ
a PXcK bLJJeU VcaOe aQd aOVR WKe SULce Rf WKeVe VeUYLceV cRVW a ORW Rf PRQe\.

HeUe aUe VRPe adYaQWaJeV aQd dLVadYaQWaJe Rf APa]RQ AXURUa aQd D\QaPRDB [10][11]:

Advantages of Aurora & DynamoDB -
Ɣ EaV\ bacNXSV.

Ɣ HLJK VSeedV.

Disadvantages of Aurora & DynamoDB -
Ɣ DLffLcXOW WR JeW XS aQd JRLQJ Pa\ UeTXLUe WUaLQLQJ.

Ɣ CRVW.

6.2.4 - CRQcOXVLRQ
IQ cRQcOXVLRQ ZLWK aOO Rf WKe RSWLRQV aYaLOabOe I KaYe decLded WKaW I ZLOO XVe FLUebaVe b\
GRRJOe. I KaYe Pade WKLV decLVLRQ becaXVe Rf a QXPbeU Rf facWRUV:

Ɣ Cost - WKe PaMRU facWRU ZKLcK LW KaV cRPe dRZQ WR LV cRVW. FLUebaVe RffeUV a fUee
accRXQW ZLWK QR VXbVcULSWLRQV RU KLddeQ add-RQV aQd \RX caQ Sa\ aV \RX JR XQOLNe
aPa]RQ ZKLcK UeTXLUeV cUedLW caUd LQfRUPaWLRQ aQd caQ cKaUJe \RX Lf \RX JR RYeU WKe
OLPLW.

Ɣ Resources - LV a PaVVLYe decLdLQJ facWRU, RYeUaOO fLUebaVe LV WKe eaVLeU WRRO WR XVe
bXW aOVR RffeUV a ORW Rf UeVRXUceV LQ WeUPV Rf fRUXPV aQd cRPPXQLW\ WXWRULaOV. WKLOe
WKe aPa]RQ VeUYLceV aUe PRUe SRZeUfXO WKe\ aOVR VRPeWLPeV UeTXLUe dedLcaWed
cRXUVeV WR OeaUQ WKeLU fXOO fXQcWLRQaOLW\.

Ɣ Data - WKe daWa LQ FLUebaVe Pa\ QRW be TXeU\abOe bXW LW LV LQ a VLPSOe fRUP.
MeaQZKLOe WKe daWa fRU SQLLWe LV QRW XVabOe RQO\ ZLWK JUeaW KaVVOe aQd ZLWK aPa]RQ'V
SULcLQJ facWRULQJ WKeP RXW, FLUebaVe LV WKe RSWLRQ I ZLOO be JRLQJ ZLWK.

6.3 - MaS API¶V

6.3.1 - GRRJOe MaSV API

Google Maps API - LV aQ LQWeUacWLYe PaS VXSSOLed b\ GRRJOe. GRRJOe PaSV LQcOXdeV PaQ\
feaWXUeV VXcK aV VWUeeW YLeZ, WeUUaLQ YLeZ aQd VaWeOOLWe YLeZ. GRRJOe PaSV caQ be acceVVed
XVLQJ aQ API Ne\ bXW dReV cRPe ZLWK a cRVW. TKe fLUVW $200 ZRUWK Rf caOOV aUe fUee aQd WKeQ
\RX Sa\ aV \RX JR. GRRJOe PaSV LV a JRRd RSWLRQ aV LW LV WULed aQd WeVWed b\ GRRJOe, bXW WKe
SULce facWRU LV a decLdLQJ facWRU.
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Figure 10 - GRRJOe MaSV API [26]

AcTXLULQJ WKe GRRJOe MaSV API LQYROYeV WKe fROORZLQJ VWeSV

1. GRLQJ WR KWWSV://cRQVROe.cORXd.JRRJOe.cRP/ aQd cUeaWLQJ a fUee accRXQW
2. CKRRVLQJ WKe API Rf \RXU OLNLQJ. E.J. MaSV API.
3. AcWLYaWLQJ WKe API b\ addLQJ a bLOOLQJ accRXQW.

OQce WKe accRXQW LV acWLYaWed WKe XVeU LV JLYeQ $250 ZRUWK Rf API UeTXeVWV aQd WKeQ afWeU
WKe $250 ZRUWK Rf UeTXeVWV LV XVed, WKe bLOOLQJ accRXQW ZLOO be bLOOed PRQWKO\. TKe PRQWKO\ bLOO
ZLOO be baVed RQ WKe accRXQWV VSeQdLQJ ZLWK QR VeW fee [37].

TKe GRRJOe MaSV API LV a YeU\ JRRd RSWLRQ aV LW e[WeQdV LWV fXQcWLRQaOLW\ b\ RffeULQJ PXOWLSOe
API¶V XQdeU WKe RQce SOaQ. TKeVe API¶V, DLUecWLRQV API, POaceV API aQd PaQ\ PRUe. TKLV
Pa\ be aQ LQcUedLbO\ JRRd feaWXUe aV VRPe Rf WKeVe API¶V Pa\ be XVed LQ fXWXUe YeUVLRQV Rf
WKe aSSOLcaWLRQ aQd KaYLQJ WKe cRQQecWLRQ eVWabOLVKed aQd accRXQWV VeWXS Pa\ eQcRXUaJe
XVaJe LQ WKe fXWXUe.

6.3.2 - ESRI API

ESRI API - LV aQ LQWeUQaWLRQaO VXSSOLeU Rf JeRJUaSKLcaO LQfRUPaWLRQ V\VWeP VRfWZaUe [27].
ESRI RffeUV PaQ\ SURMecWV VXcK aV 3D & 2D YLVXaOLVaWLRQ WRROV, JeRcRdLQJ WRROV aQd aOVR
PaSSLQJ WRROV. TKe WRRO ZKLcK I aP LQWeUeVWed LQ LV XQdeU WKe PaSSLQJ WRROV aQd LV caOOed
µAUcGIS¶. AUcGIS RffeUV a ORW Rf dLffeUeQW VeUYLceV VXcK aV PaSV, daWa WRROV aQd OLYe
LQfRUPaWLRQ.
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Figure 11 - ESRI MaSV [27].

6.3.3 - MaSbR[
Mapbox - LV a fUee RSeQ VRXUce PaSSLQJ SOaWfRUP fRU cXVWRP deVLJQed PaSV [12]. MaSbR[
LV a YeU\ aSSeaOLQJ VRfWZaUe ZLWK LWV QLce cOeaQ XVeU LQWeUface aV ZeOO aV LWV SULce. TKe SULce
Rf PaSbR[ LV YeU\ aSSeaOLQJ aV LW RffeUV a fUee PaS WR PRbLOe aSSOLcaWLRQV ZLWK XS WR a
Pa[LPXP Rf 25,000 XVeUV, aOVR LWV fUee Zeb aSSOLcaWLRQV ZLWK 50,000 XVeUV. MaSbR[ LV a
YeU\ JRRd RSWLRQ cRQVLdeULQJ P\ ORZ bXdJeW fRU WKLV SURMecW aQd I¶P ORRNLQJ WR VaYe PRQe\ aW
eYeU\ RSSRUWXQLW\ I JeW.

How Mapbox works - LW aOORZV \RX WR cUeaWe aQ aSSOLcaWLRQ aQd WKeQ aOVR WR VW\Oe \RXU PaS
dRZQ WR WKe VPaOOeVW deWaLOV. TKLV cRXOd be a XVefXO feaWXUe fRU P\ SURMecW aV LW cRXOd aOORZ
Pe WR e[WeQd P\ fXQcWLRQaOLW\ LQ WKe fXWXUe [13 ].

Figure 12 - MaSbR[ MaS [28].

6.3.3 - CRQcOXVLRQ
IQ cRQcOXVLRQ WKe API WKaW I KaYe cKRVeQ WR JR ZLWK LV WKe GRRJOe MaSV API, aOWKRXJK WKLV
API dReV cRPe aW a SULce I beOLeYe Sa\LQJ fRU WKLV SURdXcW ZLOO JUeaWO\ beQefLW WKe WLOdfLUe
aSSOLcaWLRQ.
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TKe GRRJOe MaS API LV WKe API WKaW I beOLeYe fXOfLOOV WKe feaWXUeV Rf WKLV aSSOLcaWLRQ. TKe
cOeaQ XVeU LQWeUface WKaW LV ORYed b\ WKe ZRUOd aQd XVed b\ WKe ZRUOd LV cOeaQ aQd YeU\ XS WR
daWe WKLV LV LPSRUWaQW aV I dRQ'W ZaQW SeRSOe WR KaYe WR OeaUQ KRZ WR XVe WKLV aSSOLcaWLRQ. I
ZaQW WKeP WR feeO WKaW WKe\ aOUead\ NQRZ KRZ WR XVe LW.

AQRWKeU addLWLRQaO UeaVRQ fRU cKRRVLQJ WKe GRRJOe MaSV API LV WKe RQOLQe UeVRXUceV. GRRJOe
MaSV API KaV PXOWLSOe fRUXPV aQd cRPPXQLWLeV dedLcaWed WR WKe API. TKLV KaV beeQ a
decLdLQJ facWRU fRU PaQ\ Rf WKe WRROV aQd WecKQRORJLeV Rf WKLV aSSOLcaWLRQ, AV I aP JRLQJ LQWR
WKLV SURMecW QRW e[SeULeQced LQ WKeVe fLeOdV I feeO WKaW WKe PRUe KeOS WKe beWWeU aQd RQOLQe
UeVRXUceV aUe WKe beVW LQ PRUe LQVWaQceV.

7. DecOaUaWLRQ

Ɣ I decOaUe WKaW aOO PaWeULaO LQ WKLV VXbPLVVLRQ e.J. WKeVLV/eVVa\/SURMecW/aVVLJQPeQW LV
eQWLUeO\ P\ RZQ ZRUN e[ceSW ZKeUe dXO\ acNQRZOedJed.
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ZKLcK LQWeOOecWXaO SURSeUW\ ULJKWV Pa\ UeVLde.
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SUeSaUaWLRQ Rf WKLV VXbPLVVLRQ.
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