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Introduction
The purpose of this document is to provide an appendix of the full Vulnerability Management
application.
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Database Configuration SQL Statements

Dbo.Asset

CREATE TABLE [dbo].[Asset] (
[AssetID] INT IDENTITY (1, 1) NOT NULL,
[AssetName] VARCHAR (50) NOT NULL,
[DeviceCategory] VARCHAR (50) NOT NULL,
[Hardware] VARCHAR (50) NOT NULL,
[OperatingSystem] VARCHAR (50) NOT NULL,
[MacAddress] VARCHAR (50) NOT NULL,
[IPv4Address] VARCHAR (50) NOT NULL,
[IPv6Address] VARCHAR (50) NOT NULL,
[OfficeLocation] VARCHAR (50) NOT NULL,
[BusinessUnit] VARCHAR (50) NOT NULL,
[DataClassification] VARCHAR (50) NOT NULL,
[Risk] VARCHAR (50) NOT NULL,
[OwnerName] VARCHAR (50) NOT NULL,
[TechnicalSupportContact] VARCHAR (50) NOT NULL,
[DateCreated] DATE NOT NULL

)5

Dbo.Assignment
CREATE TABLE [dbo].[Assignment] (

)5

[VulnerabilityID] INT IDENTITY (1, 1) NOT NULL,
[UserID] VARCHAR (5@) NOT NULL,

[AssignmentID]  VARCHAR (58) NOT NULL,

PRIMARY KEY CLUSTERED ([VulnerabilityID] ASC)

Dbo.Contact
CREATE TABLE [dbo].[Contact] (

)5

[ContactID] INT IDENTITY (1, 1) NOT NULL,
[Name] TEXT NOT NULL,
[Email] VARCHAR (5@) NOT NULL,
[Telephone] INT NOT NULL,

PRIMARY KEY CLUSTERED ([ContactID] ASC)

Dbo.Credentials
CREATE TABLE [dbo].[Credentials] (

)5

[CredentialID] INT IDENTITY (1, 1) NOT NULL,
[TestID] VARCHAR (50) NOT NULL,
[Username] VARCHAR (50) NOT NULL,
[Password] VARCHAR (50) NOT NULL,

[FunctionLevel] VARCHAR (50) NOT NULL,
PRIMARY KEY CLUSTERED ([CredentialID] ASC)

Dbo.Function
CREATE TABLE [dbo].[Function] (

)5

[FunctionID] INT IDENTITY (1, 1) NOT NULL,
[Tester] VARCHAR (50) NOT NULL,

[Developer] VARCHAR (50) NOT NULL,

[Admin] VARCHAR (50) NOT NULL,

PRIMARY KEY CLUSTERED ([FunctionID] ASC)
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Dbo.MitreTactic
CREATE TABLE [dbo].[MitreTactic] (

[TacticID] INT IDENTITY (1, 1) NOT NULL,
[TacticTag]  VARCHAR (5@) NOT NULL,
[Tactic] VARCHAR (50) NOT NULL,

[Description] VARCHAR (MAX) NOT NULL,
CONSTRAINT [PK_MitreTactic] PRIMARY KEY CLUSTERED ([TacticID] ASC)

)
Dbo.MitreTechnique
CREATE TABLE [dbo].[MitreTechnique] (

[TechniqueID] INT IDENTITY (1, 1) NOT NULL,
[TacticID] INT NOT NULL,
[Tactic] VARCHAR (5@) NOT NULL,

[Technique]  VARCHAR (50) NOT NULL,
CONSTRAINT [PK_MitreTechnique] PRIMARY KEY CLUSTERED ([TechniqueID] ASC)

)5

Dbo.Password
CREATE TABLE [dbo].[Password] (

[UserID]  INT IDENTITY (1, 1) NOT NULL,
[Username] VARCHAR (5@) NOT NULL,
[Salt] VARCHAR (50) NOT NULL,
[Hash] VARCHAR (50) NOT NULL,

PRIMARY KEY CLUSTERED ([UserID] ASC)
)5

Dbo.Roles

CREATE TABLE [dbo].[Roles] (
[RoleID] INT IDENTITY (1, 1) NOT NULL,
[Administrator] VARCHAR (50) NOT NULL,
[PenetrationTester] VARCHAR (50) NOT NULL,
[Engineer] VARCHAR (50) NOT NULL,

PRIMARY KEY CLUSTERED ([RoleID] ASC)
)5

Dbo.Session
CREATE TABLE [dbo].[Session] (
[UserID] INT IDENTITY (1, 1) NOT NULL,

[SessionID] VARCHAR (5@) NOT NULL,
PRIMARY KEY CLUSTERED ([UserID] ASC)

)5

Dbo.Status
CREATE TABLE [dbo].[Status] (
[StatusID] INT IDENTITY (1, 1) NOT NULL,
[Open] BIT NOT NULL,
[ReTest] BIT NOT NULL,
[Fixed] BIT NOT NULL,
PRIMARY KEY CLUSTERED ([StatusID] ASC)
)

Dbo.Test
CREATE TABLE [dbo].[Test] (
[TestID] INT IDENTITY (1, 1) NOT NULL,

[TestName] VARCHAR (50) NOT NULL,
[AssetName]  VARCHAR (50) NOT NULL,

[StartDate] DATE NOT NULL,
[EndDate] DATE NOT NULL,
[SignOff] BIT NOT NULL,
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VARCHAR
VARCHAR
VARCHAR
VARCHAR

NOT NULL,
NOT NULL,
NOT NULL,
NULL,
(50) NULL,
(50) NULL,
([TestID] ASC)

[URL]
[Description]
[ContactID]
[TestStatus]
[TicketUser] VARCHAR
[TestNotes]  VARCHAR
PRIMARY KEY CLUSTERED

(50)
(MAX)
(50)
(50)

)s

Dbo.TestAssignment
CREATE TABLE [dbo].[TestAssignment] (
[TestAssignmentID] INT IDENTITY (1, 1) NOT NULL,

[TestName] VARCHAR (50) NOT NULL,
[TicketUser] VARCHAR (50) NOT NULL,
[DateAssigned] DATE NOT NULL,
[DateClosed] DATE NULL,
[TicketStatus] VARCHAR (50) NOT NULL,
[TestTicketNotes] VARCHAR (50) NULL,

PRIMARY KEY CLUSTERED ([TestAssignmentID] ASC)
)s

Dbo.TestLog
CREATE TABLE [dbo].[TestLog] (

[TestLogID] INT IDENTITY (1, 1) NOT NULL,
[TestName] VARCHAR (50)  NOT NULL,

[TicketUser] VARCHAR (500) NOT NULL,
[CurrentTimeStamp] DATETIME NOT NULL,

[TicketStatus] VARCHAR (50)  NOT NULL,
[TestTicketNotes] VARCHAR (1000) NULL,

PRIMARY KEY CLUSTERED ([TestLogID] ASC)
)5

Dbo.TestStatus
CREATE TABLE [dbo].[TestStatus] (
[StatusID]  INT IDENTITY (1, 1) NOT NULL,

[StatusType] VARCHAR (50) NOT NULL,
PRIMARY KEY CLUSTERED ([StatusID] ASC)

)5

Dbo.Users
CREATE TABLE [dbo].[Users] (
[UserID] INT IDENTITY (1, 1) NOT NULL,
[UsersName] VARCHAR (50) NOT NULL,
[Username]  VARCHAR (50) NOT NULL,
[Password]  VARCHAR (50) NOT NULL,
[Role] VARCHAR (50) NOT NULL,
[Department] VARCHAR (50) NOT NULL,
[Company] VARCHAR (50) NOT NULL,

PRIMARY KEY CLUSTERED ([UserID] ASC)
)5

Dbo.Vulnerability

CREATE TABLE [dbo].[Vulnerability] (

[VulnerabilityID]  INT IDENTITY (1, 1) NOT NULL,
[TestName] VARCHAR (50) NOT NULL,
[VulnerabilityType] VARCHAR (50)  NOT NULL,
[Severity] VARCHAR (50)  NOT NULL,
[DateOpen] DATE NOT NULL,
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[DateClosed] DATE NOT NULL,

[URL] VARCHAR (50)  NOT NULL,
[TacticID] INT NOT NULL,
[TechniqueID] INT NOT NULL,
[StepsToReproduce] VARCHAR (MAX) NULL,
[Mitigation] VARCHAR (MAX) NULL,
[StatusID] VARCHAR (50) NOT NULL,
[Tactic] VARCHAR (50)  NULL,
[Technique] VARCHAR (50) NULL,

[DamagePotential]  DECIMAL (9, 2) NULL,
[Reproducability]  DECIMAL (9, 2) NULL,
[Exploitability] DECIMAL (9, 2) NULL,

[AffectedUsers] DECIMAL (9, 2) NULL,
[Discoverability] DECIMAL (9, 2) NULL,
[DREADTotal] DECIMAL (9, 2) NULL,
[AssetName] VARCHAR (100) NULL,
[TestID] INT NULL,
[TicketNotes] VARCHAR (MAX) NULL,
[AssignedUser] VARCHAR (50)  NULL,

PRIMARY KEY CLUSTERED ([VulnerabilityID] ASC)
)5

Dbo.VulnerabilityAssignment
CREATE TABLE [dbo].[VulnerabilityAssignment] (

[VulnerabilityAssignmentID] INT IDENTITY (1, 1) NOT NULL,
[VulnerabilityID] INT NOT NULL,

[TicketUser] VARCHAR (50) NOT NULL,

[DateAssigned] DATE NOT NULL,

[DateClosed] DATE NULL,

[TicketStatus] VARCHAR (50) NOT NULL,

[VulnerabilityTicketNotes] VARCHAR (5@) NULL,

PRIMARY KEY CLUSTERED ([VulnerabilityAssignmentID] ASC)

)5

Dbo.VulnerabilityLog
CREATE TABLE [dbo].[Vulnerabilitylog] (

[VulnerabilityLogID] INT IDENTITY (1, 1) NOT NULL,
[VulnerabilityID] INT NOT NULL,
[TicketUser] VARCHAR (500) NOT NULL,
[CurrentTimeStamp] DATETIME NOT NULL,
[TicketStatus] VARCHAR (50)  NOT NULL,

[VulnerabilityTicketNotes] VARCHAR (1000) NULL,
PRIMARY KEY CLUSTERED ([VulnerabilitylLogID] ASC)

)5

Dbo.VulnerabilityStatusEngineer

CREATE TABLE [dbo].[VulnerabilityStatusEngineer] (
[StatusID] INT IDENTITY (1, 1) NOT NULL,
[StatusType] VARCHAR (50) NOT NULL,
PRIMARY KEY CLUSTERED ([StatusID] ASC)

)

Dbo.VulnerabilityStatusPenTester

CREATE TABLE [dbo].[VulnerabilityStatusPenTester] (
[StatusID] INT IDENTITY (1, 1) NOT NULL,
[StatusType] VARCHAR (50) NOT NULL,
PRIMARY KEY CLUSTERED ([StatusID] ASC)

)5
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Code Implementation

RouteConfig.cs
1 Husing System;
2 using System.Collections.Generic;
3 using System.lLing;
4 using System.Web;
5 using System.Web.Mvc;
6 using System.Web.Routing;
7 L
8 -lnamespace Project
9 {
1 reference
10 = public class RouteConfig
11 {
1 reference
12 =] public static void RegisterRoutes(RouteCollection routes)
13 {
14 routes.IgnoreRoute("{resource}.axd/{*pathInfo}");
15
16 routes.MapRoute(
17 name: "Private",
18 url: "Private",
19 defaults: new { controller = "Login", action = "onPrivateURL",
20 )s
21
22 routes.MapRoute(
23 name: "Default",
24 url: "{controller}/{action}/{id}",
25 defaults: new { controller = "Dashboard", action = "Index", id
26 )5
27 }
28 | }
2 [}

10

id = UrlParameter.Optional }

= UrlParameter.Optional }
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Asset Controller

AssetsController.cs

W N UV bW

=
@

11
12
13
14

15
16
17
18
19
20
21
22

23
24
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26
27
28
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31
32
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35
36
37
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39
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43
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a7
48
49
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60
61
62
63
64
65
66
67
68

Slusing Project.Data;
using Project.Models;
using System;
using System.Collections.Generic;
using System.Ling;
using System.Web;
|using System.Web.Mvc;
=Inamespace Project.Controllers
{
0 references
= public class AssetsController : Controller
{
// GET: Assets
[CustomAuthorization]
0 references
= public ActionResult Index()
{
List<AssetModel> assets = new List<AssetModel>();
AssetDAO assetDAO = new AssetDAO();
assets = assetDAO.Fetchall();
return view("Index", assets);
L }
[CustomAuthorization]
0 references
= public ActionResult Details(int id)
{
AssetDAO assetDAO = new AssetDAO();
AssetModel asset = assetDAO.FetchOne(id);
return View("Details", asset);
L }
[CustomAuthorization]
0 references
= public ActionResult Create()
{
return vView("AddAssetForm™);
L }
[CustomAuthorization]
0 references
= public ActionResult AddAsset(AssetModel assetModel)
{
//save it to the database
AssetDAO assetDAO = new AssetDAO();
assetDAO.Create(assetModel);
return View("Details", assetModel);
L }
[CustomAuthorization]
0 references
= public ActionResult Edit(int id)
{
AssetDAO assetDAO = new AssetDAO();
AssetModel asset = assetDAO.FetchOne(id);
return View("UpdateAssetForm”, asset);
L }
[CustomAuthorization]
[HttpPost]
0 references
= public ActionResult UpdateAsset(AssetModel assetModel)
{
//save it to the database
AssetDAO assetDAO = new AssetDAO();
assetDAO.Update(assetModel);
return View("Details", assetModel);
L }
[CustomAuthorization]
0 references
= public ActionResult Delete(int id)
{
AssetDAO assetDAO = new AssetDAO();
assetDAO.Delete(id);
List<AssetModel> assets = assetDAO.FetchAll();
return view("Index", assets);
L }
L
L

11
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AssetDAO.cs

1 Zlusing Project.Models;

2 using System;

3 using System.Collections.Generic;

4 using System.Data.SqlClient;

5 using System.Web;

6

7 -Inamespace Project.Data

g {

12 references

9 = internal class AssetDAO

10 {

11 private string connectionstring = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect

Timeout=38;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

12 //performs all operations

13

14

15

16

17

2 referenc

18 = public List<AssetModel> FetchAll()

19 {

20 List<AssetModel> returnList = new List<Assettodel>();
21 = using (sqlconnection connection = new sqlConnection(connectionstring))
22 {

23 string sqlQuery = "SELECT * from dbo.Asset";

24 sqlcommand command = new SqlCommand(sqlQuery, connection);
25

26 connection.open();

27 SqlpataReader reader = command.ExecuteReader();

28

29 = if (reader.HasRows)

30

31 = while (reader.Read())

32 {

33 //create asset object

34 AssetModel asset = new AssetModel();

35 asset.AssetID = reader.GetInt22(@);

36 asset.AssetName = reader.GetString(1);

37 asset.DeviceCategory = reader.GetsString(2);
38 asset.Hardware = reader.GetsString(3);

39 asset.OperatingSystem = reader.GetString(4);
40 asset.MacAddress = reader.GetString(s);
41 asset.IPv4Address = reader.GetString(6);
42 asset.IPv6Address = reader.Getstring(7);
43 asset.0fficeLocation = reader.Getstring(s);
44 asset.Businessunit = reader.Getstring(9);
45 asset.DataClassification = reader.GetString(1e);
46 asset.Risk = reader.Getstring(11);
47 asset.OwnerName = reader.Getstring(12);
48 asset.TechnicalSupportContact = reader.GetString(13);
49 asset.DateCreated = reader.GetDateTime(14);
50

51 returnList.Add(asset);

52 ¥

53 )

54

55

56 ¥

57

58 return returnList;

59 1

60
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60 I

1 reference
61 = internal int Delete(int id)
62 {
63 = using (sqlConnection connection = new SqlConnection(connectionstring))
64
65 //prepared statement
66 / fupdate
67 string sqlQuery = "DELETE FROM dbo.Asset WHERE AssetID = @id";
68
69
70
71
72 //associate @id with Id parameter
73
74
75 sqlCommand command = new SqlCommand(sglQuery, connection);
76
77 command.Parameters.Add("@Id", System.Data.SqlDbType.varChar, 1000).value = id;
78
79
80 connection.open();
81 int deletedID = command.ExecuteNonQuery();
82
83 return deletedID;
84 }
85 I 1
86 I

2 references
87 = public AssetModel Fetchone(int id)
88 {
89
20 //access database
91 = using (sqlConnection connection = new SqlConnection(connectionstring))
92
93 string sqlQuery = "SELECT * FROM dbo.Asset WHERE AssetID = @id";
94
95 sqlCommand command = new SqlCommand(sqlQuery, connection);
26 command. Parameters.Add("@Id", System.Data.sqlDbType.Int).value = id;
97 connection.Open();
28 sqlDataReader reader = command.ExecuteReader();
99
100 AssetModel asset = new AssetModel();
161 = if (reader.HasRows)
102 {
103 = while (reader.Read())
104 {
105 //create new test object and add that to the list to be returned
106
107 asset.AssetID = reader.GetInt32(0);
108 asset.AssetName = reader.Getstring(1);
109 asset.DeviceCategory = reader.GetString(2);
110 asset.Hardware = reader.GetString(3);
111 asset.OperatingSystem = reader.Getstring(4);
112 asset.MacAddress = reader.GetString(s);
113 asset.IPv4Address = reader.GetString(6);
114 asset,IPv6Address = reader.GetString(7);
115 asset.0fficelocation = reader.GetString(8);
116 asset.Businessunit = reader.Getstring(9);
117 asset.DataClassification = reader.Getstring(1e);
118 asset.Risk = reader.Getstring(11);
119 asset.OwnerName = reader.GetString(12);
120 asset.TechnicalSupportContact = reader.GetString(13);
121 asset.DateCreated = reader.GetDateTime(14);
122
123
124 }
125 I }
126 I return asset;
127 i }
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137

142

156

169
170
17

172
173
174

190

192
193
194
195
196
197
198
199
200
201
202
203

}

1 reference
public int Create(AssetModel assetModel)

{

//access database
using (Sqlconnection connection = new SqlConnection(connectionstring))

string sqlQuery = "INSERT INTO dbo.Asset Values(@AssetName, @eviceCategory, @ardware, @0peratingSystem, @acAddress, @IPvaAddress, @IPv6Address, @0fficeLocation,

@8usinessunit, @0ataclassification, @Risk, @ownertiame, @TechnicalsupportContact, @Datecreated)”;

Sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add(“@AssetName”, System.Data.5qlobType.varChar, 1000).Value = assetModel.AssetName;

command . Parameters.Add("@evicecategory”, System.Data.SqlDbType.varchar, 1000).value = assetModel.DeviceCategory;
command. Parameters.Add("@ardware”, System.Data.SqlDblype.varChar, 1000).value = assetModel.Hardware;
command.Parameters.Add("@peratingSystem”, System.Data.SqlDbType.varchar, 1000).Value = assetModel.OperatingSystem;
command.Parameters.Add(“@acAddress”, System.Data.sqlobType.varChar, 1000).value = assetModel.MacAddress;

command . Parameters.Add("@IPvaAddress”, System.Data.SqlobType.varChar, 1000).Value = assetModel.IPvaAddress;
command.Parameters.Add("@IPv6Address”, System.Data.sqlDbType.varchar, 1008).value = assetModel.IPv6Address;

command . Parameters.Add("@fficeLocation”, System.Data.SqlDbType.varChar, 1000).value = assetModel.OfficeLocation;
command.Parameters.Add("@8usinessunit”, System.Data.sqlDbType.varChar, 1000).Value = assetModel.Businessunit;

command. Parameters.Add("@0ataClassification”, System.Data.sqlDbType.VarChar, 1000).Value = assetModel.DataClassification;
command . Parameters.Add("@Risk”, System.Data.SqlDbType.varChar, 1000).value = assetModel.Risk;

command.Parameters.Add( "@mnerName”, System.Data.SqlObType.varChar, 1000).value = assetModel.OwnerName;
command.Parameters.Add("@TechnicalSupportContact”, System.Data.sqlDbType.varchar, 1000).value = assetModel.TechnicalSupportContact;
command.Parameters.Add(“@0ateCreated”, System.Data.SqlDbType.DateTime).value = assetModel.DateCreated;

connection.Open();
int newAssetID = command.ExecuteNonQuery();

return newAssetID;

;:uBlic int update(AssetModel assetModel)
{

//access the database
using (SqlConnection connection = new SglConnection(connectionstring))
{

//prepared statement

//update

string sqlQuery = “UPDATE dbo.Asset SET AssetName = @AssetName, DeviceCategory = @DeviceCategory, Hardware = @Hardware, OperatingSystem = @OperatingSystem, MacAddress

@acaddress, TPvaAddress = @ s s, OFficelocation = @officelocation, Businessunit = @usinessunit, Dataclassification =

» TPV6Ad =@
@oataclassification, Risk = @Risk, OwnerName = @Ownerame, TechnicalSupportContact = @TechnicalSupportContact, DateCreated = @ateCreated WHERE AssetID = @AssetID”;

/lassociate @id with Id parameter

sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add("@AssetI0", System.Data.SqlDblype.Int).Value = assetModel.AssetID;
command.Parameters.Add("@AssetName”, System.Data.sqlDbType.varcChar, 1000).value = assetModel.AssetName;

command . Parameters.Add("@eviceCategory”, System.Data.SqlDblype.VarChar, 1000).value = assetModel.DeviceCategory;
command. Parameters.Add("@ardware”, System.Data.sqlObType.VarcChar, 1000).Value = assetModel.Hardware;

command . Parameters.Add("@0peratingsSystem”, System.Data.SqlDbType.VarChar, 1000).value = assetModel.OperatingSystem;
command. Parameters.Add("@MacAddress”, System.Data.Sql0bType.VarChar, 1000).Value = assetModel.MacAddress;
command.Parameters.Add("@IPvaAddress”, System.Data.SqlDbType.VarcChar, 1000).Value = assetModel.IPvaAddress;

command. Parameters.Add("@1Pv6Address”, System.Data.sqlobType.varChar, 1000).value = assettodel.IPv6Address;
command.Parameters.Add("@0fficeLocation”, System.Data.sqlDbType.Varchar, 1000).Value = assetmodel.officeLocation;
command.Parameters.Add("@usinessunit”, System.Data.SqlDbType.varChar, 1000).Value = assetModel.Businessunit;
command.Parameters.Add("@ataClassification”, System.Data.sqlobType.varchar, 1000).Value = assettodel.DataClassification;
command . Parameters.Add("@Risk", System.Data.sqlDbType.varChar, 1000).value = assetModel.Risk;

command. Parameters.Add("@0wnertame”, System.Data.SqlDbType.Varchar, 1000).Value = assetModel.OwnerName;

command . Parameters.Add("@TechnicalSupportContact”, System.Data.sqlDbType.varchar, 1000).value = assetModel.TechnicalSupportContact;
command . Parameters.Add("@ateCreated”, System.Data.sqlDbType.DateTime).value = assetModel.DateCreated;

connection.open();
int newAssetID = command.ExecuteNonQuery();

return newAssetIn;
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AssetModel.cs

1 =hsing

w e wN

o~

1

12
13

14
15

43

44
as
46
47
a8
49
50
51
52
53
54
55

57
58
59
68
61

62
63

65
66
67

ng

using

{

Syst

system;

system.Collections.Generic;
System.ComponentModel.DataAnnotations;
system.Ling;

-namespace Project.Models

public class AssetModel

{

[Display(Name = "Asset 10")]

4 roferonces
public int AssetID { get; set; }
[Display(Name = "Asset Name")]

public string Assethame { get; set; }
[Display(Name = "Device Category")]

public string DeviceCategory { get; set; }
[Display(Name = "Hardware”)]

public string Hardware { get; set; }
[pisplay(Name = “Operating System")]

public string OperatingSystem { get; set; }
[pisplay(Name = "Mac Address")]

public string MacAddress { get; set; }
[pisplay(Name = "IPvA Address")]

public string IPvaAddress { get; set; )}
[pisplay(Name = "IPV6 Address")]

public string IPv6Address { get; set; }
[Display(Name = "Office Location")]

public string OfficeLocation { get; set; }
[Display(Name = "Business unit")]

public string Businessunit { get; set; }
[Display(Name = "Data Classification")]

put;lic string DatacClassification { get; set; }
[Display(Name = “Risk Level™)]

public string Risk { get; set; }
[Display(Name = "Owner Name")]

public string OwnerName { get; set; }
[Display(Name = "Technical Support Contact")]

public string TechnicalSupportContact { get; set; }
[Display(Name = "Date Created")]

[visplayFormat (ApplyFormatInEditMode = true, Dataformatstring = "{0:dd/m/yyyy}")]

public pateTime DateCreated { get; set; }

0 references

public AssetModel(int assetID, string assetlame, string deviceCategory, string hardware, string operatingsystem, string macAddress, string iPvaaddress, string iPvéAddress, string
officelocation, string businessunit, string dataclassification, string risk, string ownerName, string technicalsupportcontact, DateTime datecreated)

{
AssetID = assetID;
Assetame = assetiame;
DeviceCategory = deviceCategory;
Hardware = hardware;
OperatingSystem = operatingSystem;
MacAddress = macAddress;
IPvdAddress = iPvaaddress;
IPvbAddress = iPvéAddress;
officelocation = officeLocation;
BusinessUnit = businessunit;
DataClassification = dataClassification;
Risk = risk;
Ownertame = ownertame;

TechnicalSupportContact = technicalsupportContact

DateCreated = dateCreated;

1

2 references

public AssetModel()

{
}

15
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Asset Views

AddAssetForm.cshtml

1 fgmodel Project.Models.AssetModel

2

E

a4 viewBag.Title = "";

5 Layout = "~/Views/Shared/_ Layout.cshtml";

6 }

7

8 <h4>Add Asset</hd>

9 <hr />

10 =I<body>

11 @{ String Role;

12 Role = Session["userRole"].ToString();

13 = if (Role == "Administrator™)

14 {

15

16

17 3}

18 = else if (Role == "PenetrationTester")

19 {

20

21 3

22 =] else

23 {

24 Response.Redirect("~/Home/Index");

25 }

26

27

28 </body>

29

30 —l@using (Html.BeginForm("AddAsset", "Assets"))

31 {

32 @Html,AntiForgeryToken()

33

34 -Ikdiv class="form-horizontal"”>

35 <br />

36 <hr />

37 <ha><b>Add Asset</b></ha>

38 <hr />

39 @4tml.validationSummary(true, "", new { @class = "text-danger" })

40 = <div class="form-group">

a1 @Html.LabelFor(model => model.AssetID, htmlAttributes: new { @class = "control-label col-md-2" })
42 =] <div class="col-md-10">

43 @Html.EditorFor(model => model.AssetID, new { htmlAttributes = new { @class = "form-control” } })
a4 @Html.validationvessageFor (model => model.AssetID, "", new { @class = "text-danger" })

45 </div>

46 </div>

47

48 = <div class="form-group">

49 @Html.LabelFor(model => model.AssetName, htmlAttributes: new { @class = "control-label col-md-2" })
50 ] <div class="col-md-10">

51 @4tml.EditorFor(model => model.AssetName, new { htmlAttributes = new { @class = "form-control” } })
52 @4tml.validationMessageFor(model => model.AssetName, ", new { @class = "text-danger™ })

53 </div>

54 </div>

55

56 = <div class="form-group">

57 @Html.LabelFor(model => model.DeviceCategory, htmlAttributes: new { @class = "control-label col-md-2" })
58 = <div class="col-md-10">

59 @4tml.EditorFor(model => model.DeviceCategory, new { htmlAttributes = new { @class = "form-control™ } })
60 @Html.validationMessageFor(model => model.DeviceCategory, "", new { @class = "text-danger” })
61 </div>

62 </div>

63

64 = <div class="form-group">

65 @Html.LabelFor(model => model.Hardware, htmlAttributes: new { @class = "control-label col-md-2" })
66 2 <div class="col-md-10">

67 @4tml.EditorFor(model => model.Hardware, new { htmlAttributes = new { @class = "form-control” } })
68 @4tml.validationMessageFor(model => model.Hardware, "", new { @class = "text-danger™ })

69 </div>

70 </div>

71
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71 T
72 = <div class="form-group™>
73 ‘ @Html.LabelFor(model => model.OperatingSystem, htmlAttributes: new { @class = "control-label col-md-2" })
74 = <div class="col-md-1@">
75 @Html.EditorFor(model => model.OperatingSystem, new { htmlAttributes = new { @class = "form-control™ } })
76 @Html.validationMessageFor(model => model.OperatingSystem, "", new { @class = "text-danger" })
77 </div>
78 L </divs
79 |
80 = <div class="form-group™>
81 @Html.LabelFor(model => model.MacAddress, htmlAttributes: new { @class = "control-label col-md-2" })
82 = <div class="col-md-10">
83 @Html.EditorFor(model => model.MacAddress, new { htmlAttributes = new { @class = "form-control” } })
84 @Html.validationMessageFor(model => model.MacAddress, "", new { @class = "text-danger™” })
85 </div>
86 L </div>
87 |
88 = <div class="form-group">
89 @Html.LabelFor(model => model.IPv4Address, htmlAttributes: new { @class = "control-label col-md-2" })
a0 = <div class="col-md-10"»
91 @Html.EditorFor(model => model.IPv4Address, new { htmlAttributes = new { @class = "form-control™ } })
92 @Html.validationMessageFor(model => model.IPv4Address, "", new { @class = "text-danger” })
93 </div>
94 | </div>
95 I
96 = <div class="form-group™>
97 @Html.LabelFor(model => model.IPveAddress, htmlAattributes: new { @class = "control-label col-md-2" })
98 = <div class="col-md-10">
99 @Html.EditorFor(model => model.IPv6Address, new { htmlAttributes = new { @class = "form-control” } })
100 @Html.validationMessageFor(model => model.IPv6Address, "", new { @class = "text-danger” })
101 </div>
102 | </div>
103 I
104 = <div class="form-group™>
105 @Html.LabelFor(model => model.Officelocation, htmlAttributes: new { @class = “"control-label col-md-2" })
106 = <div class="col-md-10">
107 @Html.EditorFor(model =»> model.OfficeLocation, new { htmlAttributes = new { @class = "form-control™ } })
108 @Html.validationMessageFor(model => model.OfficeLocation, "", new { @class = "text-danger" })
109 </div>
110 | </div>
111 |
112 = <div class="form-group">
113 @Html.LabelFor(model => model.BusinessUnit, htmlAttributes: new { @class = "control-label col-md-2" })
114 = <div class="col-md-10">
115 @Html.EditorFor(model => model.BusinessUnit, new { htmlAttributes = new { @class = "form-control” } })
116 @Html.validationMessageFor(model => model.Businessunit, "", new { @class = "text-danger™ })
117 </div>
118 L </div>
119 I
120 = <div class="form-group">
121 @Html.LabelFor(model => model.DataClassification, htmlAttributes: new { @class = "control-label col-md-2" })
122 = <div class="col-md-18">
123 @Html.EditorFor(model => model.DataClassification, new { htmlAttributes = new { @class = "form-control” } })
124 @Html.validationMessageFor(model => model.DataClassification, "", new { @class = "text-danger” })
125 </div>
126 [ </div>
127 I
128 = <div class="form-group™>
129 @Html.LabelFor(model => model.Risk, htmlAttributes: new { @class = "control-label col-md-2" })
130 = <div class="col-md-10">
131 @Html.EditorFor(model => model.Risk, new { htmlAttributes = new { @class = "form-control” } })
132 @Html.validationMessageFor(model => model.Risk, "", new { @class = "text-danger” })
133 </div>
134 L </div>
135 I
136 = <div class="form-group™>
137 @Html.LabelFor(model => model.OwnerName, htmlAttributes: new { @class = "control-label col-md-2" })
138 = <div class="col-md-10">
139 @Html.EditorFor(model => model.OwnerName, new { htmlAttributes = new { @class = "form-control” } })
140 @Html.validationMessageFor(model => model.OwnerName, "", new { @class = "text-danger" })
141 </div>
142 L </dive
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143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175

b

<div class="form-group">
@Html.LabelFor(model => model.TechnicalSupportContact, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.TechnicalSupportContact, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.TechnicalSupportContact, "", new { @class = "text-danger™ })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.DateCreated, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.DateCreated, new { htmlAttributes = new { @class = "form-centrol" } })
@Html.validationMessageFor(model => model.DateCreated, "", new { @class = "text-danger" })
</div>
</div>

<div class="form-group">
<div class="col-md-offset-2 col-md-10">
<input type="submit" value="Save" class="btn btn-default” />

</div>
| </div>
| </div>
=<div>

@tml.ActionLink("Back to List", "Index")

</div>

@section Scripts {

}

@scripts.Render("~/bundles/jqueryval™)
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Details.cshtml
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28

@
ViewBag.Title = "";
Layout = "~/views/Shared/_Layout.cshtml";
¥
@{
String Role;
Role = Session["userRele"].Tostring();
if (Role == "Administrator")
{
}
else if (Role == "PenetrationTester")
{
}
else
{
Response.Redirect("~/Home/Index");
}
<ha> </ha>
sledivs
<br />
<hr />
<h4><b>Asset Intelligence</b></hd>
<hr />
<dl class="dl-horizontal">
<dt>
@Html.DisplaynameFor(model => model.AssetID)
</dt>
<dd>
@Html.DisplayFor(model => model.AssetID)
</dd>
<dt>
@Html.DisplayNameFor(model => model.AssetName)
</dt>
<dd>
@Html.DisplayFor(model => model.AssetName)
</dd>
<dt>
@Html.DisplayNameFor(model => model.DeviceCategory)
</dt>
<dd>
@Html.DisplayFor(model => model.DeviceCategory)
</dd>
<dt>
@Html.DisplayNameFor(model => model.Hardware)
</dt>
<dd>
@Html.DisplayFor(model => model.Hardware)
</dd>
<dt>
@Html.DisplayNameFor(model => model.OperatingSystem)
</dt>
<dd>
@Html.DisplayFor(model => model.OperatingSystem)
</dd>
<dt>
@Html.DisplaynameFor(model => model.MacAddress)
</dt>
<dd>
@Html.DisplayFor(model => model.MacAddress)
</dd>

[fmodel Project.Models.Assettodel

19
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79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99
1ee
le1
1e2
1@3
led
1@5
1e6
1e7
1es
1e9
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153

[

<dt>
@Html.
| </dt>
= <dd>
@HEml.
| </dd>
= <dt>
@Html.
| </dt>
= <dd>
@Html.
| </dd>
= <«dt>
@Html.
</dt>
= <dd>
@Html.
| </dd>
= <dt>
@Html.
| </dt>
= <dd>
@Html.
| </dd>
=l <dt>
@Html.
| </dt>
=l <dd>
@Html.
| </dd>
= <dt>
@HEml.
| </dt>
= <dd>»
@Html.
| </dd>
=l <dt>
@Html.
| </dt>
=l <dd>
@Html.
</dd>
= <dt>
@Html.
| </dt>
= <dd>
@Html.
| </dd>
= <dt>
@Html.
| </dt>
= <dd>
@Html.
</dd>
I </dl>
_</div>

DisplayNameFor(model => model.IPv4Address)

DisplayFor(model => model.IPv4Address)

DisplayMameFor(model => model.IPveAddress)

DisplayFor(model => model.IPv6Address)

DisplayNameFor(model => model.OfficeLocation)

DisplayFor(model =» model.0fficelLocation)

DisplayMameFor(model => model.BusinessUnit)

DisplayFor(model => model.Businessunit)

DisplayNameFor(model => model.DataClassification)

DisplayFor(model => model.DataClassification)

DisplayNameFor(model => model.Risk)

DisplayFor(model => model.Risk)

DisplayMameFor(model =»> model.OwnerName)

DisplayFor(model => model.OwnerName)

DisplayMameFor(model => model.TechnicalSupportContact)

DisplayFor(model =»> model.TechnicalSupportContact)

DisplayNameFor(model => model.DateCreated)

DisplayFor(model =»> model.DateCreated)
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154
155
156
157
158

-1<p>

</p>

@Html.ActionLink("Edit", "Edit", new { id = Model.AssetiD }) |

@Html.ActionLink("Back to List™, "Index")

21
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Index.cshtml

1 @model IEnumerable<Project.Models.AssetModel>

2

ER

a ViewBag.Title = "";

5 Layout = "~/Views/Shared/_Layout.cshtml";

6 h

76l

8 string Role;

9 Role = Session["userRole"].Tostring();

10 = if (Role == "Administrator")

11 {

12

13

14

15 = else if (Role == "PenetrationTester")

16 {

17

18 1

19 = else

20 {

21 Response.Redirect("~/Home/Index");

22 !

23

24 <h2> </h2>

25

26 =<p>

27 <br />

28 <hr />

29 <h4a><b>Asset Inventory</b></ha>

30 <hr />

31 @Html.ActionLink("Create New", "Create")

32 </p>

33 ?(‘table class="table">

34 EI <tr>

35 = <th>

36 @Html.DisplayNameFor(model => model.AssetID)

37 </th>

38 <th>

39 @Html.DisplayNameFor(model => model.AssetName)
40 </th>

FERS <th»

42 @Html.DisplayNameFor(model => model.DeviceCategory)
43 </th>

A4 ﬁ <th>

45 @Html.DisplayNameFor(model => model.Hardware)
46 </th>

a7 = <th>

48 @Html.DisplayNameFor(model => model.OperatingSystem)
49 </th>

s O <th»

51 @Html.DisplayNameFor(model => model.MacAddress)
52 </th>

53 <th>

54 @Html.DisplayNameFor(model => model.IPv4Address)
55 </th>

56 = <th>

57 @Html.DpisplayNameFor(model => model.IPv6Address)
58 </th>

s = <th»

60 @Html.DisplayNameFor(model => model.Officelocation)
61 </th>

62 <th»

63 @Html.DpisplayNameFor(model => model.BusinessUnit)
64 </th>

65 [ <th>

66 @Html.DisplayNameFor{model => model.DataClassification)
67 </th>

68 = <th»

69 @Html.DisplayNameFor(model => model.Risk)

70 </th>

71 = <th>

72 @Html.DpisplayNameFor(model => model.OwnerName)
73 </th>

74 = <th>

75 @Html.DisplayNameFor(model => model.TechnicalSupportContact)
76 </th>

7 & <ths»

78 @Html.DisplayNameFor(model => model.DateCreated)
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79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
1e1
102
1@3
104
1085
106
107
1e8
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140

</tr

{

[

| </table>

</th>
<th></th>
>

<tr>
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>»
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>»
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>»
@Html.
</td>
<td>
@Html.
@Html.
@Html.
</td>»
</tr>

@foreach (var item in Model)

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

item.

item.

item.

item

item

item.

item

item

item.

item.

item.

item

item.

item.

item.

AssetID)

AssetName)

DeviceCategory)

.Hardware)

.OperatingSystem)

MacAddress)

.IPvAAddress)

.IPv6Address)

OfficelLocation)

BusinessUnit)

DataClassification)

.Risk)

Ownerhame)

TechnicalSupportContact)

DateCreated)

ActionLink("Edit", "Edit", new { id = item.AssetID }) |
ActionLink("Details", "Details"”, new { id = item.AssetID }) |
ActionLink("Delete", "Delete", new { id = item.AssetID })
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UpdateAssetForm.cshtml

[gmodel Project.Models.Assetmodel

00NV R W N R

NN N NRNRR B R R R R e
NO WA WNREOEENUAEWNR®

28

e{

¥

ViewBag.Title =
Layout = "~/Views/Shared/_Layout.cshtml";

H

string Role;
Role = Session["userRole"].ToString();
if (Role == "Administrator™)

{

else if (Role == "PenetrationTester")

{
}

else

{

Response.Redirect("~/Home/Index");

}

<h2> </h2>

=J@using (Html.BeginForm("UpdateAsset™, "Assets™))

@Html.AntiForgeryToken()

=ikdiv class="form-horizontal”>

<br />

<hr />

<h4><b>Update Asset</b></h4>
<hr />
@1tml.validationSummary(true,
<div class="form-group">

@Html.LabelFor(model => model.AssetID, htmlAttributes: new { @class

<div class="col-md-10">

@Html.EditorFor(model => model.AssetID, new { htmlAttributes
@Html.validationMessageFor(model => model.AssetID,

</div>
</div>

<div class="form-group”>

@Html.LabelFor(model => model.AssetName, htmlAttributes: new { @class

<div class="col-md-1@">

@Html.eEditorFor(model => model.AssetName, new { htmlAttributes
@Html.validationMessageFor(model => model.AssetName,

</div>
</div>

<div class="form-group">

@Html.LabelFor(model => model.DeviceCategory, htmlAttributes: new { @class

<div class="col-md-10">

@Html.EditorFor(model => model.DeviceCategory, new { htmlAttributes
@Html.validationMessageFor(model => model.DeviceCategory, "

</div>
</div>

<div class="form-group">

@Html.LabelFor(model => model.Hardware, htmlAttributes: new { @class

<div class="col-md-16">

@Html.EditorFor(model => model.Hardware, new { htmlAttributes
@Html.validationMessageFor(model => model.Hardware,

</div>
</div>

<div class="form-group”>

@Html.LabelFor(model => model.OperatingSystem, htmlAttributes: new { @class

<div class="col-md-1@">

@Html.EditorFor(model => model.OperatingSystem, new { htmlAttributes
@Html.validationMessageFor(model => model.OperatingSystem,

</div>
</div>

» new { @class = "text-danger" })

24

“control-label col-md-2" })

“form-control” } })

"control-label col-md-2" })

"form-control”™ } })

"control-label col-md-2" })

"form-control™ } })
, new { @class = "text-danger" })

“control-label col-md-2" })

“form-control” } })

"control-label col-md-2" })

"form-control™ } })
"text-danger” })
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77

78

79

80

81

82

83

84

85

86

87

88

89

98

91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
1e7
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
13e
131
132
133
134
135
136
137
138
139
148
141
142
143
144
145
146
147
148
149
158
151
152
153

<div class="form-group">
@Html.LabelFor(model => model.MacAddress, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@4tml.EditorFor(model => model.MacAddress, new { htmlAttributes = new { @class = "form-control™ } })
@Html.validationMessageFor(model => model.MacAddress, "", new { @class = "text-danger™ })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.IPv4Address, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.IPvAAddress, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.IPv4Address, "", new { @class = "text-danger” })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.IPv6Address, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.editorFor(model => model.IPv6Address, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.IPv6Address, "", new { @class = "text-danger” })
</div>
<fdiv>

<div class="form-group">
@Html.LabelFor(model => model.OfficeLocation, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@4tml.EditorFor(model => model.OfficelLocation, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.officelLocation, "", new { @class = "text-danger" })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.BusinessUnit, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.BusinessUnit, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.BusinessUnit, "", new { @class = "text-danger" })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.DataClassification, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.Dataclassification, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.DataClassification, "", new { @class = "text-danger"” })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.Risk, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.Risk, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.Risk, "", new { @class = "text-danger" })
</fdiv>
</div>

<div class="form-group">
@Html.LabelFor(model => model.OwnerName, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.OwnerName, new { htmlAttributes = new { @class = "form-control™ } })
@Html.validationMessageFor(model => model.OwnerName, "", new { @class = "text-danger" })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.TechnicalSupportContact, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-1@">
@Html.EditorFor(model => model.TechnicalSupportContact, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.TechnicalSupportContact, "", new { @class = "text-danger” })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.DateCreated, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.DateCreated, new { htmlAttributes = new { @class = "form-control” } })
</div>
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154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172

</div>

<input type="hidden" name="AssetID" value="{@Model.AssetID" />

<div class="form-group">
<div class="col-md-offset-2 col-md-10">

<input type="submit" value="Create" class="btn btn-default” />

</div>
i </div>
_<Xdiv>
3
—l<div>

@Html.ActionLink("Back to List", "Index")

_<Xdiv>

@section Scripts {

}

@scripts.Render("~/bundles/jqueryval™)
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CustomAuthorizationAttribute
1 =lusing Project.Models;

2 using Project.Services.Business;

3 using System;

4 using System.Collections.Generic;

5 using System.Data.SqlClient;

6 using System.Web.Mvc;

. L

8 —Inamespace Project.Controllers

9 {

57 references
1@ = internal class CustomAuthorizationAttribute : FilterAttribute, TIAuthorizationFilter
11 {
0 references

12 = public void OnAuthorization(AuthorizationContext filterContext)
13 {
14 SecurityService securityService = new SecurityService();
15
16 //get user from session variable
17 UserModel user = (UserModel)filterContext.HttpContext.Session["user”];
18
19 bool success = false;
20 = if (user != null)
21 {
22
23
24
25 success = securityService.Authenticate(user);
26
27 }
28 i
29 = if (success)
30 {
31
32
33 1
34 = else
35 { //Make Unauthorised page here
36 filterContext.Result = new RedirectResult("~/Home/Index");
37 }
38 i
39 = if (user == null)
10 {
419 |
42 filterContext.Result = new RedirectResult("/Home/Index");
43 h
a4 i
45
46
47
48 }
49 I
5@ 1
51 I
52 }
53 i
54
55
56
57
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SecurityService.cs
1¢” =lusing Project.Models;

2 using Project.Services.Data;

3 using System;

4 using System.Collections.Generic;

5 using System.Ling;

6 using System.Web;

7

8 -Inamespace Project.Services.Business

9 {

10 - public class SecurityService

11 {

12 SecurltyDAO daoService = new SecurityDAO();
13

14 - public bool Authenticate(UserModel user)
15 {

16 return daoService.FindByUser(user);
17

18 1

19

20

21 1

22 }
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SecurityDAO.cs

14" Husing Project.Models;
2 using System;
3 using System.Collections.Generic;
4 using System.Data.sqlclient;
5 using System.Ling;
6 using System.web;
7 using System.Web.Mvc;
8
9 =lnamespace Project.Services.Data
10 {
2 references
11 = public class SecurityDAO
12 {
13 string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustserverCertificate=False;ApplicationIntent=ReadWrite;MultisubnetFailover=False";
14
1reference
15 = internal bool FindByUser(UserModel user)
16 {
17
18 bool success = false;
19 string sqlQuery = "SELECT * from dbo.Users WHERE Username = @Jsername AND Password = @Password";
20
21 = using (SqlConnection connection = new SqlConnecticon(connectionString))
22
23 sglcommand command = new SglCommand(sqlQuery, connection);
24
25 command.Parameters.Add("@sername”, System.Data.SqlDbType.varChar, 5@).value = user.Username;
26 command.Parameters.Add("@Password”, System.Data.sqlDbType.varchar, 50).value = user.Password;
27
28
29
E- I try
31 {
32 connection.open();
33 sqlpataReader reader = command.ExecuteReader();
34 = if (reader.HasRows)
35 {
36 success = true;
37 = while (reader.Read())
38 {
39 user.UsershName = reader.GetString(1);
40 user.Username = reader.GetString(2);
41 user.Password = reader.Getstring(3);
42 user.Role = reader.GetString(4);
43 user.Department = reader.GetString(5);
a4 user.Company = reader.Getstring(6);
45
46
a7
48 }
49 I }
50 =l else
51 {
52 success = false;
53
54 i reader.Close();
55
56 catch (Exception e)
57 {
58 Conscle.WriteLine(e.Message);
59 }
60 |
61 }
62 i return success;
63 }
64 i 1
65 |}
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LoginController.cs
14" =lsing Project.Models;

2 using Project.Services.Business;
3 using System;
4 using System.Collections.Generic;
5 using system.Ling;
6 using System.uWeb;
7 using System.Web.Mvc;
8 using System.Web.Security;
. L
1@ =Inamespace Project.Controllers
11 {
1 reference
12 =l public class LoginController : Controller
13 {
14 // GET: Login
0 references
15 = public ActionResult Index()
16 {
17 return View("Login");
18 1
19 I
0 references
20 = public ActionResult Login(UserModel user)
21 {
22 // return "Results: Username = " + userModel.Username + "Password= " + userModel.Password;
23 Securityservice securityService = new SecurityService();
24 Boolean success = securityService.Authenticate(user);
25
26 = if (success)
27 {
28
29 Session["user”] = user;
30 Session["userRole”] = user.Role;
31 Session["username”] = user.Username;
32 Session["usersname™] = user.UsersName;
33 //session["user”] = UserModel.LoggedInUser;
34 return RedirectToAction("Index", "Dashboard”, user);
35 // return view("Dashboard", user);
36 }
37 = else
38 {
39 Session.Clear();
40 return View("LoginFailure");
41 }
a2 I }
a3 I
0 references
44 = public ActionResult Logout()
45 {
46 Session.Clear();
a7 Session["user”] = null;
48 Session["userRole”] = null;
49 return Redirect("~/Home/Index");
50 // return RedirectToAction("Home”,"Index", null);
51
52 1
53 I
54
55 [CustomAuthorization]
1 reference
56 =l public ActionResult onPrivateURL()
57 {
58 return Content("Private information here only logged in user can see");
59 }
60 I }
61 1
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UserModel.cs

1

= @ oW M

o

10

11

12

13

14

15

16

17

18

19
20
21
22
23
24
25
26

=l

=l

Hhsiﬂg System;

using System.Collections.Generic;
using System.Ling;
using System.Web;

namespace Project.Models

{

6 references
public class UserModel

{

3 references

public string Username { get; set; }

2 references

public string UsersName { get; set; }

2 references

public string Password { get; set; }

0 references

public string UserID { get; set; }

2 references

public string Role { get; set; }

1 reference

public string Department { get; set; }

1 reference

public string Company { get; set; }

0 references

public string RolePrivileges { get; set; }

0 references

public string LoggedInUser { get; set; }

0 references

public UserModel()
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Login Views

Login.cshtml
1 @model Project.Models.UserModel
2
3 @
4 ViewBag.Title = "";
5 Layout = "~/views/Shared/_Layout.cshtml";
6 }
7
8 <h2> </h2>
9
1@
11 -l@using (Html.BeginForm("Login", "Login", FormMethod.Post))
12 {
13 @itml.AntiForgeryToken()
14
15 -l<div class="form-horizontal”>»
16 <br/>
17 <hr />
18 <h4»<b>Login</b></h4>
19 <hr />
20 @Html.validationSummary(true, "", new { @class = "text-danger" })
21 - <div class="form-group">
22 @Html.LabelFor(model => model.Username, htmlAttributes: new { @class = "control-label col-md-2" })
23 =] <div class="col-md-10">
24 @Html.EditorFor(model => model.Username, new { htmlAttributes = new { @class = "form-control” } })
25 @Html.validationMessageFor(model => model.Username, "", new { @class = "text-danger"” })
26 </div>
27 </fdiv>
28
29 - <div class="form-group”>
30 @Html.LabelFor(model => model.Password, htmlAttributes: new { @class = "control-label col-md-2" })
31 =] <div class="col-md-10">
32 @Html.Passwordror(model => model.Password, new { htmlAttributes = new { @class = "form-control™ } })
33 @Html.validationMessageFor(model => model.Password, "", new { @class = "text-danger" })
34 <fdiv>
35 </div>
36
37 = <div class="form-group">
38 = <div class="col-md-offset-2 col-md-10">
39 <input type="submit" value="Login" class="btn btn-default" />
409 <fdiv>
41 <fdiv>
42 </div>
43 }
44
45
46
a7 @section Scripts {
48 @scripts.Render("~/bundles/jqueryval™)
49 ¥
50

Log

inFailure.cs

|
@{

ViewBag.Title = "";
Layout = "~/Views/Shared/ Layout.cshtml"”;

<h2>LoginFailure</h2>
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LoginSuccess.cshtml

1 [gmodel Project.Models.UserModel

2

3 @{

4 ViewBag.Title = "";

5 Layout = "~/Views/Shared/ Layout.cshtml";

6 I

7

8 <h2>LoginSuccess</h2>

9

1@ —<div>

11 <h4>UserModel</ha>

12 <hr />

13 =] <div>

14

15 @Session["user"] = UserModel.lLoggedInUser;

16 [@Session[ "userRole™]

17

18 </div>

19 f <dl class="dl-horizontal">

20 =] <dt>

21 @Html.DisplayNameFor(model => model.Username)
22 </dt>

23

24 =] <dd>

25 @Html.DpisplayFor(model => model.Username)
26 </dd>

27 I

28 B <dt>

29 @Html.DisplayNameFor(model => model.Password)
3e </dt>

31 I

32 = <dd>

33 @Html.DisplayFor(model => model.Password)
34 </dd>

35 M <dt>

36 @Html.DisplayNameFor(model => model.UserID)
37 </dt>

38 I

39 =] <dd>
40 @Html.DisplayFor(model => model.UserID)
41 </dd>
42 I
43 </d1l>
aa | </div>
as '
46 =l<p>
47 @Html.ActionLink("Edit", "Edit™, new { /* id = Model.PrimaryKey */ }) |
48 @Html.ActionLink("Back to List", "Index")
49 </p>

50 '
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DashboardController.cs

17 HElsing Project.Data;
2 using Project.Models;
3 using System;
4 using System.Collections.Generic;
5 using System.Data.SqlClient;
6 System.Dynamic;
7 System.Ling;
8 System.uWeb;
9 using System.Web.Mvc;
1@
11 =Inamespace Project.Controllers
12 {
0 references
13 = public class DashboardController : Controller
14 {
15 string connectionstring = @"Data Source=(localdb)\MssQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=Readwrite;MultisubnetFailover=False”;
16
17 [CustomAuthorization]
18 // GET: Dashboard
o ces
19 = public ActionResult Index()
20 {
21 dynamic medel = new ExpandoObject();
22 model.OpenTestModel = GetOpenTests();
23 model.ClosedTestModel = GetClosedTests();
24 model.OpenvulnerabilityModel = GetOpenVulnerability();
25 model.ClosedvulnerabilityModel = GetClosedvulnerability();
26 model.HighSeverityModel = GetHighSeverity();
27 model.MediumSeverityModel = GetMediumSeverity();
28 model. LowSeverityModel = GetLowSeverity();
29 return View(model);
30
31 [CustomAuthorizatien]
1 nce
32 = private static List<OpenTestModel> GetOpenTests()
33 {
34 string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=38;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";
35 List<OpenTestModel> openTests = new List<OpenTestModel>();
36 string sqlQuery = "SELECT * FROM dbo.TestAssignment WHERE TicketStatus = ‘open'";
37 = using (SqlConnection connection = new SqlConnection(connectionString))
38 {
39 Ssqlcommand command = new SqlCommand(sqlQuery, connection);
40 =] {
41 ‘ connection.Open();
42 = using (SqlDataReader reader = command.ExecuteReader())
a | {
44 = while (reader.Read())
5 | {
46 = openTests.Add(new OpenTestModel
a7 {
48 TestAssignmentID = (int)reader["TestAssignmentID"],
49 TestName = reader["Testname"].Tostring(),
50 TicketUser = reader["TicketUser"].ToString(),
51 DateAssigned = (DateTime)reader["DateAssigned”],
52 DateClosed = (DateTime)reader["DateClosed”],
53 TicketStatus = reader["TicketStatus"].Tostring(),
54 TestTicketNotes = reader["TestTicketNotes"].ToString(),
55 b
56 ¥
57 ¥
58 connection.Close();
59 return openTests;
60 1
61 ¥
62 ¥
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63

64
65
66

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96

n}
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o
{00}

(—[— 00—/

[CustomAuthorization]
1 reference

private static List«<ClosedTestModel> GetClosedTests()

{

string connectionstring = @"Data Source=(localdb)\MssQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

List<ClosedTestModel> closedTests = new List<ClosedTestModel»();
string sqlQuery = "SELECT * FROM dbo.TestAssignment WHERE Ticketstatus
using (sqlconnection connection = new sqlConnection(connectionstring))

{

SqlCommand command = new SqlCommand(sqlQuery, connection);

{
connection.open();
using (sqlDataReader reader = command.ExecuteReader())
while (reader.Read())
{
closedTests.Add(new ClosedTestModel
{
TestAssignmentID = (int)reader["TestAssignmentID"],
TestName = reader["TestName"].ToString(),
TicketUser = reader["TicketUser"].ToString(),
DateAssigned = (DateTime)reader["DateAssigned"],
DateClosed = (DateTime)reader["DateClosed"],
TicketStatus = reader["TicketStatus"].Tostring(),
TestTicketNotes = reader["TestTicketNotes"].ToString(),
B
}
}
connection.Close();
return closedTests;
}

}

[CustomAuthorization]
1 reference

private static List<OpenvulnerabilityModel> GetOpenVulnerability()

{

"Closed'";

string connectionstring = @"Data Source=(localdb)\MssQLLocalDB;Initial catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustserverCertificate=False;ApplicationIntent=Readwrite;MultisubnetFailover=False";

List<OpenVulnerabilityModel® openVulnerabilities = new List<OpenVulnerabilityModel>();

string sqlQuery = "SELECT * FROM dbo.VulnerabilityAssignment WHERE TicketStatus

using (sqlconnection connection = new SqlcConnection(connectionstring))

sqlcommand command = new SqlCommand(sqlQuery, connection);

"open’";

{
connection.oOpen();
using (sqlDataReader reader = command.ExecuteReader())
while (reader.Read())
{
openVulnerabilities.Add(new OpenvulnerabilityModel
{
vulnerabilityassignmentID = (int)reader["vulnerabilityassignmentID"],
VulnerabilityID = (int)reader["vulnerabilityID"],
TicketUser = reader["TicketUser”].ToString(),
DateAssigned = (DateTime)reader["DateAssigned”],
DatecClosed = (DateTime)reader["Dateclosed"],
Ticketstatus = reader["Ticketstatus"].Tostring(),
VulnerabilityTicketNotes = reader["vulnerabilityTicketNotes"].ToString(),
B
}
}
connection.close();
return openVulnerabilities;
}
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129 [CustomAuthorization]

1 reference
130 = private static List<ClosedvulnerabilityModel> GetClosedVulnerability()
131 {
132 string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect

Timeout=3@;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False™;

133
134 List<ClosedvulnerabilityModel> closedvulnerabilities = new List<ClosedvulnerabilityModel>();
135 string sqlQuery = "SELECT * FROM dbo.vulnerabilityAssignment WHERE TicketStatus = 'Closed'";
136 =) using (SqlcConnection connection = new SqlConnection(connectionString))
137
138 sqlCommand command = new SqlCommand(sqlQuery, connection);
139 =l {
140 | connection.open();
141 = using (SgqlDataReader reader = command.ExecuteReader())
142 |
143 = while (reader.Read())
10| {
145 = closedvulnerabilities.Add(new ClosedvulnerabilityModel
146 {
147 VulnerabilityAssignmentID = (int)reader["vulnerabilityAssignmentID"],
148 VulnerabilityID = (int)reader["vVulnerabilityID"],
149 TicketUser = reader["TicketUser"].Tostring(),
150 DateAssigned = (DateTime)reader["DateAssigned”],
151 Dateclosed = (DateTime)reader["DateClosed”],
152 TicketStatus = reader["TicketStatus"].ToString(),
153 VulnerabilityTicketNotes = reader["vulnerabilityTicketNotes”].ToString(),
154 | s
155 }
156 I 1
157 I connection.Close();
158 return closedvulnerabilities;
159 | }
160 | }
161 }
162 i [CustomAuthorization]

1 reference
163 = private static List<HighseverityModel> GetHighseverity()
164 {
165 string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect

Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False™;

166
167 List¢HighseverityModel> highseverities = new List<HighseverityModel>();
168 string sqlQuery = "SELECT * FROM dbo.vulnerability WHERE Severity = 'High Risk'";
169 = using (SqlConnection connection = new SglConnection(connectionString))
17e
171 sqlcommand command = new SqlCommand(sqlQuery, connection);
172 = {
173 | connection.open();
174 = using (SglDataReader reader = command.ExecuteReader())
175 |
176 = while (reader.Read())
177 | {
178 = highseverities.Add(new HighseverityModel
179 {
180 VulnerabilityID = (int)reader["vVulnerabilityID"],
181 TestMame = reader["TestName"].ToString(),
182 DateOpen = (DateTime)reader["DateOpen”],
183 Dateclosed = (DateTime)reader["DateClosed"],
184 Severity = reader["Severity"].Tostring(),
185 DREADTotal = (decimal)reader["DREADTotal"],
186 StatusID = reader["StatusID"].ToString(),
187 | 58
188 }
189 I 1
190 I connection.Close();
191 return highSeverities;
192 1
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230
231

232
233
234
235
236
237
238

250

254
255
256

}

[CustomAuthorization]

1 reference

private static List<MediumSeverityModel> GetMediumSeverity()

{

string connectionstring = @"Data Source=(localdb)\MSSQLLocalDB;Initial catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

List<MediumseverityModel> mediumSeverities = new List<MediumsSeverityModel>();
string sqlQuery = "SELECT * FROM dbo.vulnerability WHERE Severity = 'Medium Risk'";
using (SqlConnection connection = new SqlConnection(connectionString))

SqlCommand command = new SqlCommand(sqlQuery, connection);

{
connection.oOpen();
using (SqlDataReader reader = command.ExecuteReader())
while (reader.Read())
{
mediumSeverities.Add(new MediumSeverityModel
{
VulnerabilityID = (int)reader["vulnerabilityiD”],
TestName = reader["TestName”].ToString(),
DateOpen = (DateTime)reader["DateOpen”],
DateClosed = (DateTime)reader["DateClosed"],
Severity = reader["Severity”].Tostring(),
DREADTotal = (decimal)reader["DREADTotal"],
StatusID = reader["StatusID"].ToString(),
IO H
}
}
connection.Close();
return mediumseverities;
}
}
[CustomAuthorization]
1 reference
private static List<LowSeverityModel> GetLowSeverity()
{

string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

List<LowSeverityModel> lowSeverities = new List<LowSeverityModel>();
string sqlQuery = "SELECT * FROM dbo.Vulnerability WHERE Severity = 'Low Risk'™";
using (SqlConnection connection = new SqlConnection(connectionString))

Sqlcommand command = new SqlCommand(sqlQuery, connection);

{
connection.Open();
using (sqlDataReader reader = command.ExecuteReader())
while (reader.Read())
{
lowseverities.Add(new LowSeverityModel
{
VulnerabilityID = (int)reader["VulnerabilityID"],
TestName = reader["TestName”].ToString(),
DateOpen = (DateTime)reader["DateOpen”],
DateClosed = (DateTime)reader["DateClosed"],
Severity = reader["Severity”].Testring(),
DREADTotal = (decimal)reader["DREADTotal"],
StatusID = reader["StatusID"].Tostring(),
B
}
¥
connection.close();
return lowSeverities;
}
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ClosedTestModel.cs

1 Slusing System;

2 using System.Collections.Generic;
3 using System.ComponentModel.DataAnnotations;
4 using System.Ling;
5 | using System.wWeb;
6
7 ~Inamespace Project.Models
8 {
4 references
9 = public class ClosedTestModel
10 {
11 [Display(Name = "Test Assignment ID")]
1 reference
12 public int TestAssignmentID { get; set; }
13 [Display(Name = "Test Mame")]
1 reference
14 public string TestMame { get; set; }
15 [Display(Name = "Assignee™)]
1 reference
16 public string TicketUser { get; set; }
17 [Display(Mame = "Date Assigned")]
18 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{e:dd/mMMM/yyyy}")]
1 reference
19 public DateTime DateAssigned { get; set; }
20 [Display(Name = "Date Closed™)]
21 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{@:dd/MMM/yyyy}")]
1 reference
22 public DateTime DateClosed { get; set; }
23 [Display(Name = "Ticket Status™)]
1 reference
24 public string TicketsStatus { get; set; }
25 [Display(Name = "Ticket Notes")]
1 reference
26 public TestTicketNotes { get; set; }
27 I 1
28 3

38 Sine Doheny | C00226237



ClosedVulnerabilityModel.cs

1g7 FElusing System;

2 using System.Collections.Generic;
3 using system.ComponentModel.DataAnnotations;
4 i System.Ling;
5 g System.Web;
6
7 —Inamespace Project.Models
8 {
4 refi s
9 = public class ClosedvulnerabilityModel
10 {
11 [Display(Name = "vulnerability Assignment ID")]
1 reference
12 public int VulnerabilityAssignmentID { get; set; }
13 [Display(Name = "vulnerability ID")]
1 reference
14 public int vulnerabilityID { get; set; }
15 [Display(Name = "Assignee")]
1 reference
16 public string Ticketuser { get; set; }
17 [Display(Name = "Date Asigned")]
18 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatstring = "{e:dd/mMMM/yyyy}")]
1 reference
19 public DateTime DateAssigned { get; set; }
20 [Display(Name = "Date Closed™)]
21 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{e:dd/mMm/yyyy}")]
1 reference
22 public DateTime DateClosed { get; set; }
23 [Display(Name = "Ticket status™)]
1 reference
24 public string Ticketstatus { get; set; }
25 [Display(Name = "Ticket Notes")]
1 reference
26 public vulnerabilityTicketnotes { get; set; }
27 I 1
28 '}

39 Sine Doheny | C00226237



HighSeverityModel.cs

14" =lusing system;

(<IN < B, B S UV N ]

10
11

12
13

14
15
16

17
18
19

20
21

22
23

24
25

20
27
28
29

{

using System.Collections.Generic;

using System.ComponentModel.DataAnnotations;
using System.Ling;

using System.Web;

=Inamespace Project.Models

4 references

public class HighSeverityModel

{

[Display(Name = "Vulnerability ID")]

1 reference

public int vulnerabilityID { get; set;

[Display(Name = "Test Name™)]

1 reference

public string TestName { get; set; }
[Display(MName = "Date Open™)]
[DisplayFormat(ApplyFormatInEditMode
1 reference

public DateTime DateOpen { get; set;
[Display(Name = "Date Closed")]
[DisplayFormat(ApplyFormatInEditMode

1 reference

public DateTime DateClosed { get; set;

[Display(Name = "Severity"”)]
1 reference

public string Severity { get; set; }

[Display(Name = "DREAD Score Rating")]

1 reference

public decimal DREADTotal { get; set; }

[Display(Name = "Status")]
1 reference

public string StatusID { get; set; }

40

true, DataFormatString

true, DataFormatString

}

"{o:dd/MaM/yyyy}'y]

“{o:dd/MMM/yyyy )™ ]
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LowSeverityModel.cs

1

O~ o s W N

1@
11

12
13

14
15
16

17
18
19

20
21

22
23

24
25

26
27
28

{

Slusing System;

using System.Collections.Generic;

using System.ComponentModel.DataAnnotations;
using System.Ling;

Lusing Sys

tem.Web;

=Inamespace Project.Models

4 references

public class LowSeverityModel

{

[Display(Name = "vulnerability ID")]

1 reference

public int vulnerabilityID { get; set; }

[Display(Name = "Test Name")]

1 reference

public string Testname { get; set; }
[Display(Name = "Date Open")]
[DisplayFormat(ApplyFormatInEditMode
1 reference

public DateTime DateOpen { get; set;
[Display(Name = "Date Closed™)]
[DisplayFormat(ApplyFormatInEditMode

1 reference

true, DataFormatString

true, DataFormatString

public DateTime DateClosed { get; set; }

[Display(Name = "Severity™)]

1 reference

public string Severity { get; set; }
[Display(Name = "DREAD Score Rating")

1 reference

public decimal DREADTotal { get; set; }

[Display(Name = "Status™)]
1 reference

public string StatusID { get; set; }
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MediumSeverityModel.cs
14" Flusing System;

[+=RE NI RV - S VE I )

10
11

12
13

14
15
16

17
18
19

20
21

22
23

24
25

26
27
28

42

using System.Collections.Generic;
using System.ComponentModel.DataAnnotations;
using System.Ling;
| using System.Web;
~Inamespace Project.Models
{
4 references
= public class MediumSeverityModel
{
[Display(Name = "Vulnerability ID")]
1 reference
public int VulnerabilityID { get; set;
[Display(Name = "Test Mame™)]
1 reference
public string TestName { get; set; }
[Display(Name = "Date Open™)]
[DisplayFormat(ApplyFormatInEditMode =
1 reference
public DateTime DateOpen { get; set; }
[Display(Name = “"Daate Closed")]
[DisplayFormat(ApplyFormatInEditMode =
1 reference
public DateTime DateClosed { get; set;
[Display(Name = "Severity")]
1 reference
public string Severity { get; set; }
[Display(Name = "DREAD Score Rating")]
1 reference
public decimal DREADTotal { get; set; }
[Display(Name = "Status™)]
1 reference
public string StatusID { get; set; }
)
L}

true, DataFormatString

true, DataFormatString

¥
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OpenTestModel.cs
14" =lusing System;
2 using System.Collections.Generic;

3 using System.ComponentModel.DataAnnotations;
4 using system.Ling;
5 using System.Web;
6
7 -namespace Project.Models
8 {
9 - pubiicuélass OpenTestModel
10 {
11 [Display(Name = "Test Assignment ID")]
1 reference
12 public int TestAssignmentID { get; set; }
13 [Display(Name = "Test Name™)]
1 reference
14 public string TestName { get; set; }
15 [Display(Name = "Ticket User™)]
1 reference
16 public string TicketUser { get; set; }
17 [Display(Name = "Date Assigned")]
18 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{@:dd/mMmvmM/yyyy}")]
1 reference
19 public DateTime DateAssigned { get; set; }
20 [Display(Name = "Date Closed™)]
21 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{@:dd/MMM/yyyy}")]
1 reference
22 public DateTime DateClosed { get; set; }
23 [Display(Nname = "Ticket Status™)]
1 reference
24 public string TicketStatus { get; set; }
25 [Display(Name = "Ticket Notes™)]
1 reference
26 public string TestTicketNotes { get; set; }
27
28 1
29 1
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OpenVulnerabilityModel.cs

14 Flusing System;

2 using System.Collections.Generic;
3 using System.ComponentModel.DataAnnotations;
4 System.Ling;
5 L System.Web;
6
7 ~Inamespace Project.Models
g {
4 ref es
9 = public class OpenVulnerabilityModel
10 {
11 [Display(Name = "vulnerability Assignment ID")]
1 reference
12 public int vulnerabilityAssignmentID { get; set; }
13 [Display(Name = "vulnerability ID")]
1 reference
14 public int VulnerabilityID { get; set; }
15 [Display(Name = "Assignee")]
1 reference
16 public string TicketUser { get; set; }
17 [Display(Name = "Date Assigned™)]
18 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatsString = "{e:dd/MMM/yyyy}™)]
1 reference
19 public DateTime DateAssigned { get; set; }
20 [Display(Name = "Date Closed")]
21 [DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{e:dd/mMMM/yyyy}")]
1 reference
22 public DateTime DateClosed { get; set; }
23 [Display(Name = "Ticket Status™)]
1 reference
24 public string Ticketstatus { get; set; }
25 [Display(Name = "Ticket Notes™)]
1 reference
26 public VulnerabilityTicketNotes { get; set; }
27 I 1
28 3
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Dashboard View

Index.cshtml

00N s W N R

B R R
B wWNR®

15

using Project.Models
@model dynamic

@{
Layout = null;
}
@{
ViewBag.Title = "";
Layout = "~/Views/Shared/_Lay
¥
<h2> </h2>

<1DOCTYPE html>

=l<html>
—I<head>»

<meta name="viewport" content="width=device-width" />

<title>Index</title>
</head>
-I<body>
<br/>
<hr/>
<h2>Have a great day (@Session
<hr />
<h3>0Open Tests</h3>
= <table class="table">»
= <tr>
<th>TestAssignmentID<
<th>TestName</th>
<th>TicketUser</th>
<th»>DateAssigned</th>
<th>DateClosed</th>
<th>Ticketstatus</th>

<th>TestTicketNotes</th>
<th></th>
</tr>
=] @foreach (OpenTestModel openTests in Model.OpenTestModel)
{
= <tr>
<td>@openTests.TestAssignmentID</td>
<td>@openTests.TestName</td>
<td>@openTests.TicketUser</td>
<td>@openTests.DateAssigned</td>
<td»@openTests.DateClosed</td>
<td>@openTests.TicketStatus</td>
<td>@openTests.TestTicketNotes</td>
</tr>
}
</table>
<hr />
<h3>Closed Tests</h3>
- <table class="table"»
- <tr>
<th>TestAssignmentID</th>
<th>TestName</th>
<th>Ticketuser</th»
<th>DateAssigned</th>
<th>DateClosed</th>

<th>TicketStatus</th>

<th>TestTicketNotes</th>
<th></th>
</tr>
= @foreach (ClosedTestModel closedTests in Model.ClosedTestModel)
{
= <tr>
<td>@closedTests.TestAssignmentID</td>
<td»@closedTests.TestName</td>
<td>@closedTests.TicketUser</td>
<td>@closedTests.DateAssigned</td>
<td>@closedTests.DateClosed</td>
<td>@closedTests.Ticketstatus</td>
<td»@closedTests.TestTicketNotes</td>
</tr>
}
</table>
<hr />

out.cshtml”;

["usersname”]!</h2>

/th>
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77
78
79
80
81
82
83
84
85
86
87
88
89
20
91
92
93
94
95
96
97
98
99
100
lel
102
103
104
1@5
106
1e7
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

<h3>0pen vulnerabilities</h3>
<table class="table">»
<tr>

<th>»vulnerabilityAssignmentID</th>

<th>VulnerabilityID</th>
<th>Ticketuser</th>»
<th>DateAssigned</th>
<th>DateClosed</th>
<th>Ticketstatus</th>»

<th>VulnerabilityTicketNotes</th>

<th></th>
</tr>
@foreach (OpenvulnerabilityModel
{
<tr>
<td>@openvulnerabilities
<td>@openvulnerabilities
<td>@openvulnerabilities

<td>@openvulnerabilities.
<td>@openvulnerabilities.
.Ticketstatus</td>»

.VulnerabilityTicketNotes</td>

<td>@openvulnerabilities
<td>@openvulnerabilities
</tr>
}
</table>
<hr />

<h3>Closed Vulnerabilities</h3>»
<table class="table">
<tr>

openVulnerabilities in Model.OpenvVulnerabilityModel)

.VulnerabilityAssignmentID</td>
.VulnerabilityID</td>
.TicketUser</td»

DateAssigned</td>
DateClosed</td>

<th>VulnerabilityAssignmentID</th>

<th>VulnerabilityID</th>
<th>TicketUser</th>
<th>DateAssigned</th>
<th>DateClosed</th>»
<ths>TicketStatus</th>

<th>VulnerabilityTicketNotes</th>

<th»</th>
</tr>

@foreach (ClosedvulnerabilityModel closedvulnerabilities in Model.ClosedvulnerabilityModel)

{

<tr>

<td>@closedvulnerabilities.VulnerabilityAssignmentID</td>
<td>@closedvulnerabilities.vulnerabilityID</td>
<td>@closedvulnerabilities.TicketUser</td>»
<td>@closedvulnerabilities.DateAssigned</td>
<td>@closedvulnerabilities.DateClosed</td>
<td>@closedvulnerabilities.TicketStatus</td>
<td>@closedvulnerabilities.vulnerabilityTicketNotes</td>

</tr>
}
</table>
<hr />

<h3>High Severity Vulnerabilities</h3>

<table class="table">

<tr>
<th>VulnerabilityID</th>
<th>TestName</th>
<th>DateOpen</th>
<th>DateClosed</th>
<th>Severity</th>
<th>DREADTotal«</th>
<th>StatusID</th>
<ths></th>

<ftr>

@foreach (HighSeverityModel highSeverities in Model.HighSeverityModel)

{

<tr>»

<td>@highSeverities.vulnerabilityID</td>
<td>@highSeverities.TestName</td>
<td>@highSeverities.DateOpen</td>
<td>@highseverities.DateClosed</td>
<td>@highSeverities.Severity</td>
<td>@highsSeverities.DREADTotal</td>
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164
165
166
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168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
283
284
205
206
207
208
209
210
211
212
213
214

3
</table>

<hr />

<table c
<tr>»

</tr
@for
{

}
</table>
<hr />

<table ¢
<tr>»

</tr
@for
{

¥
</table>
<hr />
</body>
</html>

<td>@highSeverities.StatusID</td>

</tr>

lass="table">

<th>vulnerabilityID</th>
<th>TestName</th>
<th>DateOpen</th>
<th»DateClosed</th>
<th>Severity</th»
<th>DREADTotal</th>
<th>StatusID</th>
<th></th>

>

each (MediumSeverityModel

<tr>»

<td>@mediumSeverities.
<td>@mediumSeverities.
<td>@mediumSeverities.
<td>@mediumSeverities.
<td>@mediumSeverities.
<td>@mediumSeverities.
<td>@mediumSeverities.

</tr>

lass="table">

<th>VulnerabilityID</th>
<th>TestName</th>
<th>DateOpen</th>
<th»>DateClosed</th>
<th>Severity</th»
<th>DREADTotal</th>
<th>StatusID</th>»
<th></th>»

>

<h3>Medium Severity Vulnerabilities</h3>

mediumSeverities in Model.MediumSeverityModel)

VulnerabilityID</td>
TestName</td>
DateOpen</td>
DateClosed</td>
Severity</td>
DREADTotal</td>
StatusID</td>

<h3>Low Severity vulnerabilities</h3>

each (LowSeverityModel lowSeverities in Model.LowSeverityModel)

<tr>

<td>@lowSeverities.VulnerabilityID</td>
<td>@lowSeverities.TestName</td>
<td>@lowSeverities.DateOpen</td>
<td>@lowSeverities.DateClosed</td>
<td>@lowSeverities.Severity</td>
<td>@lowSeverities.DREADTotal</td>
<td>@lowSeverities.StatusID</td>

</tr>
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HomeController.cs
1 “lusing System;

2 using System.Collections.Generic;
3 using System.Ling;
4 using System.wWeb;
5 using System.uWeb.Mvc;
. L
7 —Inamespace Project.Controllers
8 {
0 references
9 = public class HomeController : Controller
10 {
0 references
11 = public ActionResult Index()
12 {
13 = if(session["user"] != null) {
14 return RedirectToAction("Index"”, "Dashboard");
15
16 1
17 [ return view();
18 }
19 I
0 references
20 = public ActionResult About()
21 {
22 ViewBag.Message = "Your application description page.";
23
24 return view();
25 1
26 I
0 references
27 = public ActionResult Contact()
28 {
29 ViewBag.Message = "Your contact page.";
30
31 return View();
32 1
33 i 1
34 |}
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Home View

Index.cshtml

N
2 ViewBag.Title = "Home Page”;
3 F
4
5 =l<div class="jumbotron">
6 <h1>Vulnerability Management</hl>
7 <p class="lead">Putting the ease in vulnerabilities.</a></p>
8 </div>
9
10 -ikdiv class="row">
11 = <div class="col-md-4">
12 <h2>Getting started</h2>
13 <p>Login to access your daily tasks</p>»
14 </div>
15 = <div class="col-md-4">
16 <h2>Assistance</h2>
17 <p>Should you require assistance please contact us at Assistance@vulnerabilityManagement.com</p>
18 </div>
19 - <div class="col-md-4">
20 <h2»Vulnerability Management Solutions</h2>
21 <p>Asset Management</p>
22 <p>Test Management</p>
23 <p>Vulnerability Management</p>
24 <p>Track A Vulnerability From Discovery and Assignment Through to Mitigation and Close </p>
25
26 </div>
27 </div>
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TestAssignmentController.cs

“jpsing Project.Controllers.Data;

1
2
3
a

using Project.Models;
using System;
using System.Collections.Generic;
using System.Data.SqlClient;
using System.Ling;

using system.Web;

using System.Web.Mvc;

namespace Project.Controllers

public class TestAssignmentController : Controller

private static string connectionString = @"Data Source=(localdb)\MssQLLocalDB;Initial Catalog=ProjectDs;Integrated Security=True;Connect

Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";
[customauthorization)
public ActionResult Index()
{
List<TestassignmentModel> testAssignments = new List<TestAssignmentModel>();
TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();
testAssignments = testAssignmentDAO.FetchAll();

return View("Index", testAssignments);

[customauthorization]

public ActionResult petails(int id)

{
TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();
TestAssignmentMode] testAssignment = testAssignmentDAO.Fetchone(id);
return View("Details", testAssignment);

[customauthorization]

public ActionResult Create()

{

TestAssignmentModel testAssignment = new TestAssignmentmodel();

//new
testAssignment.ListTestName = PopulateDropDown(" SELECT TestName FROM dbo.Test", "TestName", "TestName");

testAssignment.ListTicketuser = PopulateDropDown(” SELECT Username, Role FROM dbo.Users WHERE Role = ‘PenetrationTester’ ORDER BY Username

, "Username”, "Username");

testAssignment.ListTestStatus = PopulateDropDown(" SELECT StatusType FROM dbo.TestStatus”, "StatusType", "StatusType");

return View("CreateTestAssignmentForm”, testAssignment);

[customAuthorization)

private static List<SelectListItem> PopulateDropDown(string query, string textColumn, string valueColumn)

List<selectiistItem> items = new List<selectiistItem>();
using (Sqlconnection connection = new SqlConnection(connectionstring))

using (SqlCommand cmd = new SglCommand(query))
cmd.Connection = connection;
connection.open();
using (SqlDatareader sdr = cmd,ExecuteReader())
while (sdr.Read())
items.Add(new SelectListItem
Text = sdr[textColumn].Tostring(),
value = sdr[valuecolumn].Tostring()
s
}
connection.close();

}

return items;
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110
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112

[customauthorization]
Qreforences

public ActionResult CreateT i t(Testassi 1 testAssi )

//save it to the database

TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();
testAssignmentDAO. Create(testAssignmentModel);

List<TestAssignmentModel> testAssignments = new List<TestAssignmentModel>();
//How to return full list of assignments instead of the one

testAssignments = testAssignmentDAO.FetchAll();

return View("Index",testAssignments);

}
[CustomAuthorization]

public ActionResult Edit(int id)

{
//new
TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();
TestAssi Model i = testassi etchone(id);
testAssignment.ListTestName = PopulateDropDown(” SELECT TestName FROM dbo.Test”, "TestName™, "TestName");
testAssignment.ListTicketUser = PopulateDropDown(" SELECT Username, Role FROM dbo.Users WHERE Role = 'PenetrationTester’
testAssignment.ListTestStatus = PopulateDropDown(" SELECT StatusType FROM dbo.TestStatus”, “StatusType®, “"StatusType");
return View("UpdateTestAssignmentForm”, testAssignment);

}

[customauthorization]

[HttpPost]

public ActionResult UpdateTestAssignment(TestAssignmentdodel testAssignmentodel)

//save it to the database
TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();

testAssi e(testAssi 'H
return View("Details”, testAssignmentModel);

[customAuthorization]

Oreferences

public ActionResult Delete(int id)

{
TestAssignmentDAO testAssignmentDAO = new TestAssignmentDAO();
testAssignmentDAO.Delete(id);
List<TestAssignmentModel> testAssignments = testAssignmentDAO.FetchAll();
return View("Index", testAssignments);
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TestAssignmentDAO.cs

14 “lusing Project.Models;

2 using System;
3 using System.Collections.Generic;
a using System.Data.SqlcClient;
5
6 =Inamespace Project.Controllers.Data
7
14 references
8 =] internal class TestAssignmentDAO
9 {
10 private string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";
11
4 references
12 = public List<TestAssignmentModel> FetchAll()
13 {
14 List<TestAssignmentModel> returnList = new List<TestAssignmentmodel>();
15 =) using (SqlConnection connection = new SqlConnection(connectionString))
16 {
17 string sqlQuery = "SELECT * FROM dbo.TestAssignment”;
18
19 sqlcommand command = new SqlCommand(sglQuery, connection);
20
21 connection.Open();
22 sqlpataReader reader = command.ExecuteReader();
23 = if (reader.HasRows)
24
25 =] while (reader.Read())
26 {
27 //creating new TestAssignment object and adding it to the list to be returned
28 TestAssignmentModel testAssignment = new TestAssignmentModel();
29 testAssignment.TestAssignmentID = reader.GetInt32(0);
30 testAssignment.TestName = reader.Getstring(1);
31 testAssignment.TicketUser = reader.Getstring(2);
32 testAssignment.DateAssigned = reader.GetDateTime(3);
33 testAssignment.DateClosed = reader.GetDateTime(4);
34 testAssignment.Ticketstatus = reader.cetstring(s);
35 testAssignment.TestTicketNotes = reader.Getstring(6);
36 returnList.Add(testAssignment);
37 3
38 }
39 3
40
a1 return returnlist;
42 }
43
2 references
a4 Bl public TestAssignmentModel Fetchone(int id)
as {
16
a7 //access database
a8 E using (sqlConnection connection = new Sqlconnection(connectionstring))
a9 {
50 string sqlQuery = "SELECT * FROM dbo.TestAssignment WHERE TestAssignmentID B
51
52 sqlcommand command = new SqlCommand(sqlQuery, connection);
53 command.Parameters.Add("@Id", System.Data.SqlDbType.Int).value
54 connection.Open();
55 SqlDataReader reader = command.ExecuteReader();
56
57 TestAssignmentModel testAssignment = new TestAssignmentModel();
58 =] if (reader.HasRows)
59
60 = while (reader.read())
61 {
62 //create new test object and add that to the list to be returned
63
64 testAssignment.TestAssignmentID = reader.GetInt32(0);
65 testAssignment.TestName = reader.GetString(1);
66 testAssignment.TicketUser = reader.Getstring(2);
67 testAssignment.DateAssigned = reader.GetDateTime(3);
68 testAssignment.DateClosed = reader.GetDateTime(4);
69 testAssignment.Ticketstatus = reader.Getstring(s);
70 testAssignment.TestTicketNotes = reader.Getstring(6);
71
72
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139

141
142

}

1 reference

}

return testAssignment;

internal int Delete(int id)

}

using (Sqlconnection connection = new SqlConnection(connectionString))

//prepared statement

//update

string sqlQuery = "DELETE FROM dbo.TestAssignment WHERE TestAssignmentID = @id";
//associate @id with Id parameter

Sqlcommand command = new SqlCommand(sqlQuery, connection);
command.Parameters.Add("@1d", System.Data.sqlDbType.Varchar, 1060).Value = id;

connection.open();
int deletedID = command vOs

return deletedID;

public int Create(Testassignmentodel testAssignmenttodel)

{

//access database
using (sglConnection connection = new SglConnection(connectionstring))

{

string sqlQuery = "INSERT INTO dbo.TestAssignment Values(@TestName, @TicketUser, @DateAssigned, @0ateClosed, @TicketStatus, @TestTickethotes)";

Sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add( “@TestName”, System.Data.SqlDbType.VarChar,1000).Value = testAssignmentdodel.TestName;

command . Parameters.Add("@TicketUser”, System.Data.SqlDbType.varcChar, 1000).value = testAssignmentModel.Ticketuser;
command.Parameters.Add("@DateAssigned”, System.Data.SqlDbType.DateTime).Value = testAssignmentModel.DateAssigned;
command.Parameters.Add("@ateClosed”, System.Data.SqlDbiype.DateTime).Value = testAssignmenttodel.DateClosed;
command.Parameters.Add("@TicketStatus”, System.Data.sqlobType.varChar, 1000).value = testAssignmentModel.TicketStatus;
command.Parameters.Add("@TestTicketNotes”, System.Data.SqlObType.Varchar).value = testAssi 1.TestTi 3

//update Test that ticket is assigned

string sqlQueryl = "Update dbo.Test SET StartDate = @tartDate, EndDate = @EndDate, TestStatus = @TestStatus, TestNotes = @TestNotes WHERE dbo.Test.TestName = @TestName";

//associate @id with Td parameter
SqlCommand commandl = new SqlCommand(sqlQueryl, connection);

command1.Parameters.Add("@TestName™, System.Data.SqlDbType.vVarChar,1000).value = testAssignmentModel.TestName;
command1.Parameters.Add("@StartDate”, System.Data.Sql0bType.DateTime).value = testAssi 1.DateAssi
command1.Parameters.Add("@EndDate”, System.Data.SqlDbType.DateTime).Value = testAssignmentModel.DateClosed;
command1.Parameters,Add("@TestStatus”, System.Data.sqlDbType.varchar, 1000).value = testAssignmentiodel.Ticketstatus;
command1.Parameters.Add("@Testhotes”, System.Data.Sql0bType.VarChar).Value = testAssignmentiodel.TestTicketlotes;

//Insert Assignment To Vulnerability Log

string sqlQuery2 = "INSERT INTO dbo.TestLog VALUES(@TestName, @TicketUser, @CurrentTimestamp, @TicketStatus, @TestTicketfotes)";

//associate @id with Id parameter
Sqlcommand command2 = new SqlCommand(sqlQuery2, connection);

command2.Parameters.Add("@TestName”, System.Data.SqlDbType.VarChar, 1000).value = testAssignmentModel.TestName;
command2.Parameters.Add("@TicketUser”, System.Data.SqlDbType.Varchar, 1000).Value = testAssignmentModel.CurrentUser;
command2.Parameters.Add("@urrentTimeStamp”, System.Data.sSqlDbType.DateTime).value = DateTime.Now;

command2.Parameters.Add("@TicketStatus”, System.Data.Sqlobiype.VarChar, 1000).Value = testAssi Ti
command2.Parameters.Add("@TestTickethotes”, System.Data.SqlDbType.VarChar, 1000).value = testAssi .TestTic
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183

185

187

connection.open();
int newTestAssignmentID = command.ExecuteNonQuery();
command1.ExecuteNonQuery();
command2. ExecuteNonQuery();
return newTestAssignmentID;

}

1r e
= public int Update(TestAssignmentModel testAssignmentModel)

//access the database
= using (Sqlconnection connection = new SqlConnection(connectionstring))

//prepared statement
//update

@Ticketstatus, TestTicketNotes = @TestTickethotes WHERE TestAssignmentID = @TestAssignmentID";

//associate @id with Id parameter

Sqlcommand command = new Sqlcommand(sqlQuery, connection);

command.Parameters.Add("@TestAssignment1D”, System.Data.sqlobType.Int).value = testAssignmentModel.TestAssignmentID;
command.Parameters.Add("@TestName”, System.Data.sqlDbType.varChar, 1000).value = testAssignmentModel.TestName;
command . Parameters.Add("@TicketUser”, System.Data.SglobType.Varchar, 1000).value = testAssignmentmodel.Ticketuser;
command.Parameters. Add("@ateAssigned”, System.Data.SqlDbType ime).value = i i

command. Parameters.Add("@bateClosed”, System.Data.sqlobType.DateTime).value = testAssignmentModel.DateClosed;
command.Parameters.Add("@TicketStatus”, System.Data.sqlDbType.varChar, 1000).value = testAssi WTi ;
command.Parameters.Add("@TestTicketNotes™, System.Data.sqlDbType.varchar).value = test, JTestTi H

//update Test that ticket is assigned

//associate @id with Id parameter
sqlcommand commandl = new Sqlcommand(sqlQueryl, connection);

command1.Parameters.Add("@TestName”, System.Data.sqlDbType.Varchar, 1000).value = testAssignmentModel.TestName;
command1.Parameters.Add("@startDate”, System.Data.sqlobType.DateTime).value = testAssi i
command1.Parameters.Add("@EndDate”, System.Data.SqlDbType.DateTime).Value = testAssignmentModel.DateClosed;
command1.Parameters.Add("@TestStatus", System.Data.SqlDbType.Varchar, 1000).Value = testAssi Wi 5
command1.Parameters.Add("@TestNotes”, System.Data.sqlDbType.varChar).value = testAssi JTestTicl H

//Insert Assignment To Vulnerability Log
string sqlQuery2 = "INSERT INTO dbo.TestLog VALUES(@TestName, @Ticketuser, @CurrentTimeStamp, @TicketStatus, @TestTicketNotes)";

//associate @id with Id parameter
SqlCommand command2 = new SqlCommand(sqlQuery2, connection);

command2.Parameters.Add("@TestNane”, System.Data.sqlDbType.VarChar, 1000).value = testAssignmentModel.TestName;
command2.Parameters. Add("@TicketUser”, System.Data.sqlDbType.varchar, 1000).value = testAssignmenttodel.Currentuser;
command2.Parameters.Add("@CurrentTimeStamp”, System.Data.Sql0bType.DateTime).Value = DateTime.Now;
command2.Parameters.Add("@TicketStatus”, System.Data.sqlobType.varchar, 1060).value = testAssignmentdodel.TicketStatus;
command2.Parameters.Add("@TestTickethotes”, System.Data.SqlObType.VarChar, 1000).value = testAssignmentModel.TestTicketNotes;

connection.open();
int newTe: i 10 = command v();
command1.ExecuteNonQuery();
command2. ExecuteNonQuery();
return newTestAssignmentiD;

string sqlQueryl = “Update dbo.Test SET StartDate = @StartDate, EndDate = @EndDate, TestStatus = @TestStatus, TestNotes = @TestNotes WHERE dbo.Test.TestName

string sqlQuery = "UPDATE dbo.TestAssignment SET TestName = @Testhame, TicketUser = @TicketUser, DateAssigned = @0ateAssigned, DateClosed = @ateClosed, TicketStatus =

= @TestName";
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TestAssignmentModel.cs

14 =psing system;

2 using System.cCollections.Generic;
3 using System.Componenttodel.DataAnnotations;
4 usin i
5 ising Sy
6 using System.Web.Mvc;
7
4 =namespace Project.Models
9
1@ = ;mhhc class TestassignmentModel
11 {
12 [Display(Name = "Test Assignment I0")]
13 public int TestAssignmentID { get; set; }
14 [Display(Name = "Test Name")]
15 public string Testuame { get; set; }
16 [Display(Name = “Assignea"}]
17 public string Ticketuser { get; set; }
18 [pisplay(name = “current user”)]
19 public string CurrentUser { get; set; }
28 [Display(Name = "Date Assigned”)]
21
22 [DisplayFormat{ApplyFormatInEditMode = true, DataFormatString = "{e:dd/MMM/yyyy}")]
23 public DateTime? DateAssigned { get; set; }
24 [pisplay(Name = "Date Closed")]
25 [Displayrormat (ApplyFormatIneditMode = true, DataFormatString = “{@:dd/mMM/yyyy}™)]
26 public DateTime? DateClosed { get; set; }
27 [pisplay(Name = "Ticket Status")]
28 public string TicketStatus { get; set; }
29 [Display(Name = "Ticket Hotes")]
9 referances
30 public string TestTicketmotes { get; set; }
31 public List«SelectlistItem> ListTestMame { get; set; }
32 public List<selectListItem> ListTicketuser { get; set; }
33 public List<Selectlistitem> ListTestStatus { pet; set; }
34
35 = pljhlic ﬁsmssignmcnmndcl(int testassignmentiD, string testName, string ticketuser, DateTime dateassigned, Daterime dateclosed, string ticketstatus, string testTicketnotes)
36
37 TestAssignmentID = testAssignmentlD;
38 TestName = testName;
39 TicketUser = ticketUser;
LC] DateAssigned = dateAssigned;
a1 DateClosed = dateClosed;
a2 Ticketstatus = ticketStatus;
a3 TestTicketNotes = testTicketnotes;
24
5 }
a6
a7 = public TestAssignmentModel()
48 {
a9 this.ListTestName = new List<selectlistTtem>();
50 this.ListTicketUser = new List¢SelectlistTtem»();
51 t ListTeststatus = new List¢selectiistTtems();
52 }
53 }
54 }
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TestAssignment Views

CreateTestAssignmentForm.cshtml

1
2

a

75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
29

101
102

104

[imodel Project.Models.TestAssignmentHodel

@
ViewBag.Title = "*;
Layout = "~/views/shared/_Layout.cshtml";
}
@
string Role;
Role = Session["userRole"].Tostring();
= if (Role == "Administrator")
{
5 else if (Role == "PenetrationTester")
{
¥
5 else
{
Response.Redirect("~/Home/Index") ;
}
}
<h2> </h2>

-f@using (Wtml.Beginform("CreateTestAssignment”, "TestAssignment”))
@4tml . AntiForgeryToken()

-l<div class="form-horizontal">
<br/>

<hr/>

<ha><brAssign Test</b></ha>
<hr/>

@itml .val idationsummary(true,

", new { ficlass = "text-danger” })

9.0 <div class="form-group”>
| @itml, LabelFor (model => model.TestName, htmlAttributes: new { @iclass = "control-label col-md-2" })
- <div class="col-md-16">
@4tml .DropoownListFor{m => m.TestName, Model.ListTestName, “Please select™)
</div>
</div>

900 <div class="form-group™>
| @itml.LabelFor(nodel => model.TicketUser, htmlattributes: new { @class = "control-label col-md-2" })
o <div class="col-md-18">
@Html.DropoownListFor(m => m.TicketUser, Model.ListTicketUser, "Please select")
</div>
</div>

9 | «div hidden class="form-group™>
\ @itml, LabelFor (model => model.CurrentUser, htmlAttributes: new { @class = "control-label col-md-2" })
= «<div hidden class="col-md-10">

</div>
</divy

5 <div class="form-group">

‘ @tml. LabelFor(model => model.DateAssigned, htmlAttributes: new { @class = "control-label col-md-2" })
- <div class="col-md-16">

f4tml . TextBoxFor (model => model.DateAssigned, new { type = “date” })

</divy
</div>
500 <div classe"form-group™>
| @itml.LabelFor(nodel => model.DateClosed, htmlattributes: new { @class = "control-label col-md-2" })
- <div class="col-md-10">
@Html. TextaoxFor(model => model.DateClosed, new { type = "date” })

</div>
</div>

<div class="form-group">

<div class="col-md-10">
@4tml.DropDownListFor(m => m.TicketStatus, Model.ListTestStatus, "Please select™)
</div>
</div>

= <div class="form-group">

= <div class="col-md-10">
@Html.EditorFor(model => model.TestTicketNotes, new { htmlAttributes = new { @class =
@4tml.validationMessageFor(model => model.TestTicketNotes, ""

</div>
I </div>
= <div class="form-group">
é <div class="col-md-offset-2 col-md-18">
<input type="submit” value="Create" class="btn btn-default” />
</div>
</div>
[ </div>
B
=1kdiv>
@Html.ActionLink("Back to List", "Index")
</div>

56

@tml .EditorFor(model => model.Currentuser, new { htmlattributes = new { @class = "form-control”, value = Session["username”] } })

@Html.LabelFor(model => model.TicketStatus, htmlAttributes: new { @class = "control-label col-md-2" })

@Html.LabelFor(model =» model.TestTicketNotes, htmlAttributes: new { @class = "control-label col-md-2" })

"form-control” } })
» new { @class = "text-danger" })
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Details.cshtml

@model Project.Models.TestAssignmentModel

W ND U E W N e

NN NNNNNNE R BB BB PP
NoOUWhWUNPE,OOLONOUVEWNR O

28

@

viewBag.Title =
Layout = "~/views/Shared/_Layout.cshtml®;

H

}
@{
String Role;
Role = Session["userRole"].ToString();
if (Role == "Administrator™)
{
else if (Role == "PenetrationTester™)
{
}
else
{
Response.Redirect ("~/Home/Index");
}
}
<h2» </h2>
Sl<div>
<br />
<hr />
<ha><b>Test Assignment Details</b></h4>
<hr />
<dl class="dl-horizontal">
<dt>
@Html.DisplayNameFor(model => model.TestAssignmentID)
</dt>
<dd>
@Html.DpisplayFor(model => model.TestAssignmentID)
</dd>
<dt>
@Html.DisplayNameFor(model =»> model.TestName)
</dt>
<dd>
@Html.DisplayFor(model => model.TestName)
</dd>
<dt>
@Html.DisplayNameFor(model => model.Ticketuser)
</dt>
<dd>
@Html.DisplayFor(model => model.TicketUser)
</dd>
<dt>
@Html.DisplayNameFor(model => model.DateAssigned)
</dt>
<dd>

@Html.DisplayFor(medel => model.DateAssigned)
</dd>

<dt>

@Html.DisplayNameFor(model => model.DateClosed)
</dt>
<dd>

@Html.pisplayFor(model => model.DateClosed)
</dd>
<dt>

@Html.DisplayNameFor(model => model.TicketStatus)
</dt>
<dd>

@Html.DisplayFor(model => model.TicketStatus)
</dd>

57
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79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94

[i]—

</di
=<p>

</p>

<dt>
@Html.DisplayNameFor{model => model.TestTicketNotes)
</dt>
<dd>
@Html.DisplayFor(model => model.TestTicketNotes)
</dd>
</dl>
V>

@Html.ActionLink("Edit", "Edit", new { id = Model.TestAssignmentID }) |

@Html.ActionLink("Back to List", "Index")

58
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Index.cshtml

1

W NGV AW N

1e
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
49
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78

[pmodel IEnumerable<Project.Models.TestAssignmentModel>

Layout = "~/Views/Shared/_Layout.cshtml";

errole"].Tostring();
istrator™)

d Tests</b></h4>

@Html.ActionLink("Create New", “"Create")

PenetrationTester™)

ect("~/Home/Index");

@f
ViewBag.Title = "";
i
<h2> </h2>
@{
string Role;
Role = Session["us:
if (Role == "Admin
{
<br />
<hr />
<h4><b>Assigne
<hr />
else if (Role == "
{
¥
else
{
Response.Redir
¥
b

<table class="table">
<tr>
<th>
@4tml.Disp
</th>
<th>
@4tml.Disp
</th>
<th>
@Html.Disp
</th>
<th>
@Html.Disp
</th>
<th>
@Html.Disp
</th>
<th>
@Html.Disp
</th>
<th>»
@4tml.Disp
</th>
<th></th>
</tr>

layNameFor(model =>

layNameFor(model =>

layNameFor(model =>

layNameFor(model =>

layNameFor(model =>

layNameFor(model =>

layNameFor(model =>

@foreach (var item in Model)

{
<tr>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.

P

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

model.

model.TestName)

model.TicketUser)

model.DateAssigned)

model.DateClosed)

model.TicketStatus)

model.TestTicketNotes)

=> item.TestAssignmentID)

=> item.TestName)
=> item.TicketUser)
=> item.DateAssigned)

=» item.DateClosed)

59

TestAssignmentID)
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78
79
80
81
82
83
84
85
86
87
88
89
9@
91
92
93
94
95

}

</table>

@tml.
</td>
<td>
@Html.
</td>
<td»
@Html.
</td>
<td>
@Html.
@Html.
@Html.
</td>
</tr>

DisplayFor(modelItem => item.DateClosed)
DisplayFor(modelItem => item.TicketStatus)
DisplayFor(modelItem =»> item.TestTicketNotes)

ActionLink("Edit", "Edit", new { id = item.TestAssignmentID }) |
Actionlink("Details"”, "Details”, new { id = item.TestAssignmentID }) |
ActionLink("Delete", "Delete"”, new { id = item.TestAssignmentID })
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UpdateTestAssignmentForm.cshtml

1 E)model Project.Models.TestAssignmentModel

2

3 @{

4 viewBag.Title = "";

5 Layout = "~/Views/Shared/_Layout.cshtml”;

6 1

7 el

8 string Role;

9 Role = Session["userRole"].ToString();

10 = if (Role == "Administrator™)

11 {

12

13

14 }

15 = else if (Role == "PenetrationTester™)

16 {

17

18 B

19 = else

20 {

21 Response.Redirect("~/Home/Index");

22 }

23

24 <h2> </h2>

25

26

27 Sl@using (Html.BeginForm("UpdateTestAssignment™, "TestAssignment"))

28

29 @Html.AntiForgeryToken()

30

31 =l«<div class="form-horizontal™>

32 <br />

33 <hr />

34 <ha><b>Update Test Assignment</b></h4>

35 <hr />

36 @4tml.validationSummary(true, "", new { @class = "text-danger" })

37 - <div hidden class="form-group">

38 @Html.LabelFor(model => model.TestAssignmentID, htmlAttributes: new { @class = "control-label col-md-2" })
39 ] <div hidden class="col-md-1@">

40 @4tml.editorFor(model => model.TestAssignmentID, new { htmlAttributes = new { @class = "form-control” } })
a1 @Html.validationMessageFor(model => model.TestAssignmentID, "", new { @class = "text-danger” })
a2 </div>

43 </div>

44

45 = <div class="form-group">

46 @Html.LabelFor(model => model.TestName, htmlAttributes: new { @class = "control-label col-md-2" })
47 ] <div class="col-md-10">

a8 @Html.DropDownListFor(m => m.TestName, Model.ListTestName, "Please select")

49 </div>

50 </div>

51

52 B <div class="form-group">

53 @Html.LabelFor(model => model.TicketUser, htmlAttributes: new { @class = "control-label col-md-2" })
54 = <div class="col-md-18">

55 @Html.DropDownListFor(m => m.TicketUser, Model.ListTicketUser, "Please select")

56 </div>

57 </div>

58

59 = <div hidden class="form-group">

60 @Html.LabelFor(model => model.CurrentUser, htmlAttributes: new { @class = "control-label col-md-2" })
61 = <div hidden class="col-md-10">

62 @Html.editorFor(model => model.CurrentuUser, new { htmlAttributes = new { @class = "form-control”, value = Session["username"] } })
63 </div>

64 </divs

65

66 = <div class="form-group">

67 @Html.LabelFor(model => model.DateAssigned, htmlAttributes: new { @class = "control-label col-md-2" })
68 =] <div class="col-md-10">

69 @+tml.EditorFor(model => model.DateAssigned, new { htmlAttributes = new { @class = "form-control™ } })
70

71 </div>

72 </divs

73

74 B <div class="form-group">

75 @Html.LabelFor(model => model.DateClosed, htmlAttributes: new { @class = "control-label col-md-2" })
76 ] <div class="col-md-10">

77 @Html.EditorFor(model => model.DateClosed, new { htmlAttributes = new { @lass = "form-control” } })
78 </div>
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79
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81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102

le4
105
106
107
leg
109

</div>
</div>

<div class="form-group”>

<div class="col-md-10">

</div>
<fdiv>

<div class="form-group">

<div class="col-md-10">

</div>
</div>

<div class="form-group">
<div class="col-md-offset-2 col-md-10">

</div>
</div>
</div>
ki
S<div>

@Html.ActionLink("Back to List™, "Index™)
</div>

62

, new { @class

<input type="submit" value="Create" class="btn btn-default” />

@Html.LabelFor(model => model.Ticketstatus, htmlattributes: new { @class = "control-label col-md-2" })

@Html.DropDownListFor(m => m.TicketStatus, Model.ListTestStatus, "Please select")

@Html.LabelFor(model => model.TestTicketNotes, htmlAttributes: new { @class = "control-label col-md-2" })

@Html.EditorFor(model => model.TestTicketNotes, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageFor(model => model.TestTicketNotes,

"text-danger" })
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TestsController.cs

1
2
3
4
5
6
7
8
9

10
11

12
12
14

15
16

17
18
19
20
21
22
23
24

25
26
27
28
29
3e
31

=lsing Project.pata;
using Project.Models;
using System;
using System.Collections.Generic;
using System.Data.SqlClient;
System.Ling;
System.Web;
using System.Web.Mvc;

“Inamespace Project.Controllers

{
0 references
= public class TestsController : Controller

{

[CustomAuthorization]
0 references
= public ActionResult Index()
{
List<TestModel> tests = new List<TestModel>();
TestDAO testDAO = new TestDAO();
tests = testDAO.FetchAll();
return View("Index", tests);

[CustomAuthorization]

0 references

= public ActionResult Details(int id)

{
TestDAO testDAO = new TestDAO();
TestModel test = testDAO.Fetchone(id);
return view("Details"”, test);

}

[customAuthorization]

0 references

= public ActionResult Create()

{
TestModel test = new TestModel();
test.ListAssetName

return View("CreateTestForm", test);

[CustomAuthorization]

4 references

(i

{

List<SelectListItem> items = new List<SelectListItem>();

[—01

using (SglCommand e¢md = new SqlCommand(query))
{
cmd.Connection = connection;
connection.Open();
using (sqlpatareader sdr

cmd. ExecuteReader())

while (sdr.Read())
{

[1]——{1—10)

items.Add(new SelectListItem

Text = sdr[textColumn].ToString(),
value = sdr[valueColumn].Tostring()

1
}

connection.Close();

¥

return items;

using (SqlConnection connection = new SqlConnection(connectionString))

63

private static string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustServercertificate=False;ApplicationIntent=Readwrite;Multisubnetrailover=rFalse";

populateDropDown(" SELECT AssetName FROM dbo.Asset™, "AssethName", "AssetName");
test.ListTestStatus = PopulateDropDown(” SELECT StatusType FROM dbo.TestStatus”, "StatusType"”, "StatusType");

private static List<SelectListItem> PopulateDropDown(string query, string textColumn, string valueColumn)
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65
66

67
68
69
70
71
72
73
74
75

76
77
78
79
80
81
82
83
84
85

86
87
88
89
20
91
92
93
94
95
96
97
98

99
1ee
101
1le2
183
le4

106

1le7
1e8
189
11e

112
113
114
115
116

]
i}

}
[customauthorization]
0 references

public ActionResult CreateProcess(TestModel testModel)

{
//save it to the database
TestDAO testDAO = new TestDAO();

testDAD.Create(testModel);
return View("Details"”, testModel);

[CustomAuthorization]

0 references
public ActionResult Edit(int id)
{

TestDAO testDAO = new TestDAO();
TestModel test = testDAO.FetchoOne(id);

test.ListAssetName = PopulateDropDown(" SELECT AssetName FROM dbo.Asset”, "AssetName", "AssetName™);
test.ListTestStatus = PopulateDropDown(" SELECT StatusType FROM dbo.TestStatus"”, "StatusType", "StatusType");

return View("UpdateTestForm", test);

[CustomAuthorization]
[HttpPost]

0 references

public ActionResult UpdateTest(TestModel testModel)

{
//save it to the database
TestDAO testDAO = new TestDAO();

testDAD.Update(testModel);

//Back to index list

List<TestModel> tests = new List<TestModel>()
tests = testDAO.FetchAll();

return View("Index", tests);

}

[customauthorization]

0 references

public ActionResult Delete(int id)

{
TestDAD testDAO = new TestDAO();
testDAO.Delete(id);
List<TestModel> tests = testDAO.FetchAll();
return View("Index", tests);

}

[customauthorization]

0 references

public ActionResult TestEventLog(string name)

{
List<TestModel> test = new List<TestModel>();
TestDAO testDAO = new TestDAO();
test = testDAO.GetTestEventLog(name);
return View("TestEventLog", test);

H
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TestDAO.cshtml

1/
2

Nou e uw

@

10
11

12
13
14

=sing Project.Models;

using System;
using System.Collections.Generic;
using System.Data.SqlClient;

namespace Project.Data
{
14 ref
internal class TestDAO

{

//connect to database

private string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

//Performs all operations on database, create, read, read one, update, delete

2 references
public List<TestModel> FetchAll()
{

List<TestModel> returnList = new List<Testrodel>();

//access database
using (SqlConnection connection = new SqlConnection(connectionString))
string sqlQuery = "SELECT * FROM dbo.Test";
sqlcommand command = new SqlCommand(sqlQuery, connection);
connection.Open();
sqlbataReader reader = command.ExecuteReader();
if (reader.HasRows)
{
while (reader.Read())
{
//create new test object and add that to the list to be returned
TestModel test = new TestModel();
test.TestID = reader.GetInt32(8);
test.TestName = reader.Getstring(1);
test.AssetName = reader.Getstring(2);
test.SstartbDate = reader.GetDateTime(3);
test.EndDate = reader.GetDateTime(4);
test.signoff = reader.GetBoolean(5);
test.URL = reader.GetString(6);
test.Description = reader.Getstring(7);
test.ContactID = reader.GetString(8);
test.Teststatus = reader.Getstring(9);
test.TestNotes = reader.Getstring(11);
//adding to list to be returned
returnList.Add(test);

return returnList;

rence

Lre
internal int Delete(int id)

{

using (sglconnection connection = new sglconnection(connectionstring))

//prepared statement
//update
string sqlQuery = "DELETE FROM dbo.Test WHERE TestID = @id";

//associate @id with Id parameter

sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add("@Id", System.Data.SqlDbType.varchar, 1000).value

65

= id;
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connection.open();
int deletedID = command.ExecuteNonQuery();

return deletedID;

+
2 references
public Testmodel Fetchone(int id)
{
/laccess database
using (sqlconnection connection = new sqlconnection{connectionstring))
string sqlQuery = "SELECT * FROM dbo.Test WHERE TestID = @id";
sqlcommand command = new Sqlcommand(sqlQuery, connection);
command . Parameters.Add("@Id", System.Data.sqlDbType.Int).value = id;
connection.open();
5qlDataReader reader = command.ExecuteReader();
TestModel test = new TestModel();
if (reader.HasRows)
while (reader.Read())
/lcreate new test object and add that to the list to be returned
test.TestID = reader.GetInt32(@);
test.TestName = reader.GetString(1);
test.AssetName = reader.GetString(2);
test.StartDate = reader.GetDateTime(3);
test.EndDate = reader.GetDateTime(d);
test.Signoff = reader.GetBoolean(s);
test.URL = reader.Getstring(6);
test.Description = reader.Getstring(7);
test.ContactID = reader.GetString(s);
test.Teststatus = reader.Getstring(9);
test.TestNotes = reader.GetString(11);
}
return test;
}
+

1 refer

public int Create(Testrodel testrodel)

//access database
using (sqlconnection connection = new sqlconnection(connectionstring))

string sqlouery = "INSERT INTO dbo.Test values(@TestName, @AssetName, @istartpate, @EndDate, @signoff, @URL, @Description, @iContactIn, @Teststatus, @Ticketuser, @Testmotes)”;
sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters .Add("@TestHame”, System.Data.SqlobType.varchar,1000).value = testModel.TestHame;
command. Parameters . Add("@ssethame”, System.Data.SqlDbType.VarChar, 100@).Value = testModel.Assethame;
command . Parameters . Add(“@startDate”, System.Data.sqlDbType.DateTime).value = testModel.StartDate;

command . Parameters . Add("@EndDate”, System.Data.SqlDbType.DateTime).value = testModel.EndDate;

command , Parameters . Add("@signoff”, System.Data.SqlDbType.Bit).Value = testModel.sign0ff;

command . Parameters.Add(“@URL", System.Data.sqlDbiype.varchar, 1009).value = testModel.URL;
conmand,Parameters  Add("@escription”, System.Data.sqlDbType.VarChar, 1000).value = testiodel.Description;
command. Parameters . Add("@ontactID”, System.Data.SqlDbType.VarChar, 100@).Value = testModel.ContactID;
command . Parameters . Add(“@Teststatus”, System.Data.5glDbType.varChar, 1009).value = testModel.TestStatus;
command . Parameters . Add("@TicketUser”, System.Data.5qlDbType.VarChar, 100@).Value = “Empty”;

command ., Parameters . Add("@TestHotes”, System.Data.SqlDbType.VarChar, 100@).value = testModel.TestNotes;

connection.open()}
int newTestID = command. ExecuteNonQuery();
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181

183

186

191

211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238

int newTestID = command.ExecuteNonQuery();
return newTestID;

}

public int Update(Testrodel testtodel)

TicketStatus = @TicketStatus, TestTicketNotes = @TestTickethotes

@TestTickethotes)™;

{

/laccess the database

using (SglConnection connection = new SqlConnection(connectionString))
//prepared statement
//update
string sqlQuery = "UPDATE dbo.Test SET TestName = @TestName, StartDate = @tartDate, EndDate = @EndDate, SignOff = @SignOff, TestStatus = @TestStatus, Ticketuser =

@TicketUser, Testhotes = @TestNotes WHERE TestID = @TestID";
//associate @id with Id parameter
Sqlcommand command = new SqlCommand(sqlQuery, connection);
command. Parameters.Add("@TestID", System.Data.Sql0bType.Int).Value = testModel.TestID;
command.Parameters.Add(“@TestName”, System.Data.SqlDbType.varChar, 1000).value = testModel.TestName;
command . Parameters.Add("@startDate”, System.Data.SqlDbType.DateTime).value = testModel.StartDate;
command.Parameters.Add("@EndDate”, System.Data.SqlDbType.DateTime).value = testModel.EndDate;
command.Parameters.Add("@5ign0ff", System.Data.sqlDbType.Bit).Value = testModel.Signoff;
command.Parameters.Add("@TestStatus”, System.Data.sqlobType.varChar, 1000).value = testModel.TestStatus;
command . Parameters.Add("@TicketUser”, System.Data.SqlDbType.varChar, 1000).value = testModel.Ticketuser;
command.Parameters.Add("@TestNotes”, System.Data.sqlDbType.varChar, 1000).value = testrodel.TestNotes;
//update Test Assignment
string sqlQueryl = "Update dbo.TestAssignment SET DateAssigned = @DateAssigned, DateClosed = @0ateClosed,
WHERE dbo.TestAssignment.TestName = @TestName";

//associate @id with 1d parameter
Sqlcommand commandl = new SqlCommand(sqlQueryl, connection);
command1.Parameters.Add("@TestName”, System.Data.sqlDbType.varChar,1000).value = testtodel.TestName;
command1.Parameters.Add(“@0ateClosed”, System.Data.SqlDblype.DateTime).value = testModel.EndDate;
command1.Parameters.Add("@ateAssigned”, System.Data.SqlDbType.DateTime).vValue = testModel.StartDate;
command1.Parameters.Add("@TicketStatus”, System.Data.SqlDbType.varChar, 1000).value = testModel.TestStatus;
command1.Parameters.Add("@TestTicketNotes”, System.Data.sqlobType.Varchar, 1000).Value = testModel.TestNotes;
//1nsert Edit To Test Log
string sqlQuery2 = "INSERT INTO dbo.TestLog VALUES(@Testhame, @TicketUser, @CurrentTimeStamp, @TicketStatus,
//associate @id with Id parameter
sqlcommand command2 = new 5qlCommand(sqlQuery2, connection);
command2.Parameters.Add("@TestName", System.Data.SqlDbType.varChar,1000).value = testModel.TestName;
command2.Parameters.Add("@TicketUser™”, System.Data.SqlobType.varChar, 1000).value = testModel.CurrentUser;
command2.Parameters.Add("@CurrentTimestamp”, System.Data.Sql0bType.DateTime).value = DateTime.Now;
command2.Parameters.Add("@TicketStatus™, System.Data.sqlDbType.varChar, 1000).value = testModel.TestStatus;
command2.Parameters.Add("@TestTicketNotes”, System.Data.SqlobType.VarChar, 1000).Value = testModel.TestNotes;
connection.open();
int newTestID = command.ExecuteNonQuery();
command1. ExecuteNonQuery() ;
command2. ExecuteNonQuery() ;
return newTestID;

}

}

1 reference
public List<TestModel> GetTestEventLog(string name)
{

List<TestModel> returnList = new List<TestModel>();

using (Sqlconnection connection = new SqlConnection(connectionString))

string sqlQuery = "SELECT * FROM dbo.TestLog WHERE TestName = @name";
sqlcommand command = new SqlCommand(sqlQuery, connection);

sqlcommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add("@name", System.Data.SqlDbType.varchar,1000).vValue = name;

connection.Open();
sqlDataReader reader = command.ExecuteReader();
if (reader.HasRows)

while (reader.Read())
{

//creating new object and adding it to the list to be returned

TestModel test = new TestModel();
test.TestLogID = reader.GetInt32(0);
test.TestName = reader.Getstring(1);
test.TicketUser = reader.GetString(2);
test.CurrentTimeStamp = reader.GetDateTime(3);
test.TicketStatus = reader.Getstring(a);
test.TestTicketNotes = reader.GetString(5s);
returnList.Add(test);

}

return returnList;
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TestModel.cs

13
14

15
16

17
18

19
20

21
22

23
24

25
26

27
28

40
a1

a2
a3

a4
45

46
a7

48

49

using
using

using

g Sys

System;
System.Collections.Generic;
System.ComponentModel.DataAnnotations;

m.Ling;
System.wWeb;
System.Web.Mvc;

=Inamespace Project.Models

public class TestModel

{

[Display(Name = "Test ID")]

4 ref
public int TestID { get; set; }
[Display(name = "Test Log ID")]

1 ref
public int TestLogID { get; set; }
[Display(Name = "Test Name")]

pubilc string TestName { get; set; }
[Display(Name = "Asset”)]

bu‘blic string Assethame { get; set; }
[Display(Name = "Ticket status™)]

1 reference

public string TicketStatus { get; set; }
[Display(Name = "Ticket Notes")]

1refe

public string TestTicketNotes { get; set; }
[Display(Name = "Current TimeStamp")]

1 ref

public DateTime CurrentTimeStamp { get; set;
[Display(Name = "Start Date")]

[

[DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{@:dd/mMMM/yyyy}™)]
6 references

public DateTime StartDate { get; set; }

[Display(Name = "End Date")]

[DisplayFormat(ApplyFormatInEditMode = true, DataFormatString = "{@:dd/mMMM/yyyy}™)]
6 references

public DateTime EndDate { get; set; }

[Display(Name = "Sign Off Documents™)]

pu‘brll.c bool signoff { get; set; }
[Display(Name = "URL")]

4 ref

public string URL { get; set; }
[Display(Name = "Description™)]

1 ref

public string Description { get; set; }
[Display(Name = "Contact ID")]

4 ref s
public string ContactID { get; set; }
[Display(Name = "Test Status™)]

public string Teststatus { get; set; }
[Display(Name = "Assignee")]

2 s
public string Ticketuser { get; set; }
[Display(Name = "Curent User™)]

public string CurrentUser { get; set; }
[Display(name = "Test Notes")]

6 references

public string TestNotes { get; set; }

public List<SelectListItem> ListAssetName { get; set; }

bub

lic List<SelectListItem> ListTestStatus { get; set; }

{
TestID = testID;
TestName = testName;
StartDate = startDate;
EndDate = endDate;
signoff = signoff;
URL = URL;

68

bubilc TestModel(int testID, string testMame, DateTime startDate, DateTime endDate, bool signOff, string uRL, string description, string contactID)
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63

64
65
66
67
68
69
70

Description = description;
ContactID = contactID;

4 references

public TestModel()

{
this.ListAssetName = new List<SelectListItem>();
this.ListTestStatus = new List<SelectListItem»();
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Test Views

CreateTestForm.cshtml

1 [gmodel Project.Models.TestHodel

2

ER ¢

4 viewBag.Title = "";

5 Layout = "~/Views/sShared/_ Layout.cshtml”;

N

7 @{

8 string Role;

9 Role = Session["userRole"].ToString();

1@ = if (Role == "Administrator")

11 i

12

13

14

15 = else if (Role == "PenetrationTester”)

16 {

17

18 }

19 = else

20 0

21 Response.Redirect("~/Home/Index");

22 }

23 )

24 <h2></h2>

25

26

27 =@using (Html.BeginForm("CreateProcess”, "tests"))

28

29 @Html.AntiForgeryToken()

30

31 =i<div class="form-horizontal">

32 <br />

33 <hr />

34 <hd><b>Create Test</b></h4d>

35 <hr/>

36 @Html.validationsummary(true, "", new { @class = "text-danger" })

37

38 = <div class="form-group">

39 @Html.LabelFor(model => model.AssetName, htmlAttributes: new { @class = "control-label col-md-2" })
40 = <div class="col-md-10">

a1 @Html.DropDownlistFor(m => m.AssetName, Model.ListAssetMame, "Please select")

42 <fdiv>

43 L </div>

a4 I

45 = <div class="form-group">

a6 @Html.LabelFor(model => model.TestName, htmlAttributes: new { @class = "control-label col-md-2" })
a7 = <div class="col-md-18">

438 @Html.editorFor(model => model.TestName, new { htmlAttributes = new { @class = "form-control™ } })
49 @Html.validationMessageFor(model => model.TestName, "", new { @class = "text-danger" })
50 | </div>

51 </div>

52 |

S3 = <div class="form-group">

54 @Html.LabelFor(model => model.StartDate, htmlAttributes: new { @class = "control-label col-md-2" })
55 = <div class="col-md-10">

56 @Html. TextBoxFor(model => model.StartDate, new { type = "date" })

57 </div>

58 L </divs

59 |

6@ = <div class="form-group">

61 @Html.LabelFor(model => model.EndDate, htmlAttributes: new { @class = "control-label col-md-2" })
62 = <div class="col-md-18">

63 @Html.TextBoxFor(model => model.EndDate, new { type = "date™ })

64 </div>

65 L </divs

66 I

67 = <div class="form-group">

68 @Html.LabelFor(model => model.Signoff, htmlAttributes: new { @class = "control-label col-md-2" })
69 Z‘ <div class="col-md-10">

70 = <div class="checkbox">

71 @4tml.EditorFor(model => model.Signoff)

72 @Html.validationMessageFor(model => model.signoff, "", new { @class = “"text-danger” })
73 </div>

74 </div>

75 </div>

76

77 = <div class="form-group">

78 @Html.LabelFor(model => model.URL, htmlAttributes: new { @class = "control-label col-md-2" })
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@Html.LabelFor(model => model.URL, htmlAttributes: new { @class = "control-label col-md-2" })
= <div class="col-md-10">
@Html.EditorFor(model => model.URL, new { htmlAttributes = new { @class = "form-control™ } })
@Html.validationMessageFor(model => model.URL, "", new { @class = “text-danger” })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.Description, htmlAttributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.Description, new { htmlAttributes = new { @class = "form-control™ } })
@Html.validationmessageFor(model => model.Description, "", new { @class = "text-danger" })
</div>
</div>

<div class="form-group”>
@Html.LabelFor(model => model.ContactID, htmlAttributes: new { @class = “"control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.ContactID, new { htmlAttributes = new { @class = "form-control”, value = Session["username”] } })
</div>
</div>
<div class="form-group”>
@Html.LabelFor(model => model.TestNotes, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.TestMotes, new { htmlAttributes = new { @class = "form-control” } })
</div>
</div>
<div class="form-group">
@Html.LabelFor(model => model.TestStatus, htmlAttributes: new { @class = "control-label col-md-2" })
= <div class="col-md-10">
@4tml.DropDownListFor(m => m.TestStatus, Model.ListTestStatus, "Please select™)
</div>
</div>

<div hidden class="form-group”>
@Html.LabelFor(model => model.TicketUser, htmlAttributes: new { @class = "control-label col-md-2" })
<div hidden class="col-md-10">
@Html.EditorFor(model => model.TicketUser, new { htmlAttributes = new { @class = "form-control”, value = "Empty” } })
</div>
</div>

<div class="form-group">
<div class="col-md-offset-2 col-md-10">
<input type="submit” value="Create" class="btn btn-default” />
</div>
</div>
</div>

}

=i<div>
@4tml.ActionLink("Back to List™, "Index™)
</div>

@section Scripts {
@scripts.Render("~/bundles/jqueryval™)
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Details.cshtml

[gmodel Project.Models.TestModel

1
2
3
4
5
6
7
8
9

1@
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
a1
a2
43
a4
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78

@{
ViewBag.Title = "";
Layout = "~/Views/Shared/ Layout.cshtml";
}
@{
string Role;
Role = Session["userRole"].ToString();
if (Role == "Administrator™)
{
else if (Role == "PenetrationTester")
{
s
else
{
Response.Redirect("~/Home/Index");
¥
<h2></h2>
<div>
<br />
<hr />
<ha><b>Test Details</b></ha>
<hr/>
<dl class="dl-horizontal">
<dt>
@Html.pisplayNameFor(model => model.TestName)
</dt>
<dd>
@Html.pisplayFor(model => model.TestName)
</dd>
<dt>
@Html.pisplayNameFor(model => model.AssetName)
</dt>
<dd>
@Html.pisplayFor(model => model.AssetName)
</dd>
<dt>
@Html.pisplayNameFor(model => model.StartDate)
</dt>
<dd>
@Html.pisplayFor(model => model.StartDate)
</dd>
<dt>
@Html.pisplayNameFor(model => model.EndDate)
</dt>
<dd>
@Html.pisplayFor(model =»> model.EndDate)
</dd>
<dt>
@Html.DisplayNameFor(model => model.Signoff)
</dt>
<dd>
@Html.pisplayFor(model =»> model.Signoff)
</dd>
<dt>
@Html.DisplayNameFor(model => model.URL)
</dt>
<dd>
@Html.DisplayFor(model => model.URL)
</dd>
<dt>
@Html.pisplayNameFor(model => model.Description)
</dt>
<dd>
@Html.pisplayFor(model => model.Description)
</dd>
<dt>
@Html.pisplayNameFor(model => model.ContactID)
</dt>
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</dt>

78 L

79 = <dd>

80 @Html.DisplayFor(model => model.ContactID)

81 </dd>

82 2 <dt>

83 @Html.DisplayNameFor(model => model.TestNotes)
84 </dt>

85 = <dd>

86 @Html.DisplayFor(model => model.TestNotes)

87 </dd>

88 = <dt>

89 @Html.DisplayNameFor(model => model.TestStatus)
9@ </dt>

91 [ <dd>

92 @Html.DisplayFor(model => model.TestStatus)

93 </dd>

94 I

95 </dl>

96 </div>

97 =<p>

o8 @Html.ActionLink("Edit"”, "Edit", new { id = Model.TestID }) |
99 @Html.ActionLink("Back to List", "Index™)

100 </p>

101 @itml.Actionlink("TestEventlog”, "TestEventLog”, new { name = Model.TestName })

73 Sine Doheny | C00226237



Index.cshtml

[pmodel TEnumerable<Project.Models.TestModel>

W NN R W N =

NN SNSNSNNSNNOOONOON N DU WU WU U WU U RS RERDEDRBRRDWWWWWWWWWWANMNMRNNRERERNRNNMNRERRRR R B B3B3
NOUEWNRE,E DN U WNRESOOLONEURNRE 00N AR WUNRE®OONOUEWUNRE OO ®ONOUEWNRE®0OK0NONEWNR®

J
H

@{

ViewBag.Title
Layout = "

2

~/Views/Shared/_Layout.cshtml”;

model

model

model

model

model

model

model

model

model

model

}
a{
string Role;
Role = Session["userRole"].ToString();
= if (Role == "Administrator")
{
L 1
= else if (Role == "PenetrationTester")
{
L 1
= else
{
Response.Redirect("~/Home/Index");
}
<h2> </h2>
=1<p>
<br />
<hr />
<h4><b>Tests</b></ha>
<hr />
@Html.ActionLink("Create New", "Create")
</p>
?(table class="table">
? <tr>
= <th>
@Html.DisplayNameFor(model =>
</th>
= <th>
@Html.DisplayNameFor(model =>
</th>
=l <th>
@Html.DisplayNameFor(model =>
</th>
=l <th>
@Html.DisplayNameFor(model =>
</th>
B <th>
@Html.DisplayNameFor(model =>
</th>
& <th>
@Html.DisplayNameFor(model =>
</th>
=l <th>
@Html.DisplayNameFor(model =>
</th>
=l <th>
@Html.DisplayNameFor(model =>
</th>
= <th>
@Html.DisplayNameFor(model =»>
</th>
= <th>
@Html.DisplayNameFor(model =>
</th>
I <th></th>
</tr>

%(tr>
=

<td>

g@foreach (var item in Model) {

.TestName)

.AssetName)

.StartDate)

.EndDate)

.Signoff)

.URL)

.Description)

.ContactID)

.TestNotes)

.TestStatus)

@Html.DisplayFor(modelItem => item.TestName)

</td>
<td>

@Html.DisplayFor(modelItem => item.AssetName)

</td>
<td>

@Html.DisplayFor(modelItem => item.StartDate)

PTN
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77
78
79
80
81
82
83
84
85
86
87
88
89
9@
91
92
93
94
95
96
97
98
99
100
101
102
183
184
185
106
1e7
108
109

</td>»
<td>

</td>
= <td>

</td>»
= <td>

</td>
= <td>

</td>»
=l <td>

</td>
= <td>

</td>»
<td>

</td>
= <td>

i </td>
_</tr>

|}

_(/table)

@Html.

@Html.

@Html.

@Html.

@Html.

@Html.

@Html.

@Html.

@Html.
@Html.
@Html.

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

item.

item

item.

item

item.

item

item

item.

StartDate)

.EndDate)

Signoff)

.URL)

Description)

.ContactID)

.TestNotes)

TestStatus)

ActionLink("Edit™, "Edit", new { id = item.TestID }) |
ActionLink("Details", "Details"”, new { id = item.TestID }) |
ActionLink("Delete", "Delete", new { id = item.TestID })
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TestEventLog.cshtml

[pmodel TEnumerable<Project.Models.TestModel>

1

W N s wWN

DA O DD DM W WU WU WU U BB B S BRBR R R BB W W WU U W W W W WA R RN NN RN R R R R R
AU A WNR ®ODONONE URNR®OONDNDE WNR ODVEONGUEUDNR @O 0NN E WN R ®W0SNOWNEWNR®

3

@{

¥

ViewBag.Title

E

Layout = "~/Views/Shared/_Layout.cshtml”;

<h2> </h2>

-l<p>

<br />
<hr />

<h4><b>Test Event Log</b></h4>

<hr/>

7(/p>

<table class="table">»

<tr>
<th>
@Html.
</th>
<th>»
@Html.
</th>
<th>
@Html.
</th>
<th>
@Html.
</th>
<th>»
@Html.
</th>
<th>
@Html.
</th>
<th></th>
</tr>

DisplayNameFor(model

DisplayNameFor (model

DisplayNameFor(model

DisplayNameFor (model

DisplayNameFor(model

DisplayNameFor (model

@foreach (var item in Model) {

<tr>
<td>»
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
<td>
@Html.
</td>
</tr>

_(/table)
Sl<divy

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

model.TestLogID)

model.TestName)

model.TicketUser)

model.CurrentTimeStamp)

model.TicketStatus)

model.TestTicketNotes)

item.TestLogID)

item.TestName)

item.TicketUser)

item.CurrentTimestamp)

item.TicketStatus)

item.TestTicketNotes)

@Html.ActionLink("Back to List", "Index™)

| </div>

76 Sine Doheny | C00226237



UpdateTestForm.cshtml

L NGOV W N R

D I R e e
POLo N s Wk e
[+ op [

~
N

}

NN RN
N oA AW

QOO DD DU WAL S SRR RSB R RS W W WL W W W W N
AU NPOILVLRRITUARDRNPOILOLNYNOURWUNPOIOCONGUREWNRPE DL ®
(1] {1l {1l {1} {1} [t L1 (1] 1

SN NNNNNNNOO O
XN AU EWRNRPE DO NN
[ [ =[] [

@{

[fmodel Project.Models.TestModel

VviewBag.Title = "";
Layout = "~/Views/Shared/_ Layout.cshtml";

String Role;
Role = Session["userrRole"].Tostring();
if (Role == "Administrator")

{

}

else if (Role == "PenetrationTester")

{
}

else

{

Response.Redirect("~/Home/Index");

}

<h2></h2>

{

“j@using (Html.BeginForm("UpdateTest"”, "tests"))

@Html.AntiForgeryToken()

<div class="form-horizontal">
<br/>
<hr/>
<h4><b>Update Test</b></ha>
<hr/>
@Html.validationSummary(true,

, new { @class = "text-danger” })

<div hidden class="form-group">
@itml.LabelFor(model =»> model.TestID, htmlAttributes: new { @class = "control-label col-md-2" })
<div hidden class="col-md-1@">
@Html.EditorFor(model => model.TestID, new { htmlAttributes = new { @class = "form-control™ } })
@tml.validationMessageFor(model => model.TestID, "", new { @class = "text-danger" })
</div>
</div>
<div class="form-group">
@Html.LabelFor(model => model.TestName, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-18">
@Html.EditorFor(model => model.TestName, new { htmlAttributes = new { @class = "form-control” } })
</div>
</div>

<div class="form-group">
@Html.LabelFor(model => model.StartDate, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.editorFor(model => model.startDate, new { htmlAttributes = new { @class = "form-control™ } })
</div>
</divy>

<div class="form-group”>
@Html.LabelrFor(model => model.EndDate, htmlAattributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@tml.editorFor(model => model.EndDate, new { htmlAttributes = new { @class
</div>
</div>

"form-control™ } })

<div class="form-group">
@Html.LabelFor(model => model.signOoff, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
<div class="checkbox">
@Html.EditorFor(model => model.Signoff)
@Html.validationMessageFor(model => model.Signoff, "", new { @class = "text-danger” })
</div>
</div>
</div>

<div class="form-group">
@itml.LabelFor(model =»> model.TestNotes, htmlAttributes: new { @class = "control-label col-md-2" })
<div rlace="rnl_-md-10">
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@4tml.LabelFor(model => model.TestNotes, htmlAttributes: new { @class
<div class="col-md-10">
@Html.EditorFor(model => model.TestNotes, new { htmlAttributes =
</div>
</div>
<div class="form-group">
@4tml.LabelFor(model => model.TestStatus, htmlAttributes: new { @clas
<div class="col-md-10">

</div>
</div>
<div hidden class="form-group™>
@4tml.LabelFor(model => model.TicketUser, htmlAttributes: new { @clas
<div hidden class="col-md-10">
@Html.editorFor(model => model.Ticketuser, new { htmlAttributes =
</div>
</div>

<div hidden class="form-group™>

<div hidden class="col-md-10">
@Html.EditorFor(model => model.CurrentUser, new { htmlAttributes
</div>
</div>

<input type="hidden" name="TestID" value="TestID" />

<div class="form-group">
<div class="col-md-offset-2 col-md-10">
<input type="submit" value="Save" class="btn btn-default™ />
</div>
</div>
</div>

“lediv>
@4tml.ActionLink("Back to List", "Index")
</div>

@section scripts {
@Scripts.Render("~/bundles/jqueryval™)
}

78

"control-label col-md-2" })

new { @class =

5

5

@Html.LabelFor(model => model.CurrentUser, htmlAttributes: new { @class

“form-control™ } })

= "control-label col-md-2" })

@Html.DropDownListFor(m => m.TestStatus, Model.ListTestStatus, "Please select")

= "control-label col-md-2" })

new { @class

“form-control”, value = Session["username”] } })

= "control-label col-md-2" })

new { @class

"form-control”, value = Session["username"] } })
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VulnerabilitiesController.cshtml

17 =hsing Project.Data;
2 | using Project.Models;
3 | using system;
4 ‘ using System.Collections.Generic;
5 | using System.cCa uration;
6 iusing System.Data.SqlClient;
7 | using System.web.Mvc;
8
9
10 -namespace Project.Controllers
11 | {
12
13
14 = public class vulnerabilitiesController : Controller
15
16 private static string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=3@;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";
17
18
19 [customAuthorization]
0 references
0 = public ActionResult Index()
2
2 List<VulnerabilityModel> vulnerabilities = new List<VulnerabilityModel>();
23 VulnerabilitybAO vulnerabilityDAO = new VulnerabilityDAO();
24 vulnerabilities = vulnerabilityDAO.FetchAll();
25 return View("Index", vulnerabilities);
26 }
27 |
28 [customauthorization]
29 Bl public ActionResult petails(int id)
30
3 VulnerabilitypAo vulnerabilityDAO = new Vulnerabilitypao();
32 vulnerabilityDA0.GetTactic(id);
33 vulnerabilityDAO.GetAssetName(id);
3a VulnerabilityModel vulnerability = vulnerabilityDAO.Fetchone(id);
35
36 return View("Details", vulnerability);
37 | }
38
39 [customauthorization]
0 refecences
40 =) public ActionResult Create()
a1
a2 Vulnerabilityodel vulnerability = new VulnerabilityModel();
a3
a4 vulnerability.ListTestName = PopulateDropDown(" SELECT TestName FROM dbo.Test", "TestName", "TestName");
as vulnerability.MitreTactic = PopulateDropDown(" SELECT TacticID, Tactic FROM MitreTactic®, “Tactic", "TacticIp");
a6 vulnerability.ListvulnerabilityStatusPenTester = PopulateDropDown(” SELECT StatusType FROM dbo.VulnerabilityStatusPenTester”, "StatusType", "StatusType");
a7 vulnerability.ListvulnerabilityStatusengineer = PopulateDropDown(” SELECT StatusType FROM dbo.vulnerabilitystatusengineer”, “"statusType", "StatusType");
a8 return View("AddvulnerabilityForm”, vulnerability);
a9 | }
50
51 [CustomAuthorization]
52 [HttpPost]
53 = public JsonResult AjaxMethod(string type, int value)
54
ss | VulnerabilityModel vulnerability = new VulnerabilitymModel();
56 & switch (type)
57
58 case "TacticID":
59 vulnerability.MitreTechnique = PopulateDropDown("SELECT TechniqueID, Technique FROM MitreTechnique WHERE TacticID= " + value, "Technique", "TechniqueID");
60 break;
61
62 }
63 return Json(vulnerability);
64 | }
65 |
66 [customauthorization]
67 [HttpPost]
68 S public ActionResult Create(int tacticID)
69 {
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{
vulnerabilitymodel vulnerability = new vulnerabilitymodel();
vulnerability.MitreTactic = PopulateDropDown("SELECT TacticID, Tactic FROM MitreTactic", “Tactic", "TacticID");
vulnerability.MitreTechnique = PopulateDropDown("SELECT TechniquelD, Technigue FROM MitreTechnique WHERE TacticID = " + tacticID, "Technigue”, "TechniquelD");
return View(vulnerability);
}
[CustomAuthorization]

13re

private static List<SelectlistItem> PopulateDropDown(string query, string textColumn, string valueColumn)

List<SelectListItem> items = new List<SelectListItem>();
using (sqlconnection connection = new sqlconnection(connectionstring))

{
using (Sqlcommand cmd = new SqlCommand{query))
{
cmd.Connection = connection;
connection.open();
using (SqlDataReader sdr = cmd.ExecuteReader())
while (sdr.Read())
items.Add{new SelectlistTtem
Text = sdr[textColumn].Tostring()
value = sdr[valuecolumn].Tostring()
i
+
connection.close();
}
}
return items;
}
[customauthorization]
0 referances

public ActionResult Addvulnerability(vulnerabilitymodel wulnerabilitymodel)

//save it to the database

VulnerabilityDA0 vulnerabilityDAD = new VulnerabilityDao();
vulnerabilityDAo.Create(vulnerabilityModel);

List¢vulnerabilityModel> vulnerabilities = new List<vulnerabilityModel>();
//Return full list of wulnerabilities

vulnerabilities = vulnerabilityDAO.FetchAll();

return View("Index", vulnerabilities);

}

[Customauthorization]
0 raferences

public ActionResult Edit(int id)

1
VulnerabilityDa0 vulnerabilityDAO = new vulnerabilityDao();
vulnerabilityModel vulnerability = vulnerabilityDAo.Fetchone(id);
vulnerability.ListTestname = PopulateDropDown(” SELECT Testname FROM dbo.Test”, “"Testwame™, "Testmame");
vulnerability.MitreTactic = PopulateDropDown(” SELECT TacticID, Tactic FROM MitreTactic”, "Tactic”, "TacticID");
vulnerability.ListvulnerabilitystatuspenTester = PopulateDropDown("” SELECT StatusType FROM dbo.vulnerabilitystatuspenTester”, "statusType”, "statusType");
vulnerability.ListVulnerabilityStatusEngineer = PopulateDropDown(” SELECT StatusType FROM dbo.vulnerabilityStatusEngineer”, "StatusType”, "StatusType”);
return view("updatevulnerabilityForm”, vulnerability);

}

[customauthorization]

[HttpPost]

0 s

public ActionResult Editi(int tacticID)

{
VulnerabilityModel vulnerability = new vulnerabilityModel();
vulnerability.mitreTactic = PopulateDropDown("SELECT TacticID, Tactic FROM MitreTactic”, "Tactic”, "TacticIp”);
vulnerability.MitreTechnique = PopulateDropDown("SELECT TechniqueID, Technique FROM MitreTechnique WHERE TacticID = " + tacticID, "Technique”, "TechniquelD");
return view(vulnerability);

}
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135 }
136 |
137 [CustomAuthorization]
138 [HttpPost]
0 references
139 = public ActionResult UpdateVulnerability(VulnerabilityModel wvulnerabilityModel)
140 {
141 //save it to the database
142 VulnerabilityDAO vulnerabilityDAO = new VulnerabilityDAO();
143 vulnerabilityDAO.Update(vulnerabilityModel);
144 List<vulnerabilityModel> vulnerabilities = new List<VulnerabilityModel>();
145 //Return full list of vulnerabilities
146 vulnerabilities = vulnerabilityDAO.FetchAll();
147 return View("Index", vulnerabilities);
148 }
149 I [CustomAuthorization]
0 references
150 = public ActionResult Delete(int id)
151 {
152 VulnerabilityDACQ vulnerabilityDAO = new VulnerabilityDAO();
153 vulnerabilityDA0.Delete(id);
154 List<VulnerabilityModel> vulnerabilities = vulnerabilityDAO.FetchAll();
155 return View("Index", vulnerabilities);
156 }
157 I [CustomAuthorization]
0 references
158 = public ActionResult vulnerabilityEventLog(int id)
159 {
160 List<VulnerabilityModel> vulnerability = new List<VulnerabilityModel>();
161 VulnerabilityDAO vulnerabilityDAO = new VulnerabilityDAO();
162 vulnerability = vulnerabilityDAO.GetVulnerabilityEventLog(id);
163 return view("VulnerabilityEventLog”, vulnerability);
164 }
165 I
166 }
167 '}
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VulnerabilityDAO.cs
1/

“lising Project.Models;
2 using System;
using System.Collections.Generic;

4 using System.Data.SqlClient;
s
6 -namespace Project.Data
7 {
8 B internal class vulnerabilityDao
9
10 string connectionstring = @"Data source=(localdb)\MSSQLLocalDB;Initial catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=Readwrite;MultiSubnetFailover=False";
11 //performs all actions on vulnerability
12
5 reference
13 E public List<vulnerabilityModel> Fetchall()
14
15 List<vulnerabilityModel> returnList = new List<VulnerabilityModel>();
16
17 E using (Sqlconnection connection = new SqlConnection(connectionstring))
18
19 string sqlQuery = "SELECT * from dbo.Vulnerability”;
20 sqlcommand command = new SqlCommand(sqlQuery, connection);
21 connection.Open();
22 sqlDataReader reader = command.ExecuteReader();
23 = if (reader.HasRows)
21 {
25 - while (reader.Read())
26
27 //Create new vulnerability object and add it to list to be returned
28 vulnerabilitytodel vulnerability = new vulnerabilitymModel();
29 vulnerability.vulnerabilityID = reader.GetInt32(0);
30 vulnerability.TestName = reader.GetString(1);
31 vulnerability.vulnerabilityType = reader.Getstring(2);
32 vulnerability.Severity = reader.GetString(3);
33 vulnerability.DateOpen = reader.GetDateTime(4);
34 vulnerability.DateClosed = reader.GetDateTime(5);
35 vulnerability.StatusID = reader.GetString(11);
36
37 returnList.Add(vulnerability);
8
39 }
40 }
a
a2 }
a3
aa return returnList;
as
46 }
a7
48
49 public vulnerabilityModel GetAsset()
50
51 = using (Sqlconnection connection = new SqlConnection(connectionstring))
52
53 //SQL Statement Open Tests
54 string sqlQuery = "SELECT dbo.Test.AssetName, dbo.Vulnerability.TestName, dbo.vulnerability.vulnerabilityID FROM dbo.vulnerability INNER JOIN dbo.Test ON
dbo.vulnerability.TestName = dbo.Test.TestName INNER JOIN dbo.Asset ON dbo.Asset.AssetName = dbo.Test.AssetName ORDER BY dbo.Vulnerability.vulnerabilityID";
55
56 Sqlcommand command = new SqlCommand(sqlQuery, connection);
57 connection.open();
58 SqlDataReader reader = command.ExecuteReader();
59 vulnerabilityModel vulnerabilityModel = new VulnerabilityModel();
60 = if (reader.HasRows)
61
62 - while (reader.Read())
63
64 vulnerabilityModel.AssetName = reader.GetString(e);
65 }
66
67
68
69 reader.Close();
70 return vulnerabilityModel;
71 }
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121
122
123
124
125
126
127
128
129
130
131

133
134
135
136
137
138
139

}
1 reference
internal int Delete(int id)
{
using (sglconnection connection = new Sgqlconnection(connectionString))
//prepared statement
//update
string sqlQuery = "DELETE FROM dbo.vulnerability WHERE Vulnerabilityip = @id";
//associate @id with Id parameter
SqlCommand command = new SqlCommand(sqlQuery, connection);
command,Parameters.Add("@1d", System.Data.SqlDbType.varChar, 1000).value = id;
connection.open();
int = command. Exe y()s
return deletedID;
}
}
1 eference
public VulnerabilityModel GetTactic(int id)
{
String Tacticj
String Technique;

using (SqlConnection connection = new SqlConnection(connectionstring))

string sqlQuery = “SELECT dbo.MitreTactic.Tactic, dbo.MitreTechnique.Technique, dbo.Vulnerability.vulnerabilityID FROM dbo.vulnerability INNER JOIN dbo.MitreTactic ON
dbo.Vulnerability.TacticID = dbo.MitreTactic.TacticID INNER JOIN dbo.MitreTechnique ON dbo.vulnerability.TechniqueID = dbo.MitreTechnique.TechniqueID WHERE

dbo.Vulnerability.VulnerabilityIo = @id ORDER BY dbo.Vulnerability.vulnerabilityIo";

sqlcommand command = new SqlCommand(sqlQuery, connection);
command.Parameters.Add("@1d", System.Data.sqlDbType.Int).value = id;

connection.open();
//string result = (string)command.ExecuteReader();

sqlDataReader reader = command.ExecuteReader();
vulnerabilityModel vulnerabilityModel = new VulnerabilityModel();
if (reader.HasRows) {
while (reader.Read())
(
vulnerabilityModel.Tactic = reader.GetString();
Tactic = vulnerabilitymModel.Tactic;
vulnerabilityModel.Tactic = Tactic;
vulnerabilityModel.Technique = reader.Getstring(1);
Technique = vulnerabilityModel.Technique;
vulnerabilityModel.Technique = Technique;
vulnerabilityModel.vulnerabilityID = reader.GetInt32(2);

reader.Close();
string Query = "UPDATE dbo.vulnerability SET Tactic = @Tactic, Technique = @Technique WHERE VulnerabilityID = @vulnerabilityID";

//associate @id with Id parameter

Sqlcommand commandl = new SqlCommand(Query, connection);
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139

162
163

164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196

210

command1.Parameters.add(“@ulnerabilityin”, system.Data.sqlobType.Int).value = id;

conmand1.Parameters.Add("§Tactic”, System.Data.sqlDbType.Varchar, 100@).Value = vulnerabilityModel.Tactic;

commandi. Parameters.Add("@Technique”, System.Data.5qlObType.VarChar, 1000).value =

command1, ExecuteNonQuery() ;

connection.Close(
return vulnerabilityModel;

vulnerabilityModel . Technique;

string sqlQuery = "SELECT dbo.Test.AssetMame, dbo.Test.TestID, dbo.Vulnerability.VulnerabilityID FROM dbo.vulnerability INNER JOIN dbo.Test ON dbo.vulnerability.TestName =

lnerability.vulnerabilityIn";

vulnerabilityModel . Assethame;
yModel, TestIn;

}
H
1 reference
public VulnerabilityModel GetAssetMame(int id)
{
tring AssetName;
int Testin;
using (Sqlconnection connection = new Sqlconnection(connectionstring))
dbo.Test.TestName WHERE dbo.vulnerability.vulnerabilityID = @id ORDER BY dbo.vu
sqlcommand command = new sqlcommand(sqlQuery, connection)j
command . Parameters.Add("@Id", System.Data.SqlDbType.Int).value =
connection.open();
//string result = (string)command.ExecuteReader();
SqlDataReader reader = command.ExecuteReader();
VulnerabilityModel vulnerabilityModel = new VulnerabilityModel();
if (reader.HasRows)
while (reader.Read())
vulnerabilityModel.Assetlame = reader.GetString(@);
AssetName = vulnerabilitymodel.Assetname;
vulnerabilityModel.AssetName = AssetName;
vulnerabilityModel.TestID = reader,GetInt3z(1);
TestID = vulnerabilityModel.TestID;
vulnerabilityModel.TestID = TestID;
vulnerabilityModel.vulnerabilityID = reader.GetInt32(2);
}
reader.Close()
string Query = "UPDATE dbo.vulnerability SET Assetname = @AssetName, TestID = @TestID WHERE vulnerabilityID = @vulnerabilityin®;
/{associate @id with Id parameter
sqlcommand commandl = new SqlCommand(Query, connection);
command1.Parameters . add("@ulnerabilityID", System.Data.sqlobType.Int).value = id;
command1.Parameters.Add("@Assethame”, System.Data.SqlDbType.Varchar, 100@).Value
command1.Parameters.add("@TestID", System.Data.sqlobType.Int).value = vulnerabi
command. ExecuteNonQuery();
connection.Close();
return vulnerabilityModel;
}
]
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210
211

}

public vulnerabilitymodel Fetchone(int id)

/laccess database
using (Sqlconnection connection = new SglConnection{connectionstring))

string sqlQuery = “SELECT * FROM dbo.Vulnerability WHERE VulnerabilityID

sqlCommand command = new SqlCommand(sqlQuery, connection);
command.Parameters.Add( “@1d”, System.Data.sqlobiype.Int).value = id;
connection.Open(};

SqlDataReader reader = command.ExecuteReader();

vulnerabilityModel vulnerability = new vulnerabilitymodel()s
if (reader.HasRows)

while (reader.Read())
{
//create new test object and add that to the list to be returned

vulnerability.VulnerabilityID = reader.GetInt3z(@);
vulnerability.AssetMame = reader.GetString(20);
vulnerability.TestName = reader.GetString(1l);
vulnerability.TestID = reader.Getint32(21);
vulperability.VulnerabilityType = reader.GetsString(2);
vulnerability.Severity = reader.cetstring(3);
vulnerability.Dateopen = reader.GetDateTime(4);
vulnerability.Dateclosed = reader.GetDateTime(5);
vulnerability.URL = reader.GetString(6);
vulnerability.Tactic = reader.Getstring(12);
vulperability.Technique = reader.GetString(13);
vulnerability.StepsToReproduce = reader.GetString(9);
vulperability.Mitigation = reader.Getstring(10);
vulnerability.StatusID = reader.cetstring(11);
vulnerability.DamagePotential = reader,GetDecimal(14);
vulnerability.Reproducability = reader.GetDecimal (15);
vulnerability.Exploitability = reader.GetDecimal(16);
vulnerability.Affectedusers = reader.GetDecimal(17);
vulperability.Discoverability = reader.GetDecimal(18);
vulnerability.DREADTotal = reader.GetDecimal(19);

1

return vulnerability;

}

L reference

public int Create(vulnerabilityModel vulnerabilityModel)

/laccess database
using (Sqlconnection connection = new SglConnection{connectionstring))

string sqlQuery = "INSERT INTO dbo.vulnerability Values(@Testame, @ulnerabi

@id";

tyType, @Severity, @ateopen, @0ateClosed, @URL, @TacticID, @TechniqueID, @StepsToReproduce,

@mitigation, @statusip, @ractic, @Technique, @oamagePotential, @Reproducability, @exploitability, @affectedusers, @oiscoverability, @OReADTotal, @assethame, @TestIo,

@Ticketnotes, @assigneduser)”;

sqlcommand command = new SqlCommand(sqlQuery, connection);

command . Parameters. Add("@Testhane", System.Data.5ql0bType.VarChar, 1000).Value
command . Parameters. Add( “@ulnerabilityType", System.Data.SqlDbType.varChar, 1000).value
command . Parameters. Add("@Severity”, System.Data.5ql0bType.Varchar, 1000).Value

command . Parameters. Add( "@0ateOpen”, System.Data.Sql0bType.DateTime).value
command.Parameters.Add( “@ateclosed”, System.Data.sqlobiype.DateTime).value =
command . Parameters. Add("@URL", System.Data.SqlDbType.varchar, 1000).value

command .Parameters. Add("@TacticID”, System.Data.sqlobiype.Int, 1000).value

85

vulnerabilityModel , Testhame;

vulnerabilityModel.vulnerabilityType;

vulnerabilityModel.Severity;

vulnerabilityModel.DateOpen;

vulnerabilityrodel .Dateclosed;
vulnerabilityModel .URL;

= vulnerabilityModel. TacticIn;
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277
278
279
280
281
282
283

285

314
315
316
317
318
319
320
321
322
323
324
225
EFI
327

command .Parameters.Add(“@TacticID", System.Data.5qlDbType.Int, 106@).Value = vulnerabilityModel.TacticID;

command .Parameters .Add("@TechniqueID”, System.Data.SqlDbType.Int, 1000).Value = vulnerabilityModel.TechniqueID;

command . Parameters . Add( “@StepsToReproduce”, System.Data.SqlDbType.VarChar, 1080).value = vulnerabilityModel.StepsToReproduce;
command .Parameters .Add("@itigation”, System.Data.sqlDbType.varchar, 1068).value = vulnerabilitymodel.mitigation;

command . Parameters . Add(“@statusID”, System.Data.SqlDbType.varChar, 1800).value = vulnerabilityModel.StatusID;

command . Parameters.Add("@Tactic”, System.Data.sqlobType.varchar, 1000).value = "Empty”;

command .Parameters.Add(“@Technique”, System.Data.SqlDbType.Varchar, 100@).value = “Empty”;

command . Parameters . Add("@DamagePotential”, System.Data.sqlDbType.Decimal, 10@).value = vulnerabilityModel .DamagePotential;
command . Parameters . Add( "@Reproducability”, System.Data.sqlibiype.Decimal, 108).value = vulnerabilityModel.Reproducability;
command . Parameters . Add("@Exploitability”, System.Data.SqlDbType.Decimal, 100).Value = vulnerabilityModel.Exploitability;
command . Parameters .Add( “@affectedusers”, System.Data.sqlobiype.Decimal, 10@).value = vulnerabilitymodel.affectedusers;
command . Parameters . Add("@Discoverability”, System.Data.SqlDbType.Decimal, 10@).value = vulnerabilityModel.Discoverability;
command . Parameters .Add( "@DREADTotal”, System.Data.sqlobType.Decimal, 1@e).value = vulnerabilitymodel.DREADTotal;

command .Parameters . Add("@Assethame”, System.Data.SqlDbType.Varchar, 1000).Value = "Empty”;

command .Parameters .Add("@TestID", System.Data.sqlDbType.Int).value = "8";

command .Parameters.Add("@Tickettiotes”, System.Data.SqlDbType.VarcChar,1000).Value = "Empty”;

command .Parameters . Add( "@assigneduser”, System.Data.sqlobType.varchar, 1000).value = "Empty”;

connection.Open();
int newvulnerabilityID = command.ExecuteNonQuery();

return newvulnerabilityID;

}

public int update(vulnerabilityModel vulnerabilitymodel)

/faccess the database
using (sqlconnection connection = new SqlConnection{connectionstring))

//update vulnerability

string sqlQuery = "UPDATE dbo.vulnerability SET Dateopen = {iDateopen, DateClosed = @Dateclosed, StepsToReproduce = @StepsToReproduce, Mitigation = @itigation, StatusID =
@statusID, TicketNotes = @TicketNotes WHERE vulnerabilityID = @vulnerabilityID";

Jlassociate @id with Id parameter

sqlcommand command = new Sqlcommand{sqlQuery, connection);

command . Parameters .Add("@vulnerabilityin”, system.pata.sqlobType.Int).value = vulnerabilityModel.vulnerabilityin;

command .Parameters .Add("@DateOpen”, System.Data.5qlDbType.DateTime).Value = vulnerabilityModel.DateOpen;

command .Parameters .Add( "@Dateclosed”, System.Data.sqlDbType.DateTime).value = vulnerabilityModel.DateClosed;

command .Parameters . Add( "@StepsToReproduce”, System.Data.sqlDbType.VarChar, 1000).value = vulnerabilityModel.StepsToReproduce;
command . Parameters . Add(“@Mitigation”, System.Data.SqlDbType.VarChar, 1088).Value = vulnerabilityModel.Mitigation;

command .Parameters.Add("@StatusIn”, System.Data.sqlDbType.VarChar, 1000).value = vulnerabilityModel.StatusID;

command . Parameters.Add( “@TicketNotes”, System.Data.SqlDbType.VarChar,108@).value = vulnerabilityModel.TicketNotes;

//update Vulnerability Assignment
string sqlQueryl = "update dbo.vulnerabilityassignment SET DateAssigned = @DateAssigned, Dateclosed = @DateClosed, TicketStatus = @TicketStatus, vulnerabilityTickethotes =
@vulnerabilityTickethotes WHERE dbo.vulnerabilityAssignment.VulnerabilityID = @vulnerabilityID";

//associate @id with Id parameter
sqlcommand commandl = new SqlCommand(sqlQueryl, connection);

commandl.Parameters.Add("@ulnerabilityID", System.Data.sqlDbType.Int).value = vulnerabilityModel.vulnerabilitylD;
command1.Parameters.add("@Dateclosed”, System.Data.sqlDbType.DateTime).value = vulnerabilitymodel.Dateclosed;
command1.Parameters.Add("@ateassigned”, System.Data.sqlobType.DateTime).Value = vulnerabilityModel.DateOpen;
command1.Parameters.add("@Ticketstatus”, System.Data.sqlobType.varchar, 1808).value = vulnerabilitymodel.statusi;
command1.Parameters.Add("@vulnerabilityTickethotes”, System.Data.sqlDbType.VarChar, 1000).value = vulnerabilityModel.Tickethotes;

//Insert Edit To vulnerability Log
string sqlQuery2 = "INSERT INTO dbo.vulnerabilitylog VALUES(@vulnerabilityID, @Ticketuser, @CurrentTimeStamp, @TicketStatus, @vulnerabilityTicketMotes)";

//associate @id with Id parameter
sqlcommand command2 = new SqlCommand(sqlQuery2, connection);

command2.Parameters.add(“@ulnerabilityIp”, System.Data.sqlobType.Int).value = vulnerabilitymodel.vulnerabilityin;
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344 command2.Parameters.Add("@ulnerabilityID", System.Data.SqlDbType.Int).Value = vulnerabilityModel.VulnerabilityID;
345 command2.Parameters.Add("@Ticketuser”, system.Data.sqlDbType.varchar, 1eee).value = vulnerabilityMedel.Ticketuser;
346 command2.Parameters.Add("@CurrentTimeStamp”, System.Data.SqlDbType.DateTime).value = DateTime.Now;
347 command2.Parameters.Add("@TicketStatus”™, System.Data.SqlDbType.VarChar, 100@).Value = vulnerabilityModel.StatusID;
348 command2.Parameters.Add("@vulnerabilityTicketNotes"”, System.Data.SqlDbType.VarcChar, 1000).value = vulnerabilityModel.TicketNotes;
349 connection.open();
350
351 int newvulnerabilityID = command.ExecuteNonQuery();
352 command1.ExecuteNonQuery();
353 command2.ExecuteNonQuery();
354 return newvulnerabilityID;
355 }
356 |
357 }
358 |
359
1 reference
360 = public List<VulnerabilityModel> GetVulnerabilityEventLog(int id)
361 {
362 List<vVulnerabilityModel> returnList = new List<VulnerabilityModel>();
363 = using (sgqlconnection connection = new sglConnection(connectionstring))
364
365 string sqlQuery = "SELECT * FROM dbo.vulnerabilitylLog WHERE vulnerabilityID = @id";
366 SqlCommand command = new SqlCommand(sqlQuery, connection);
367 command.Parameters.Add("@Id", System.Data.sqlbbType.Int).value = id;
368 connection.Open();
369 sqlbataReader reader = command.ExecuteReader();
370 = if (reader.HasRows)
371
372 = while (reader.Read())
373 {
374 //creating new object and adding it to the list to be returned
375 vulnerabilityModel vulnerability = new VulnerabilityModel();
376 vulnerability.vulnerabilitylogID = reader.GetInt32(0);
377 vulnerability.vulnerabilityID = reader.GetInt32(1);
378 vulnerability.TicketUser = reader.GetString(2);
379 vulnerability.currentTimeStamp = reader.GetDateTime(3);
380 vulnerability.TicketStatus = reader.Getstring(4);
381 vulnerability.vulnerabilityTicketNotes = reader.GetString(s);
382 returnList.Add(vulnerability);
383 }
384 |
385 1
386 |
387 ¥
388 | return returnList;
389 }
390 |
391 1
392 '}
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39
a0

a1
42
a3
a4

45
a6

a7
a8

49
50

51
52

53

54

55

56

Slusing

using

using

uslng

{

System;
System.Collections;
System.Collections.Generic;
System.ComponentModel.DataAnnotations;
.Data.Entity;

System.
Sy
Sys

.Data.sqlclient;

-Inamespace Project.Models

;ubhc class VulnerabilityModel

{

O ref
public List<selectListItem> vulnerabilities { get; set; }

public List<SelectListItem» MitreTactics { set; get; }

0 ref

public List<SelectListItem» MitreTechniques { get; set; }
[Dlsplay(r\lame = "vulnerability ID")]

pubh( int? VulnerabilityID { get; set; }
[Display(Name = "Vulnerability Log ID")]
1 ref

public int vulnerabilityLogID { get; set; }
[Display(Name = "Test Name")]

1
public string TestName { get; set; }
[Display(Name = "Ticket Status™)]

1
public string TicketStatus { get; set; }
[Dlsplay(r\lame = "vulnerability Ticket notes")]

pubh( str‘lng VulnerabilityTicketNotes { get; set; }
[Dlsplay(r\lame = "vulnerability Type")]

pubh( string Vulner‘abllltyType { get; set; }
[Dlsplay(r\lame = "Severity")]

pubh( string Sever‘lty { get; set; }
[Display(Name = "Date Open™)]

[DlsplayFormat(ApplyFor‘matInEdltMDde = true, DataFormatstring =

pubh( DateTime Dateopen { get; set; }
[Display(Name = "Date Closed™)]

[DlsplayFormat(ApplyFormatInEdltMDde = true, DataFormatString =

pubh( DateTime DateClosed { get; set; }
[Dlsplay(r\lame = "URL™)]

pubh( string URL { get; set; }

[Required(ErrorMessage = "Please select a category™)]
[Display(Name = "Steps To Reproduce™)]

4ref
public string StepsToReproduce { get; set; }
[Dlsplay(r\lame = "Mitigation")]

pubh( string mitigation { get; set; }
[Display(Name = "Status™)]

public string StatusID { get; set; }
[Dlsplay(Name = "Mitre Tactic")]

pubhc string Tactic { get; set; }
[Display(Name = "Mitre Technigue")]

6
public string Technique { get; set; }

public List<SelectListItem» ListTestName { get; set; }

1 reference
public List<SelectListItem> ListAssetName { get; set; }

“{o:dd/mMM/yyyy}) ]

“{0:dd/MMM/yyyy}"') ]

public List<SelectListItem> ListvulnerabilityStatusPenTester { get; set; }
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1m
112

114

115
116
117

public List<SelectListitem> ListvulnerabilityStatusengineer { get; set; }

[pisplay(Name = "Damage Potential Score™)]
public decimal DamagePotential { get; set; }
[pisplay(Name = “Reproducability Score")]

public decimal Reproducability { get; set; }
[Display(Name = "Exploitability Score”)]

public decimal Exploitability { get; set; }
[pisplay(Name = "Affected Users Score")]
public decimal Affectedusers { get; set; }
[Display(Name = “Discoverability score")]

public decimal Discoverability { get; set; }
[Display(Name = "DREAD Total Threat Rating")]

public decimal DREADTotal { get; set; }
[pisplay(Name = "Asset™)]

public string AssetName { get; set; }
[Display(Name = "Test 10")]

public int TestID { get; set; }
[Display(Name = "Ticket Notes")]

public string Ticketnotes { get; set; }
[Display(Name = "Assignee”)]

public string TicketUser { get; set; }
[Display(Name = "Assigned User")]

public string Assigneduser { get; set; }

public DateTime CurrentTimeStamp { get; set; }

public VulnerabilityModel(int vulnerabilityID, string testhame, string vulnerabilityType, string severity, DateTime dateopen, DateTime dateClosed, string uRL, string tactic, string

technique, string stepsToReproduce, string mitigation, string statusID, string tickethotes)

{
VulnerabilityID = vulnerabilityID;
TestName = testName;
VulnerabilityType = vulnerabilityType;
Severity = severity;
DateOpen = dateOpen;
DateClosed = dateClosed;
URL = uRL;
Tactic = tactic;

Technique = technique;
StepsToReproduce = stepsToReproduce;
mMitigation = mitigation;

StatusID = statusID;
TicketNotes = ticketNotes;

public VulnerabilityModel()

//new
this.ListTestName = new List<SelectiistItem>();
this.ListAssetName = new List<Selectiistitem>();

this.ui abilityst, en er = new List<SelectListItem>();
this.ListvulnerabilityStatusengineer = new List<Selectiistitem>();

this.MitreTactic = new List<SelectlListItem>();
this.MitreTechnique = new List<SelectlistItem>();
}
public List<SelectListitem> MitreTactic { get; set; }

public List<SelectListTtem> MitreTechnique { get; set;

public int TacticID { get; set; }
public int TechniqueId { get; set; }

1 reference

public int TechniqueID { get; set; }

1 reference

public string selectedTactic { get; set; }
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Vulnerability Views

AddVulnerabilityForm.css

hune

=@using (Mtal.BeginForm("Addvulnerability”,

[model project.Models.vulnerabilityrodel

Viewgag.Title = "}
Layout = “~/Views/Shared/_Layout.cshtml®;

<h2> </h2>

vulnerabilities”, Formdethod.Post))

@tml . AntiForgeryToken()

=<div class="form-horizontal">

<br />
<hr/>
<ha><b>Add Vulnernability</b></ha>
<hr />

@tal validat ionsummary (true,

**, new { @class = “text-danger” })
«<div class="form-group™>
@4tml. LabelFor(model => model.TestName, htalAttributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@tal.OropDownt istior(m => m.TestNane, Model.ListTestuame, “Please select”)
</div>
</div>

<div class="forn-group">
LabelFor (model
<div class="col-md-10">

model.vulnerabilityType, htmlattributes: new { @class = “control-label col-md-2" })

@ntal. Editorsor(sodel => model.vulnerabilityType, new ( htmlAttributes = new ( @class = "form-control™ } })

</div>
</div>

<div class="form-group">
@tml. LabelFor(model => model.DateOpen, htmlAttributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@Htal. TextBoxFor(model => model.Dateopen, new { type = "date” })
@Htnl.validationtessageror(model => model.DateOpen, ", new { ficlass = “text-danger” })
</div>
</div>

<div class="form-group">
@itml.LabelFor(model => model.Dateclosed, htmlattributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@utml. Textaoxror(model => model.Dateclosed, new { type = “date” })
</div>
</div>

<div class="form-group">
@itml. LabelFor(model => model.URL, htmlAttributes: new ( @iclass = "control-label col-md-2" })
<div class="col-md-10">
@tml.Editorfor(sodel => model.URL, new { htmlattributes = new { @class = "form-control” } })
@tml . validationMessageror(model => model.URL, ", new { @class = “text-danger” })
</div>
</div>

<div class="forn-group">

@tml. LabelFor(model => model.MitreTactic, htmlattributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@itml . DroplownListFor(m => m.TacticID, Model.MitreTactic, "Please select”)

</div>
</div>

<div class="form-group™>
@tml. L
<div class="col-md-10">
@tnl.OropbownL istror(a => m.TechniquelD, Model.MitreTechnique, "Please select™)
</div>
</div>

model i i htmlattributes: new { @iclass = “control-label col-md-2" })

<div hidden class="form-group">
@itnl. LabelFor(model => model.Tactic, htmlattributes: new ( @class = "control-label col-nd-2" })
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118
111

13
114
115
116
17
118
119
128
121
122
123
124
125
126
127
128
120
138
131

132
133
124
135
126
137
138
139
142
141

142
143
142
145
146
147
148
149
150

@itml. LabelFor{model => model.Tactic, htmlAttributes: new { @iclass = “control-label col-md-2* })
<div hidden class-"col-md-18">
@itnl Editorfor(model => model.Tactic, new { htmlAttributes = new { @class = “form-control”, value = “Empty” } })

</div>
<divy

<div hidden class="form-group™>
@utml. LabelFor(mod madel, Technique, htmlAttributes: new { @class =
<div hidden class="col-nd-18">
@l Editorfor(model => model.Technique, new { htalattributes = new { @class = “form-control”, value = “Empty” } })
</div>
<fdivy
«div hidden class="Forn-group™>
utml. LabelFor(mode] => model.AssetMane, himlattributes: new { @class = "control-label col-ud-2" })
<div hidden class="col-md-18">
gHtnl Editorfor(model => model.Assethame, new { htalattributes = new { fclass = “form-control”, value = "Empty” } })

</divy
</div>
«div hidden class="Fforn-group™
@il LabelFor(model => nodel,TestID, htmlAttributes: new { @class = "control-label col-ud-2" })
<div hidden class="col-md-18%>
@tnl.Editorfor(model => model.TestID, new { htmlattributes = new { @class = “form-control”, value = "a" } })
</div>
«fdivy
iy class="form-grovp™>
@il LabelFor(sodel => nodel.Damagepotential, htmlattributes: new ( gclass = "control-label col-md-2" })
<div class="col-nd-16">

it ( = model. ial, new { htmlattributes = new { @class - "form-control”, placeholder = =", type = "text”,
@tml.ValidationMessageFor(model => model.DamagePotential, "", new { @class = "text-danger” })
«/div>
<fdiv>
«div class="forn-group™>
@Html. LabelFor(model => madel.Reproducability, htmlattributes: new { feclass = “control-label col-md-2" })
<div class="col-md-10">
@tul EditorFor (model => model.Reproducability, new { htmlattributes - new { @class - "form-control”, type = "text”, 1d = “Reproducability”, enchange = "Calculatemeproducabilityrotal()* } 1)
@tnl.ValidationkessageFor(model => model.Reproducability, "*, new { @iclass = “text-danger” })
</div>
</divs
«div class="forn-group™>
@utal. LabelFor(model => model.Exploitability, htmlattributes: new { @class = "control-label col-md-2" })
«div class="col -md-10">
@tnl.Editorfor(model => model.Exploitability, new { htmlattributes = new { @class = “form-control®, type = “text”, id - “Exploitability”, onchange = "CalculatebxploitabilityTotal()” } 1)
@tml.ValidationMessageFor(model => model.Exploitability, ~*, new { @class = “text-danger” })
</div>
</div>
«div class="forn-group™>
@itml. Labelror(model => model.Affectedusers, htmlattributes: new { @class = “control-label col-nd-2" })
<div class="col -mi-16">

g ial”, onchange = "cal ialtotal()" } })

tnl. ¢ > model.. , new { i - lass - “form-control®, type = "text”, id = "Affectedusers”, onchange = "Calculateaffacteduserstotal()” } })
@ntmlvalidationmessageror(model => model.Affectedusers, "7, new { Bclass = "text-danger” })
</div>
</div>
«div class="form-group"s>
@il Labelror(model => model.Discovera
<div class="col-md-10">
gutml EditorFor(mode]l => model.Discoverability, new { htmlAttributes = new { Bclass = "form-control”, type = “text”, id = "Discoverability”, enchange = "CalculateDiscoverabilityTotal()" } })
@Htnl.validationtessageror(model => madel.Discoverability, **, new { @class = "text-danger” })
</divy
</div>
«div class="forn-group”>
@il LabelFor(wodel => model,DREADTotal, htmlAttributes: new { @class = "control-label col-nd-2" })
¢div class-"col-md-16">
@tml.Editorfor(model => model.DREADTatal, new { htmlAttributes = new { @class = “form-contral®, type = “text®, id = “DREADTotal”, onfocus = “CalculateDREADTotal()® } })
vl validati (model => madel » ", new { @iclass = "text-danger” })

ity, htmlattributes: new { @class = “control-label col-md-2" })

</div>
<div class="forn-group"s
@Html. Labelfor(model -> model.Severity, htmlattributes: new { @class - "control-label col-md-2" })
«div class="col-md-18">
@Html.Editorfor(model => model.Sewerity, new { himlattributes = new { @class = “form-control”, type = "text”, id = "Sewerity”, onfocus = “Calculateseverity()" } })
@utml validationmessageror(model => model.severity, "7, new { @class = "text-danger” })
</divy
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150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
104
195

</divs

</div>

<div class="form-group™>
@ntml. LabelFor (model => model.stepsToReproduce, htmlattributes: new { @class = "control-label col-nd-2" })
<div class="col-nd-10">

@Htnl. EditorFor(model => model.StepsToReproduce, new { htmlAttributes = new { ficlass = “form-control® } })
Html.validati del =

( > mo , new { @class = “text-danger” })

</div>

</div>

<div class="form-group”>
gHtml. LabelFor(model => model Mitigation, htmlattributes: new { Bclass = “control-label col-md-2" })
<div class="col-ud-18">

gHtml. EditorFor(mode]l => model.Mitigation, new [ htmlAttributes = new { fclass = "form-control” } })
@Html . validat it => model .M , *", new { @iclass = “text-danger” })

</div>

</div>

<div class="form-group™>
@tml. LabelFor(model => model.Tickethotes, htmlattributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">

@ntml. EditorFor(sode]l => model.Ticketnotes, new { htmlattributes = new { @class = "form-control” } })

</div>

</div>

string Role;
Role = Session[“userRole”]. Tostring();
if (Rale == "PenetrationTester~)

i

<div class="form-group™>
gt Label For (model
<div class="col-md-18">
@Html . DrophownListFor(m => m.StatusID, Model.ListVulnerabilityStatusPenTester, "Please select”)
</divy
</div>

wodel , StatusID, htmlattributes: new { §class = “control-label col-nd-2" })

else if (Role == "Securityéngineer”)

<div class="form-group™>
@itml. Labelfor (model => model,StatusID, htmlAttributes: new { @class = “control-label col-md-2" })
<div class="col-ud-10">
@Html. OroplownListFor(m => m.StatusID, Model.ListvulnerabilityStatusEngineer, “Please select®)
</div>
</divs

else if (Role == “Administrater”)

}

<div class="form-group™s
@4tml. LabelFor (model => model.StatusID, htmlattributes: new { @class = "control-label col-md-2°
<div class="col-md-10">
@Html. OropOownListFor(m => m.StatusD, Model.ListvulnerabilitystatusPenTester, “Please select”)
</div>
</div>

]

<div hidden class="form-group™>
gHtnl. LabelFor(model => wodel, TicketUser, htmlattributes: new { @class = “control-label col-md-2" })
<div hidden class="col-md-18">

gHtnl. EditorFor(model => model.Ticketuser, new { htmlAttributes = new { fclass = “form-control”, Value = Session["username™] } })

</div>

</div>

<div hidden class="form-group”">

Labelfor(model => model.Assigneduser, htmlattributes: new { @class = “control-label col-md-2" })

[
<div hidden class="col-md-10">

ttml
</div>

</div>

<div class="form-group™>
<div class="col-nd-offset-2 col-md-16">

<input type="submit” value="Create™ class="btn btn-default™ />

</div>
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250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
201
292
2903
294
295
296
297
298
299

100

</div>
</div>

<fdiv>

1

=l<div>

@tml.Actionlink("Back to List", “Index”, new { id = Model.VulnerabilityIo })

</div>

@section Scripts {

<script src="~/scripts/jquery-1.10.2.min.js"></script>
<script types"text/javascript™s
$(function () {

$("select").change(function () {
var value = 8;
if ($(this).val() 1= ") {
value = $(this).val();

}
var id = $(this).attr("id");

$.ajax({
"posT",
*vulnerabilities/Ajaxtethod”
“{type: "' 4 id + "7, value: ' + value + '}",

“application/json; charset=utf-s",

switch (id) {
case "TacticIn"s

list = response.MitreTechnique;

DisablepropDown(#TechniqueIn™);

PopulateDropDown("#TechniqueId”, list);
break;

function DisableDropDown(dropbownid) {
$(dropDownld) .attr("disabled”, "disabled”);

$(drapDownTd) .empty().append( ' <option selected="selected” value-"0">Please select</option>’);

1

function PopulateDropDown(dropDownTd, list) {
if (list 1= null && list.length > ) {
$(dropDownId) .remaveattr(“disabled");
$.each(list, function () {

s
H

</script>
<script type="text/javascript”>
function calculatepamagepotentialiotal() {

var DamagePotential = document.getElementoyld(’DamagePotential®).value;
var DamageTotal = ((DamagePotential *ae) /1ee);

f/alert(DamageTotal);

$( ' #DamagePotential').val(DamageTotal);

var Finalval = document.getElementByld( DamagePotential’).value;

function CalculateReproducabilityTotal() {
var Reproducability = document.getElement8yId( Reproducability’).value;
var ReproducabilityTotal = ((Reproducability * 5) / 108);
// alert(ReproducabilityTotal);
$("#Reproducability’).val(ReproducabilityTotal);
var finalval = document.getelementByld(’Reproducability’).value;

$(dropDownTd) . append($ (" <option></option>").val(this[ 'value']).html (this[Text" 1)};

93

Sine Doheny | C00226237



359

var AffectedUsers = document.getElementById('AffectedUsers').value;
var AffectedUsersTotal = ((AffectedUsers * 40) / 100);

var Discoverability = document.getElementById( 'Discoverability').value;

n CalculateExploitabilityTotal() {

var Exploitability = document.getElementById('Exploitability').value;
var ExploitabilityTotal = ((Exploitability * 10) / 100);

/ alert(ExploitabilityTotal);
$('#Exploitability').val(ExploitabilityTotal);
Finalval

n CalculateAffectedusersTotal() {

lert(affectedusersTotal);
#AffectedUsers').val(AffectedUsersTotal);
Final

n CalculateDiscoverabilityTotal() {

= document.getElementById( Exploitability').value;

= document.getElementById( AffectedUsers”).value;

var DiscoverabilityTotal = ((Discoverability * 5) / 1ee);

var DREADTotal = document.getElementById( DREADTotal').value;

else if (DREADTotal »= ©.1 && DREADTotal <= 4.9) {

else if (DREADTotal >= 4.1 && DREADTotal <= 8.8) {

else if (DREADTotal »= 8.1 && DREADTotal <= 10.0) {

3
functiol
/
var
}
functio
/1 a
$('
var
}
functiol
//a
$('
var
¥
functiol
var
var
var
var
var
var
s
var
¥
functio
if
¥
¥
¥
</script>

lert(DiscoverabilityTotal);
#Discoverability').val(DiscoverabilityTotal);
Final

n CalculateDREADTotal() {

DamagePotentialval = document.getElementById( 'Damagepotential').value;
Reproducabilityval = document.getElementById('Reproducability').value;
Exploitabilityval = decument.getElementById( Exploitability').value;
Affectedusersval = document.getElementById("Affectedusers').value;
Discoverabilityval = document.getElementById( Discoverability').value;

= document.getElementById( 'Discoverability').value;

DREADTotal = +DamagePotentialVal + +Reproducabilityval + +Exploitabilityval + +AffectedUsersval + +Discoverabilityval;

#DREADTotal").val(DREADTotal);
Final

n Calculateseverity() {

(DREADTotal == 0.0) {
var Severity = "Observation";
$( #Severity”).val(Severity);

var Severityl = "Low Risk";
$('#severity”).val(severity1);

var Severity2 = "Medium Risk";
$( #Severity’).val(Severity2);

var Severity3 = "High Risk";
$( #Severity").val(Severity3);

= document.getElementById( 'DREADTOtal").value;
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Details.cshtml

1

2

3 @{

4 ViewBag.Title
5

6 3}

7

8 <h2></h2>

9 Sicdivy

1e <br/>

11 <hr/>

12

13 <hr />

14

15 = <dl class="d1-
16 = <dt>

17 @Html.
18 </dt>

19

20 E <dd>

21 @Html.
22 </dd>

23

24 = <dt>

25 @Html.
26 </dt>

27

28 El <dd>

29 @Html.
30 </dd>

31

32 = <dt>

33 @4tml.
34 </dt>

35

36 = <dd>

37 @Html.
38 </dd>

39

40 = <dt>

a1 @Html.
42 </dt>

43

a4 = <dd>

45 @tml.
46 </dd>

a7 = <dt>

48 @4tml.
49 </dt>

50

51 = <dd>

52 @Html.
53 </dd>

54

55 = <dt>

56 @Html.
57 </dt>

58

59 S <dd>

60 @tml.
61 </dd>

62

63 = <dt>

64 @Html.
65 </dt>

66

67 = <dd>

68 @Html.
69 </dd>

70

71 cl <dt>

72 @4tml.
73 </dt>

74

75 = <dd>

76 @Html.
77 </dd>

@model Project.Models.VulnerabilityModel

H

Layout = "~/Views/Shared/_Layout.cshtml”;

<h4a><b>vulnerability Intelligence</b></ha>

horizontal”»

DisplayNameFor(model => model.vulnerabilityID)

DisplayFor(model => model.vulnerabilityID)

DisplayNameFor(model => model.TestName)

DisplayFor(model => model.TestName)

DisplayNameFor(medel => model.TestID)

DisplayFor(model => model.TestID)

DisplayNameFor(model => model.AssetName)

DisplayFor(model => medel.AssetName)

DisplayNameFor(model => model.vulnerabilityType)

DisplayFor(model => model.VulnerabilityType)

DisplayNameFor(model => model.Severity)

DisplayFor(model => medel.Severity)

DisplayNameFor(model => model.DateOpen)

DisplayFor(model => model.DateOpen)

DisplayNameFor(model => model.DateClosed)

DisplayFor(model => medel.DateClosed)
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</dd>

<dt>
@Html.DisplayNameFor(model => model.URL)
</dt>

<dd>
@Html.DisplayFor(model => model.URL)
</dd>
<b£ />
<h4><b>Vulnerability Mitre Threat Intelligence</b></ha>
<Q£ />
<dt>
@Html.DisplayNameFor(model => model.Tactic)
</dt>
<dd>
@Html.DisplayFor(model => model.Tactic)
</dd>
<dt>
@Html.DisplaynameFor(model => model.Technique)
</dt>
<dd>
@Html.DisplayFor(model => model.Technique)
</dd>
<Q£ />
<h4><b>Vulnerability DREAD Threat Rating</b></h4>
<Q5 />
<dt>
@Html.DisplayNameFor(model => model.DamagePotential)
</dt>
<dd>
@Html.DisplayFor(model => model.DamagePotential)
</dd>
<dt>
@Html.DisplaynameFor(model => model.Reproducability)
</dt>

<dd>
@utml.DisplayFor(model => model.Reproducability)
</dd>

<dt>

@Html.DisplayNameFor(model => model.Exploitability)
</dt>
<dd>

@Html.DisplayFor(model => model.Exploitability)
</dd>
<dt>

@Html.DisplayNameFor(model => model.AffectedUsers)
</dt>
<dd>

@Html.DisplayFor(model => model.AffectedUsers)
</dd>
<dt>

@Html.DisplayNameFor(model => model.Discoverability)
</dt>
<dd>

@Html.DisplayFor(model => model.Discoverability)
</dd>
<dt>

@Html.DisplayNameFor(model => model.DREADTotal)
</dt>
<dd>

@Html.DisplayFor(model => model.DREADTotal)
</dd>
<Q£ />
<b§><b>Vu1nerability Mitigation</b></ha>
<Q£ />
<dt>

@Html.DisplayNameFor(model => model.StepsToReproduce)
</dt>
<dd>

@Html.DisplayFor(model => model.StepsToReproduce)
</dd>
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150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174

[)—

</dd>
<dt>

@Html.DisplayNameFor(model => model.Mitigation)
</dt>
<dd>

@Html.DisplayFor(model => model.Mitigation)
</dd>
<hr />
<h4><b>vulnerability Status</b></ha>
<hr />
<dt>

@Html.DisplayNameFor(model => model.StatusID)
</dt>
<dd>

@Html.DisplayFor(model => model.StatusID)
</dd>

</dl>

@Html.ActionLink("edit", "Edit", new { id = Model.vulnerabilityID }) |
@Html.ActionLink("Back to List", "Index™)
@Html.ActionLink("VulnerabilityEventLog”, "VulnerabilityEventLog”, new { id
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Index.cshtml

1 @mudel IEnumerable<Project.Models.vulnerabilityModel>

2

ER i

4 ViewBag.Title = "";

5 Layout = "~/views/shared/_Layout.cshtml”;

6}

7

8 <h2> </h2>

9

10 =<p>

11 <br />

12 <hr />

13 <ha><b>vulnerabilities</b></ha>

14 <hr />

15 @itml.ActionLink("Create New", "Create")

16 </p>

17 E|<table class="table">

18 = <tr>

19 = <th>

20 @Html.DisplayNameFor(model => model.vulnerabilityID)
21 </th>

22 = <th»>

23 @Html.DisplayNameFor(model => model.TestName)
24 </th>

25 = <ths>

26 @Html.DisplayNameFor(model => model.vulnerabilityType)
27 </th>

28 = <th>

29 @Html.DisplayNameFor(model => model.Severity)
30 </th>

31 = <th>

32 @Html.DisplayNameFor(model => model.DateOpen)
33 </th>

34 = <th>

35 @Html.DisplayNameFor(model => model.DateClosed)
36 </th>

37 el <th>

38 @Html.DisplayNameFor(model => model.StatusID)
39 </th>

40 = <ths

41

42 </th>

43 <ths></th>

44 </tr>

45

46 ';I@fur‘each (var item in Model) {

47 E|<tr>

48 = <td>

19 @Html.DisplayFor(modelItem => item.VulnerabilityID)
50 </td>

51 B <td>

52 @Html.DisplayFor(modelItem => item.TestName)

53 </td>

54 = <td>

55 @Html.DpisplayFor(modelItem => item.vulnerabilityType)
56 </td>

57 =l <td>

58 @Html.DpisplayFor(modelItem => item.Severity)

59 </td>

60 = <td>

61 @Html.DisplayFor(modelItem => item.DateOpen)

62 </td>

63 = <td>

64 @Html.DisplayFor(modelItem => item.DateClosed)

65 </td>

66 = <td>

67 @Html.DpisplayFor(modelItem => item.StatusID)

68 </td>

69 =] <td>

70

71 </td>

72 = <td>

73 @Html.ActionLink("edit™, "Edit", new { id = item.vulnerabilityID }) |
74 @Html.ActionLink("Details”, "Details™, new { id = item.VulnerabilityID }) |
75 @Html.ActionLink("Delete”, "Delete”, new { id = item.vulnerabilityID })
76 </td>

77 <ftr>

77 </tr>

78 }

79

80 </table>

8L
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UpdateVulnerabilityForm.cshtml

[fmodel Project.Models.vulnerabilityModel

VENOW A WN R

59

}

ViewBag.Title = "";
Layout = "~/views/Shared/_Layout.cshtml”;

<h2>UpdatevulnerabilityForm</h2>

-l@using (Html.BeginForm("Updatevulnerability”, “"vulnerabilities"))
{

@tml. AntiForgeryToken()

=ikdiv class="form-horizontal”>

<br />

<hr />

<ha><b>Update Vulnernability</b></ha>

<hr />

@Html.validationSummary(true, "", new { @class = "text-danger” })

<div class="form-group”>
@tml.LabelFor(model => model.DateOpen, htmlAttributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@tml.Editorfor(model => model.DateOpen, new { htmlAttributes = new { @class = "form-control™ } })
</div>
</div>

<div class="form-group">
@itml.Labelfor(model => model.DateClosed, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@tml.EditorFor(model => model.DateClosed, new { htmlAttributes = new { @class = “form-control® } })
</div>
</div>
<div class="form-group">
@4tml. LabelFor(model => model.StepsToReproduce, htmlAttributes: new { @class = “control-label col-md-2" })
<div class="col-md-10">
@itml.EditorFor(model => model.StepsToReproduce, new { htmlAttributes = new { @class = “"form-control”™ } })
</div>
</div>

<div class="form-group">
@tml.Labelfor(model => model.Mitigation, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@itml.editorFor(model => model.Mitigation, new { htmlAttributes = new { @class = "form-control® } })
</div>
</div>
<div class="form-group">
@Html. LabelFor(model => model.TicketNotes, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@tml.Editorfor(model => model.TicketNotes, new { htmlAttributes = new { @class = "form-control” } })
</div>
</div>

string Role;
Role = Session["userRole"].ToString();
if (Role == "PenetrationTester")

<div class="form-group™>
@Html.LabelFor(model => model.StatusID, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@itml.DropDownListFor(m => m.StatusID, Model.ListvulnerabilityStatusPenTester, "Please select™)
</div>
</div>

else if (Role == "SecurityEngineer”)

<div class="form-group">
@Html.LabelFor(model => model.Statusip, htmlAttributes: new { @class = “"control-label col-md-2" })
<div class="col-md-10">
@Html.DropoowntistFor(m => m.StatusID, Model.Listvulnerabilitystatusengineer, "Please select")
</div>
</div>

else if (Role == "Administrator™)
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80 = <div class="form-group™>
a1 | @itml.Labelfor(model => model.StatusID, htmlAttributes: new { @iclass = "control-label col-md-2" })
82 = <div class="col-md-18">

83 @tml.DropDownListFor(m => m,StatusID, Model.ListvulnerabilityStatuspenTester, "Please select™)
84 </div>

85 </div>

86 }

88 = «<div hidden class="form-group”>

89 @tml.LabelFor(model => model.TicketUser, htmlAttributes: new { @class = “control-label col-md-2" })

99 3 <div hidden class="col-md-18">

91 @tml .EditorFor(model => model.TicketUser, new { htmlAttributes = new { @class = "form-control”, Value = Session["username”] } })
92 </div>

23 </divy

97 <input type="hidden” name="vulnerabilityID" value="@Model.vulnerabilityip" />

99 = «div class="form-group”>

100 = <div class="col-md-offset-2 col-md-18">

101 <input type="submit” value="Create” class="btn btn-default” />
102 </div>

103 </divy

104 </div>

105 }

186

107 =<divy

108 @Html . ActionLink("Back to List", "Index™)

109 </div>

110 “@section Scripts {

111 <script sre="~/Scripts/jquery-1.18.2.min. js"»</scripts>

112 = <script type="text/javascript™>

113 = $(function () {

114

115

116 = $("select”).change(function () {

ur | var value = @;

118 = if ($(this).val() != ")
119 value = $(this).val();
120 }

121 var id = $(this).attr("id");

122 F $.ajax({

123 type: "POST",

124 url: "/vulnerabilities/AjaxMethod”,

125 data: ‘{type: "' + id + ', value: * + value + '}’
126 contentType: “application/json; charset-utf-g",
127 : "json”,

128 = function (response) {

129
130 H

131 = switch (id) {

132 = case "TacticIn™:

133 list = response.MitreTechnigue;
134 DisableDropDown(“#TechniqueID™);
135
136 PopulateDropDown( " #Techniqueln”, 1list);
137 break;

138 }

139

141 bH

145 = function DisableDropDown(dropDownId) {

146 $(dropDownId).attr("disabled”, "disabled");

147 $(dropbown1d) .empty().append(’ <option selected="selected” value="8">Please select</option>');
148 }

150 & function Populatebropbown(dropbowntd, 1ist) {

131 = if (list I= null &R list.length > 8) {
15| $(droppownId).removeattr(“disabled”);

100 Sine Doheny | C00226237



152

159

}

‘$(dr‘opDownId) .removeAttr‘E"disabiea”);
$.each(list, function () {

$(dropDownId).append($("<option></option>").val(this['value']).html(this[ 'Text']));

15
¥

</scripty>
<script type="text/javascript">
function CalculateDamagePotentialTotal() {

¥

var DamagePotential = document.getElementById( ' DamagePotential’).value;

var DamageTotal = ((DamagePotential * 40) / 100);
//alert(DamageTotal);

$('#DamagePotential").val(DamageTotal);

var Final = document.getElementById('Damagepotential’).value;

function CalculateReproducabilityTotal() {

)

var Reproducability = document.getElementById('Reproducability"’).value;

var ReproducabilityTotal = ((Reproducability * 5) / 100);

// alert(ReproducabilityTotal);
$('#Reproducability’).val(ReproducabilityTotal);

var Final = document.getElementById( Reproducability”).value;

function calculateexploitabilityTotal() {

}

var Exploitability = document.getElementById('Exploitability’).value;

var ExploitabilityTotal = ((Exploitability * 10) / 100);

// alert(ExploitabilityTotal);
$('#Exploitability').val(ExploitabilityTotal);

var Final = document.getElementById( 'Exploitability').value;

function CalculateAffectedUsersTotal() {

}

var AffectedUsers = document.getElementById('AffectedUsers”).value;
var AffectedusersTotal = ((Affectedusers * 40) / 100);

// alert(AffectedUsersTotal);
$('#AffectedUsers”).val(AffectedUsersTotal);

var Final = document.getElementById( AffectedUsers’).value;

function CalculateDiscoverabilityTotal() {

3

var Discoverability = document.getElementById('Discoverability"’).value;

var DiscoverabilityTotal = ((Discoverability * 5) / 100);
//alert(DiscoverabilityTotal);
$('#Discoverability’).val(DiscoverabilityTotal);

var Final = document.getElementById('Discoverability').value;

function calculateDREADTotal() {

3

var DamagePotentialval = document.getElementById( DamagePotential').value;
var Reproducabilityval = document.getElementById('Reproducability").value;
var Exploitabilityval = document.getElementById( Exploitability').value;
var AffectedUsersval = document.getElementById( ' AffectedUsers').value;

var Discoverabilityval = document.getElementById( 'Discoverability').value;

var DREADTotal = +DamagePotentialval + +Reproducabilityval + +Exploitabilityval + +Affectedusersval + +Discoverabilityval;

$('#DREADTotal").val(DREADTotal);
var Final = document.getElementById( 'DREADTotal').value;

function calculateseverity() {

var DREADTotal = document.getElementById( 'DREADTotal').value;
if (DREADTotal == 0.8) {
var Severity = "Observation”;
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225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
2410
241
242
243
244
245
246

. s

var Severity = "Observation”;
$("'#Severity').val(Severity);

b

else it (DREADTotal »= @.1 && DREADTotal <= 4.8) {
var Severityl = "Low Risk";
$("'#Severity').val(Severityl);

b

else if (DREADTotal »>= 4.1 && DREADTotal <= 8.8) {
var Severity2 = "Medium Risk";
$("#Severity’).val(sSeverity2);

b

else if (DREADTotal »= 8.1 && DREADTotal <= 10.0) {
var Severity3 = "High Risk";
$("#Severity').val(Severity3);

¥

</script>
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VulnerabilityEventLog.cshtml

@model TEnumerable<Project.Models.vulnerabilityModel>

1

W e Nk WwN

o
[

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

@{
ViewBag.Title = "";
Layout = "~/Views/Shared/ Layout.cshtm
I
<h2> </h2>
<br />
<hr />

<h4a><b>Vulnerability Event Log</b></h4>
<hr />

<table class="tahle">
<tr>
<th>
@Html.
</th>
= <th>

DisplayNameFor (model

@Html.
</th>
<th>

@Html.
</th>
= <th>

DisplayNameFor (model

DisplayNameFor(model

@Html.
</th>
= <th>

DisplayNameFor(model

@Html.
</th>
= <th>

DisplayNameFor(model

@Html.
</th>
<th></th>

</tr>

DisplayNameFor(model

@foreach (var item in Model)

1

model.VulnerabilitylogID)

model.VulnerabilityID)

model.Ticketuser)

model.CurrentTimeStamp)

model.TicketStatus)

model.vulnerabilityTicketNotes)

{
% <tr>
= <td>
@tml.DpisplayFor(modelItem =>
</td>
= <td>
@tml.DpisplayFor(modelItem =>
</td>
= <td>
@tml.DisplayFor(modelItem =>
</td>
= <td>
@tml.DisplayFor(modelItem =>
</td>
= <td>
@tml.DisplayFor(modelItem =>
</td>
= <td>
@tml.DisplayFor(modelItem =>
</td>
: </tr>
R
</table>
_@Html.ActionLink("Back to List", "Index")
103

item.vulnerabilitylLogID)
item.vulnerabilityID)
item.TicketUser)
item.CurrentTimeStamp)
item.Ticketstatus)

item.VulnerabilityTicketNotes)
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VulnerabilityAssignmentsController.cs

17 =hsing Project.Data;
2 using Project.Models;
3 using System;
4 System.Collections.Generic;
5 System.Data.SqlClient;
6 g System.Ling;
7 system.Web;
8 using System.wWeb.Mvc;
9
10 ~Inamespace Project.Controllers
1
O references
12 = public class vulnerabilityAssignmentController : Controller
13 {
14 private static string connectionstring = @"Data Source=(localdb)\MssQLLocalog;Initial Catalog=ProjectDB;Integrated Security=True;Connect 3
Timeout=3@;Encrypt=False;TrustServerCertificate~False;ApplicationIntent=Readwrite;MultiSubnetFailover=False";

15 [CustomAuthorization]
16 G public ActionResult Index()
17
18
19 List<vulnerabilityAssignmentModel> vulnerabilityAssignments = new List<vulnerabilityAssignmentModel>();
20 VulnerabilityAssignmentDAO vulnerabilityAssignmentDAO = new VulnerabilityAssignmentDAO();
21
2 vulnerabilityAssignments = vulnerabilityAssignmentDAO.Fetchall();
23 return View("Index", vulnerabilityAssignments);
24
25 [CustomAuthorization]
26 public ActionResult Details(int id)
27 {
28
29 VulnerabilityAssignmentDAO vulnerabilityAssignmentDAO = new VulnerabilityAssignmentDAo();
30 VulnerabilityAssig 1 vulnerabili i = vulnerabilityAssignmentDAO. Fetchone(id);
3 return View("Details”, vulnerabilityAssignment);
32
33 [CustomAuthorization]
34 | public ActionResult Create()
35 {
36 vulnerabilityAssignmentModel vulnerabilityAssignment = new vulnerabilityAssignmentModel();
37 vulnerabilityAssignment.ListvulnerabilityID = PopulateDropDown(” SELECT VulnerabilityID FROM dbo.vulnerability", "vulnerabilityID", “"vulnerabilityID");
38 vulnerabilityAssignment.ListTicketUser = PopulateDropDown(” SELECT Username, Role FROM dbo.Users WHERE Role = 'SecurityEngineer' ORDER BY Username ", "Username”, “Username");
39 vulnerabilityAssignment.Listvulnerabili er = Popul pDown (" SELECT StatusType FROM dbo.vulnerabilityStatusPenTester”, "StatusType", "StatusType");
a0 vulnerabilityAssignment.ListvulnerabilitystatusEngineer = PopulateDropbown(" SELECT StatusType FROM dbo.vulnerabilityStatuskngineer”, “StatusType”, “"StatusType");
a1 return View("CreatevulnerabilityAssignmentForm”, vulnerabilityAssignment);
a2
43 [CustomAuthorization]

8 referen
4 o private static List<SelectListItem> PopulateDropDown(string query, string textColumn, string valueColumn)
a5
46 ListcselectlistTten> items = new List<SelectlistTtem>();
a7 = using (sqlconnection connection = new Sqlconnection(connectionstring))
a8
a9 ‘ using (Sqlcommand cmd = new SqlCommand(query))
50 {
51 cmd.Connection = connection;
52 connection.Open();
53 = using (SqlDataReader sdr = cmd.ExecuteReader())
54
55 ] while (sdr.Read())
56 j
57 & items.Add(new SelectListItem
58
59 Text = sdr[textColumn].ToString(),
60 value = sdr[valueColumn].Tostring()
61 N;
62 }
63
64 connection.Close();
65 }
66 }
67
68 return items;
69
70 [customAuthorization]
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111

113
14
115
116
117
118
119
120

121
122
123
124
125
126
127

129

130
131
132

134
135
136
137

138
139

il

)
[Customauthorization]

0 references

public ActionResult CreatevulnerabilityAssignment(vulnerabilityAssignmentiiodel vulnerabilityAssignmenthodel)

{
//save it to the database
VulnerabilityAssignmentDAO vulnerabilityAssignmentDAO = new VulnerabilityAssignmentDAO();
vulnerabilityAssignmentDAO.Create(vulnerabilityAssignmentiodel);
List<vulnerabilityAssignmentModel> vulnerabilityAssignments = new List<VulnerabilityAssignmentModel>();
//How to return full list of assignments instead of the one
vulnerabilityAssi = vulnerabili i Fetchall();
return View("Index", vulnerabilityAssignments);

[customauthorization]

0 references

public ActionResult Edit(int id)

{
VulnerabilityAssignmentDAO vulnerabilityAssignmentDAO = new VulnerabilityAssignmentDao();
VulnerabilityAssignmentModel vulnerabilityAssignment = vulnerabilityAssignmentDAO.Fetchone(id);
vulnerabilityAssignment.ListVulnerabilityID = PopulateDropDown("” SELECT VulnerabilityID FROM dbo.vulnerability”,
vulnerabilityAssignment.ListTicketUser = PopulateDropDown(" SELECT Username, Role FROM dbo.Users WHERE Role
vulnerabilityAssignment.Li 1i = Popul
vulnerabilityAssignment.Li bili
return View(™ updatevu]nerabilnyAssx;n-entFor- » vulnerabilityAssignment);

[CustomAuthorization]

[Httppost]

O references

public ActionResult UpdatevulnerabilityAssignment(vulnerabilityAssignmentModel vulnerabilityAssignmentModel)

{
//save it to the database
VulnerabilityAssignmentDAo vulnerabilityAssignmentDAO = new VulnerabilityAssignmentpao();
vulnerabilityAssi vulnerabilit X3
return View("Details”, vulnerabilityAssignmentModel);

}

[Customauthorization]

O ceterences

public ActionResult Delete(int id)

vulnerabilityAssignmentDAO vulnerabilityAssi = new Vul
vulnerabilityAssignmentDAO.Delete(id);

ListevulnerabilityAssignmenttiodel> vulnerabilityAssignments = vulnerabilityAssignmentDAO.Fetchall();

return View("Index", vulnerabilityAssignments);

[Customauthorization]
O references

public ActionResult vulnerabilityAssignmentsEngineer(string session)

{

List<vulnerabilityAssignmentModel> yulnerabilityAssignments = new List<VulnerabilityAssignmentModel>();

ilitya

)5

Vulnerabilityassignmentdao vulnerabilityAssignmentdAo = new VulnerabilityAssignmentDAo();

vulnerabilityAssignments = vulnerablhtyAssxgnlentDw GetvulnerabilityAssignmentsengineer(session);

return View("vulnerabili » vulnerabilit

$)s

[customAuthorization]
O reterences
public ActionResult TestAssignmentsPenTester(string session)

{

List<vulnerabilityAssignmentModel> vulnerabilityAssignments = new List<vulnerabilityAssignmentmodel>();

Vulnerabilityassignmentda0 vulnerabilityassignmentoad = new VulnerabilityAssignmentoro();

vulnerabilityAssignments = vulnerabilit: i Get
return View("TestAssi ", vulnerabili i OH

[customAuthorization]
O ceferences
public ActionResult VulnerabilityAssignmentsPenTester()

Listevulnerabilityassignmentdodel> yulnerabilityAssignments = new List<VulnerabilityAssignmentModel>();

PenTester(session);

VulnerabilityAssignmentDAO vulnerabilityAssignmentDAO = new VulnerabilityAssignmentDa0();

Getvulnerabilitya

vulnerabili i = vulnerabilit!
- i

return View("VulnerabilityAssignment , vulnerabilit

ts);

105

PenTester();

"vulnerabilityID", “vulnerabilityID");

‘Securityengineer' ORDER BY Username “, “Username”, “Username");
opDown(” SELECT StatusType FROM dbo.VulnerabilitystatusPenTester”, “StatusType”, "StatusType");

= PopulateDropbown(" SELECT StatusType FROM dbo.VulnerabilityStatusEngineer”, “StatusType®, "StatusType");
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VulnerabilityAssignmentDAO.cs

=lsing Project.Models;
using System;
using System.Collections.Generic;
using System.Data.SqlClient;

1/

NowawwN

29

53

65

67

-inamespace Project.Data

internal class vulnerabilityAssignmentDAO

{

private string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect

Timeout=30;Encrypt=False;TrustServercertificate=False;ApplicationIntent=Readwrite;MultiSubnetFailover=False";

Aveferences

public List<vulnerabilityAssignmentModel> Fetchall()

}

p
(

ubl

ListcvulnerabilityAssignmentModel> returnList = new List<vulnerabilityAssignmentModel>();
using (Sgqlconnection connection = new Sqlconnection(connectionString))

string sqlQuery = "SELECT * FROM dbo.vulnerabilityAssignment”;
Sqlcommand command = new SqlCommand(sqlQuery, connection);

connection.open();
Sqlpatareader reader = command.ExecuteReader();
if (reader.HasRows)

while (reader.Read())

//creating new TestAssignment object and adding it to the list to be returned
vulnerabilityAssignmentModel vulnerabilityAssignment = new VulnerabilityAssignmenttodel();
vulnerabilityAssignment,vulnerabilityAssignmentID = reader.Getint32(@);
vulnerabilityAssignment.vulnerabilityID = reader.GetInt32(1);
vulnerabilityAssignment.Ticketuser = reader.GetString(2);
vulnerabilityAssignment.DateAssigned = reader.GetDateTime(3);
vulnerabilityAssignment.DateClosed = reader,GetDateTime(4);
vulnerabilityAssignment,TicketStatus = reader,GetString(s);
vulnerabilityAssignment.vulnerabilityTicketNotes = reader.GetString(6);
returntist.Add(vulnerabilityAssignment);

}

return returntist;

ic VulnerabilityAssignmentModel Fetchone(int id)

//access database
using (Sqlconnection connection = new SqlConnection(connectionString))

string sqlQuery = "SELECT * FROM dbo.vulnerabilityAssignment WHERE VulnerabilityAssignmentId = @id";

Sqlcommand command = new SqlCommand(sqlQuery, connection);

command. Parameters.Add("@1d", System.Data.sqlbbType.Int).value = id;
connection.open();

sqlpatareader reader = command.ExecuteReader();

VulnerabilityAssignmentModel vulnerabilityAssignment = new VulnerabilityAssignmentModel();
if (reader.HasRows)

while (reader.Read())
//create new test object and add that to the list to be returned

vulnerabilityAssignment.vulnerabilityAssignmentID = reader.GetInt32(e);
vulnerabilityAssignment.vulnerabilityID = reader.GetInt32(1);
vulnerabilityAssignment,TicketUser = reader.GetString(2);
vulnerabilityAssignment.DateAssigned = reader.GetDateTime(3);
vulnerabilityAssignment.DateClosed = reader.GetDateTime(4);
vulnerabilityAssignment,TicketStatus = reader.Getstring(s);
vulnerabilityAssignment,vulnerabilityTicketNotes = reader.GetString(6);

106
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73
74
75 }
7% |
77 [ return vulnerabilityassignment;
78 }
79
80 }
81 [
1 reference
82 = internal int Delete(int id)
83
84 =] using (SglConnection connection = new SqlConnection(connectionString))
a5
86 //prepared statement
87 /{update
88 string sqlQuery = "DELETE FROM dbo.vulnerabilityAssignment WHERE vulnerabilityAssignmentID = @id";
89
29 //associate @id with Id parameter
91
(7] sqlcommand command = new SqlCommand(sqlQuery, connection);
93
94 command . Parameters. Add("@Td", System.Data.SqlDbType.VarChar, 1000).value = id;
95
96
97 connection.open{);
o8 int deletedId = command.ExecuteNonQuery();
29
108 return deletedID;
101 }
102 | }
183 [
1 reference
B4 = public int create(vulnerabilityassignmentModel vulnerabilityassignmentmodel)
105
186
107 /laccess database
w8 = using (Sqlconnection connection = new Sqlconnection(connectionstring))
109
112 string sqlQuery = "INSERT INTO dbo.vulnerabilityAssignment values(@ulnerabilityID, @TicketUser, @Dateassigned, @oateClosed, @Ticketstatus, @vulnerabilityTicketWotes)";
111
12 sqlcommand command = new sqlcommand(sqlQuery, connection);
113 command. Parameters. Add( “@vulnerabilityin®, System.Data.sqlobiype.Int, 16@@).value = vulnerabilityaAssignmentmodel.vulnerabilityIn;
14 command. Parameters. Add( "@TicketUser”, System.Data.5qlDbType.VarChar, 1008).Value = vulnerabilityAssignmentModel.TicketUser;
115 command . Parameters.Add( "@oateassigned”, System.Data.sqlobiype.DateTime).value = vulnerabilityassignmentdodel.Dateassigned;
116 command . Parameters.Add( "@ateClosed”, System.Data.5qlDbType.DateTime).Value = vulnerabilityAssignmentModel.DateClosed;
117 command . Parameters.Add( "@icketstatus”, system.Data.sqlobType.varchar, 18ee).value = vulnerabilityassignmentModel.Ticketstatus;
118 command. Parameters . Add("@ulnerabilityTicketlotes”, System.Data.SqlDbType.Varchar).value = vulnerabilityAssignmentModel.VulnerabilityTickethotes;
119
120 //fupdate vulnerability that it has been assigned
121 string sglQueryl = “update dho.vulnerability SET DateOpen = @bateopen, DateClosed = @0DateClosed, StatusiD = @tatusiD, Tickethotes = @Ticketnotes, Assigneduser =
@assigneduser WHERE dbo.vulnerability.vulnerabilityID = @vulnerabilityID";
122
123 //associate @id with Td parameter
124 sqlcommand commandl = new SqlCommand(sqlQuery1l, connection);
125
126 command1.Parameters. Add("@ulnerabilityIn”, System.Data.sqlobType.Int).value = vulnerabilityAssignmentmodel.vulnerabilityIn;
127 command1.Parameters. Add("@0ateClosed”, System.Data.5qlDbType.DateTime).Value = vulnerabilityAssignmenttodel.DateClosed;
128 commandl.Parameters.Add(“@ateOpen”, System.Data.SqlObType.DateTime).Value = vulnerabilityAssignmentModel.DateAssigned;
129 command1.Parameters. Add("@StatusID”, System.Data.Sql0bType.VarcChar, 100@).Value = vulnerabilityAssignmentModel.TicketStatus;
138 commandl.Parameters.Add("@TicketNotes”, System.Data.SqlDbType.varchar, 1008).value = vulnerabilityAssignmenttodel.vulnerabilityTicketNotes;
131 command1.Parameters. Add("@Assigneduser”, System.Data.sqlDbType.Varchar, 1000).value = vulnerabilityAssignmentModel.TicketUser;
132
133 //Insert assignment To vulnerability Log
134 string sqlQuery2 = “INSERT INTO dbo.Vulnerabilitylog VALUES(@VulnerabilityID, @TicketUser, @CurrentTimeStamp, @TicketStatus, @vulnerabilityTicketNotes)";
135
136 //associate @id with 1d parameter
137 Sqlcommand command2 = new SqlCommand(sqlQuery2, connection);
138
139 command2 . Parameters.Add("@vulnerabilityID", System.Data.sqlDbType.Int).value = vulnerabilityAssignmentModel.vulnerabilityID;
140 command2.Parameters. Add("@TicketUser”, System.Data.sqlobType.varchar, 1088).value = vulnerabilityassignmentmodel.Currentuser;
141 command2 . Parameters . Add("@CurrentTimeStamp”, System.Data.SqlDbType.DateTime).Value = DateTime.Now;
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command2.Parameters.Add("@CurrentTimeStamp”, System.Data.SqlDbType.DateTime).Value = DateTime.Now;
command2.Parameters.Add("@TicketStatus”, System.Data.SqlobType.varchar, 1000).value = vulnerabilityAssignmentModel.TicketStatus;
command2.Parameters.Add("@vulnerabilityTicketNotes™, System.Data.SqlDbType.varchar, 1000).value = vulnerabilit: i “vul ilityTi 3

connection.open();

int newvulnerabilityAssignmentID = command.ExecuteNonQuery();
command1. ExecuteNonQuery();

command2. ExecuteNonQuery();

return newvulnerabilityAssignmentID;

1 reference

public int Update(vulnerabilityAssignmentmodel vulnerabilityAssignmentmodel)
{

}

Lrefer

//access the database

ut

{

sing (SqlConnection connection = new SglConnection(connectionstring))

//prepared statement
//update

string sqlQuery = "UPDATE dbo.VulnerabilityAssignment SET VulnerabilityId = @vulnerabilityIp, TicketUser = @TicketUser, DateAssigned = @DateAssigned, DateClosed =
@0ateClosed, TicketStatus = @TicketStatus, VulnerabilityTicketotes = @ulnerabilityTicketNotes WHERE VulnerabilityAssignmentID = @vulnerabilityAssignmentID";

/lassociate @id with Id parameter

SqlCommand command = new SqlCommand(sqlQuery, connection);

command.Parameters.Add("@VulnerabilityAssignmentID”, System.Data.sqlDbType.Int, 1000).Value = vulnerabilityAssignmenttodel.vulnerabilityAssignmentID;
command . Parameters.Add("@ulnerabilityInp", System.Data.sqlobiype.Int, 1000).value = vulnerabilityAssignmentModel.vulnerabilityID;
command.Parameters.Add("@TicketUser”, System.Data.SglDbType.Varchar, 1000).Value = vulnerabilityAssi 1.7i 5

command . Parameters.Add("@0ateAssigned”, System.Data.SqlDbiype.DateTime).value = vulnerabilityAssignmenttodel.DateAssigned;
command..Parameters.Add("@ateClosed"”, System.Data.5qlobType.DateTime).value = vulnerabilityAssignmentodel.DateClosed;

command . Parameters.Add("@TicketStatus”, System.Data.sqlDbType.varChar, 1000).value = vulnerabilityAssignmentModel.TicketStatus;

command. Parameters.Add(“@vulnerabilityTicketNotes", System.Data.SqlobType.varChar).value = vulnerabilityAssignmentModel.vulnerabilityTicketNotes;

//update Vulnerability
string sqlQueryl = "Update dbo.Vulnerability SET DateOpen = @ateOpen, DateClosed = @0ateClosed, StatusID = @StatusID, TicketNotes = @TicketNotes WHERE
dbo.vulnerability.vulnerabilityID = @vulnerabilityIp";

//associate @id with Id parameter
Sqlcommand commandl = new SqlCommand(sqlQueryl, connection);

command1.Parameters.Add("@vulnerabilityIp”, System.Data.sqlobType.Int).Value = vulnerabilityAssignmentModel.VulnerabilityIn;
command1.Parameters.Add("@ateClosed”, System.Data.sqlObType.DateTime).Value = vulnerabilityAssignmenttodel.DateClosed;
command1.Parameters.Add("@Dateopen”, System.Data.SqlDbType.DateTime).value = vulnerabilityAssi i
command1.Parameters.Add("@statusiD”, System.Data.s5qloblype.varChar, 1000).value = vulnerabilityAssignmenttModel.Ticketstatus;
command1.Parameters.Add("@TicketNotes”, System.Data.sqlDbType.Varchar, 1000).Value = vulnerabilityAssignmenttodel.vulnerabilityTicketNotes;
command1.Parameters.Add("@Assigneduser™, System.Data.sqlbbType.varChar, 1000).value = vulnerabilityAssignmentModel.Ticketuser;

//Insert Edit To vulnerability Log
string sqlQuery2 = “INSERT INTO dbo.Vulnerabilitylog VALUES(@VulnerabilityID, @TicketUser, @CurrentTimeStamp, @TicketStatus, @vulnerabilityTicketNotes)";

//associate @id with Id parameter
sqlcommand command2 = new SqlCommand(sqlQuery2, connection);

command2.Parameters.Add("@ulnerabilityIn”, System.Data.sqlobiype.Int).value = vulnerabilityAssignmentModel.vulnerabilityID;
command2.Parameters.Add("@TicketUser”, System.Data.sqlDbType.varchar, 1000).value = vulnerabilityAssignmentModel.Currentuser;
command2.Parameters.Add("@CurrentTimeStamp”, System.Data.sqlDbType.DateTime).Value = DateTime.Now;

command2.Parameters.Add("@TicketStatus”, System.Data.sqlobType.Varchar, 1000).value = vulnerabilityAssignmentModel.TicketStatus;
command2.Parameters.Add("@ulnerabilityTicketNotes™, System.Data.sqlDbType.varchar, 1000).value = vulnerabilityAssignmentModel.vulnerabilityTicketNotes;

connection.open();

int newvulnerabilityAssignmentID = command.ExecuteNonQuery();
command1.ExecuteNonQuery();

command2. ExecutehonQuery();

return newvulnerabilityAssignmentID;

public List<vulnerabilityAssignmentdodel> GetvulnerabilityAssignmentsEngineer(string session)
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241

242
243
244
245
246
247

249
250
251
252
253
254
255
256
257
258
259
268
261
262
263

265
266
267
268
269
270
271
272
273
274

275
276
277

279
280

1 reference

public ListevulnerabilityAssignmentModel> GetvulnerabilityAssignmentsengineer(string session)

List<vulnerabilityAssignmentModel> returnList = new List<VulnerabilityAssignmentModel>();
using (Sqlconnection connection = new sqlconnection(connectionstring))

string sqlQuery = "SELECT * FROM dbo.vulnerabilityAssignment WHERE TicketUser = @session AND TicketStatus = ‘Open'";

sqlcommand command = new SqlCommand(sqlQuery, connection);
command . Parameters.Add("@session”, System.Data.sqlpbType.varcChar).value = sessionj

connection.open();
sqlDataReader reader = command.ExecuteReader();
if (reader.HasRows)

while (reader.Read())

{
//creating new Testassignment object and adding it to the list to be returned
VulnerabilityAssignmentModel vulnerabilityAssignment = new VulnerabilityAssignmenttodel();
vulnerabilityAssignment.vulnerabilityassignmentID = reader.GetInt3z(@);
vulnerabilityAssignment.vulnerabilityID = reader.GetInta2(1);
vulnerabilityAssignment.TicketUser = reader.GetString(2);
vulnerabilityAssignment.DateAssigned = reader.GetDateTime(3);
vulnerabilityAssignment.DateClosed = reader.GetDateTime(4);
vulnerabilityAssignment, Ticketstatus = reader.GetString(s);
vulnerabilityAssignment.vulnerabilityTickethotes = reader.GetString(6);
returnList.Add(vulnerabilityAssignment);

1

return returnlist;

}

1reference

public ListevulnerabilityAssignmentiodel> GetvulnerabilityAssignmentsPenTester()

Listevulnerabilityassignmentmodel> returnList = new List<vulnerabilityAssignmentModel>();
using (sqlconnection connection = new Sglcannection(connectionstring))

string sqlQuery = "SELECT * FROM dbo.VulnerabilityAssignment WHERE TicketStatus = "Re-Test

sqlCommand command = new SqlCommand(sqlQuery, connection);

connection.open{);
sqlDataReader reader = command.ExecuteReader();
if (reader.HasRows)

while (reader.Read())

/lcreating new TestAssignment object and adding it to the list to be returned
vulnerabilityassignmentModel vulnerabilityAssignment = new VulnerabilityassignmentModel();
vulnerabilityassignment.vulnerabilityAssignmentin = reader.cetint3z(e);
vulnerabilityAssignment.vulnerabilityID = reader.GetInta2(1);
vulnerabilityassignment.Ticketuser = reader.Getstring(2);
vulnerabilityAssignment.DateAssigned = reader.GetDateTime(3);
vulnerabilityAssignment.DateClosed = reader.GetDateTime(4);
vulnerabilityassignment.Ticketstatus = reader.cetstring(s);
vulnerabilityAssignment.vulnerabilityTickethotes = reader.GetString(6);
returnList.add(vulnerabilityAssignment);

return returnList;

public ListevulnerabilityassignmentModels GetTestAssignmentsPenTester(string session)

{
ListevulnerabilityAssignmentModel> returnList = new List<vulnerabilityAssignmentModel>();
using (sglconnection connection = new sqlconnection(connectionstring))
string sqlQuery2 = "SELECT TestAssignmentID, TestName, DateAssigned, DateClosed, TicketStatus, TestTicketWotes
string sglQuery2 = “SELECT TestAssignmentID, TestName, DateAssigned, Dateclosed, TicketStatus, TestTicketMotes
Ticketuser = @session”;
sqlcommand command2 = new SqlCommand(sqlQuery2, connection);
command2.Parameters.Add("@session”, System.Data.sqlDbType.Varchar).value = session;
connection.open();
sqlDatakeader reader2 = command2.ExecuteReader();
if (reader2.HasRows)
while (reader2.Read())
J/creating new TestAssignment object and adding it to the list to be returned
VulnerabilityAssignmenttodel vulnerabilityAssignment = new VulnerabilityAssignmentModel();
vulnerabilityassignment.TestAssignmentID = reader2.GetInt32(8);
vulnerabilityassignment.TestName1l = readerz.cetstring(1);
vulnerabilityAssignment.DateAssignedl = reader2.GetDateTime(2);
vulnerabilityAssignment.DateClosedl = reader2.GetDateTime(3);
vulnerabilityAssignment.Ticketstatusl = reader2.Getstring(4);
vulnerabilityAssignment.TestTicketNotesl = readerz.GetString(5);
returnList.Add(vulnerabilityAssignment);
}
}
return returnList;
H
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VulnerabilityAssignmentModel.cs

14 &
2

e NT W AW

41
42
43

a4
45
46

[ising system;

using System.Collections.Generic;

using system.ComponentModel .Dataannotations;
using System.Lin
1g System.Meb;
using System.Web.Mvc;

namespace Project.Models

public class VulnerabilityAssignmenttodel
[Display(Name = “"Vulnerability Assignment 10")]

public int VulnerabilityAssignmentID { get; set; }
[Display(Name = "Test Assignment ID")]

public int TestassigrmentID { get; set; }
[pisplay(name = "vulnerability 10")]

public int VulnerabilityID { get; set; }
[Display(Name = “Ticket User”)]

public string Ticketuser { get; set; }
[Display(Name = “Current User™)]

public string Currentuser { get; set; }
[Display(Name = "Test Name")]

public string Testname { get; set; }
[Display(Name = "Severity™)]

public string Severity { get; set; }
[pisplay(name = "Test name™)]

public string TestNamel { get; set; }
[Display(Mame = "Date Assigned”)]

public DateTime DateAssigned1 { get; set; }
[Display(name = "Date Closed”)]

public DateTime DateClosedl { get; set; }
[Display(Name = "Ticket Hotes™)]

public string TicketNotes { get; set; }
[Display(Name = "Ticket Notes")]

public string TestTickethotes { get; set; }
[Display(MName = "Ticket Status®)]

public string TicketStatus1 { get; set; }
[Display(Mame = "Ticket Hotes™)]

public string TestTickethotesi { get; set; }
[Display(Name = "Status")]

public string StatusID { get; set; }
[Display(Name = "Date Assigned”)]
[pisplayFormat (ApplyFormatineditMode = true, DataFormatstring

public DateTime DateAssigned { get; set; }
[Display(Mame = "Date Open")]
[pisplayFormat(ApplyFormatInEditMode = true, DataFormatString

public DateTime DateOpen { get; set; )
[Display(Nane = "Date Closed")]
[DisplayFormat (ApplyFormatInEditMode = true, DataFormatString

public DateTime DateClosed { get; set; }
[Display(Name = "Ticket Status")]
ole

|‘:‘ub1ic s'tring Ticketstatus { get; set; }
[pisplay(name = "Ticket Hotes™)]

11 references
public string VulnerabilityTickethotes { get; set; }
public ListeselectlistItems ListvulnerabilityID { get; set; }

3 ref
public List<selectListItem> ListTicketuser { get; set; }

public List<SelectlListItem> ListTicketUser { get; set; }

“{e:dd/m/yyyy}”)]

"{@sdd/m/yyyy})]

“{@:dd/M/yyyy}") ]

public List<SelectListItem> ListVulnerabilityStatusPenTester { get; set; }

3 refaren
public ListeselectlistItems ListVulnerabilityStatusEngineer { get; set; }

public vulnerabilityassignmentmodel(int vulnerabilityassignmentIn, int vulnerabilityID, string ticketuser, DateTime dateassigned, DateTime dateclosed, string ticketstatus, string &

o vulnerabilityTickethotes)

{

VulnerabilityAssignmentID = vulnerabilityAssignmentID;

vulnerabilityId = vulnerabilityIn;

Ticketuser = ticketUser;

DateAssigned = dateAssipgned;

DateClosed = dateclosed;

Ticketstatus = ticketstatus;

vulnerabilityTicketbotes = vulnerabilityTickethotes;
}

S public vulnerabilityAssignmentModel()

ListTicketuser = new List<selectListitem>();

ListvulnerabilityStatusPenTester = new List<SelectListItem»();

this.ListvulnerabilityStatusEngineer = new ListeSelectlistTten>();

110
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VulnerabilityAssignment Views

CreateVulnerabilityAssignmentForm.cshtml

1 @model Project.Models.VulnerabilityAssignmentModel

2

3 @f

a4 ViewBag.Title = "";

5 Layout = "~/Views/Shared/ Layout.cshtml";

6 3

7

8 <h2> </h2>

9

10

11 —l@using (Html.BeginForm("CreateVulnerabilityAssignment”, "VulnerabilityAssignment™))

12 {

13 @4tml.AntiForgeryToken()

14

15 -i<div class="form-horizontal">

16 <br />

17 <hr />

18 <h4a><b>Assign vulnernability</b></h4>

19 <hr />

20 @4tml.validationSummary(true, new { @class = "text-danger" })

21 = <div hidden class="form-group">

22 @Html.LabelFor(model => model.VulnerabilityAssignmentID, htmlAttributes: new { @class = "control-label col-md-2" })
23 =] <div hidden class="col-md-10">

24 @Html.EditorFor(model => model.vulnerabilityAssignmentID, new { htmlAttributes = new { @class = "form-control” } })
25 @Html.validationMessageFor(model => model.VulnerabilityAssignmentID, "", new { @class = "text-danger” })
26 </div>

27 </div>

28 = <div class="form-group”>

29 @Html.LabelFor(medel => model.VulnerabilityID, htmlAttributes: new { @class = "control-label col-md-2" })
30 = <div class="col-md-10">

31 @Html.DropDownListFor(m => m.VulnerabilityID, Model.ListvulnerabilityID, "Please select")

32 </div>

33 </div>

34

35 = <div class="form-group”>

36 @Html.LabelFor(model => model.TicketUser, htmlAttributes: new { @class = "control-label col-md-2" })

37 - <div class="col-md-10">

38 @Html.DropDownListFor(m => m.TicketUser, Model.ListTicketUser, "Please select")

39 </div>

40 </div>

41 = <div hidden class="form-group">

42 @Html.LabelFor(model => model.CurrentUser, htmlAttributes: new { @class = "control-label col-md-2" })

43 = <div hidden class="col-md-10">

44 @Html.EditorFor(model => model.CurrentUser, new { htmlAttributes = new { @class = "form-control”, Value = Session["username™] } })
45 </div>

46 </div>

47

48 = <div class="form-group">

49 @Html.LabelFor(model => model.DateAssigned, htmlattributes: new { @class = "control-label col-md-2" })

50 = <div class="col-md-10">

51 @Html.TextBoxFor(model => model.DateAssigned, new { type = "date" })

52 </div>

53 </div>

54

55 = <div class="form-group”>

56 @Html.LabelFor(model => model.DateClosed, htmlAttributes: new { @class = "control-label col-md-2" })

57 = <div class="col-md-10">

58 @Html.TextBoxFor(model => model.DateClosed, new { type = "date" })

59 </div>

60 </div>

61 = <div class="form-group”>

62 @Html.LabelFor(model => model.VulnerabilityTicketNotes, htmlAttributes: new { @class = "control-label col-md-2" })
63 - <div class="col-md-10">

64 @+tml.EditorFor(model => model.vulnerabilityTicketNotes, new { htmlAattributes = new { @class = "form-control” } })
65 @tml.validationMessageFor(model => model.vulnerabilityTicketNotes, "", new { @class = "text-danger" })
66 </div>

67 </div>

68 @

69 string Rolej

70 Role = Session["userRole™].ToString();

71 = if (Role == "PenetrationTester™)

72 {

73 = <div class="form-group">

74 @Html. LabelFor(model => model.TicketStatus, htmlattributes: new { @class = "control-label col-md-2" })
75 = <div class="col-md-10">

76 (@Html.DropDownListFor(m => m.TicketStatus, Model.ListvulnerabilityStatusPenTester, "Please select™)
77 </div>

78 </div>

n R
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</div>

else if (Role == "SecurityEngineer")
{
<div class="form-group">
@-tml.LabelFor(model => model.Ticketstatus, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10"»
@Html.DropDownListFor(m => m.Ticketstatus, Model.Listvulnerabilitystatusengineer, "Please select™)
</div>
</div>
Response.Redirect("~/Home/Index™);

else if (Role == "Administrator™)
{
<div class="form-group">
@-tml.LabelFor(model => model.Ticketstatus, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.DropDownListFor(m => m.Ticketstatus, Model.ListvulnerabilitystatusPenTester, "Please select")
</div>
</div>

}

<div class="form-group">
<div class="col-md-offset-2 col-md-10">
<input type="submit" value="Create" class="btn btn-default” />

</div>
</div>
</div>
}
=l<divey

@Html.ActionLink("Back to List", "Index™)

</div>

@section scripts {

b

@scripts.Render(”~/bundles/jqueryval™)
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Details.cshtml

1 [pmodel Project.Models.VulnerabilityAssignmentModel
2
ERN
4 ViewBag.Title = "";
5 Layout = "~/Views/Shared/_Layout.cshtml”;
6}
7
8 <h2></h2>
9
1e =l<div>
11 <br />
12 <hr />
13 <h4»><b>Assigned vulnerability Information</b></h4>
14 <hr />
15 % <dl class="dl-horizontal">
16 = <dt>
17 @Html .DisplayNameFor(model => model.vulnerabilityAssignmentID)
18 </dt>
19 I
20 = <dd>
21 @Html .DisplayFor(model => model.VulnerabilityAssignmentID)
22 </dd>
23 I
24 - <dt>
25 @Html.DisplayNameFor(model => model.VulnerabilityID)
26 </dt>
27 I
28 E <dd>
29 @Html.DpisplayFor(model => model.VulnerabilityID)
EL) </dd>
31 I
32 = <dt>
33 @Html.DpisplayNameFor(model => model.TicketUser)
34 </dt>
35 I
36 E <dd>
37 @Html.DisplayFor(model => model.TicketUser)
38 </dd>
39 I
10 E <dt>
41 @Html.DisplayNameFor(model => model.DateAssigned)
42 </dt>
a3 I
14 - <dd>
45 @Html .DisplayFor(model => model.DateAssigned)
16 </dd>
a7 I
48 E <dt>
49 @Html .DisplayNameFor(model => model.DateClosed)
50 </dt>
51 I
52 - <dd>
53 @Html.DisplayFor(model => model.DateClosed)
54 </dd>
55 = <dt>
56 @Html.DisplayNameFor(model => model.VulnerabilityTicketNotes)
57 </dt>
58 I
59 = <dd>
60 @Html .DisplayFor(model => model.VulnerabilityTicketNotes)
61 </dd>
62 = <dt>
63 @Html.DisplayNameFor(model => model.TicketStatus)
64 </dt>
65 I
66 E <dd>
67 @Html.DisplayFor(model => model.TicketStatus)
68 </dd>
69
70 </dl>
71 [</div>
72 =<p>
73 @Html.ActionLink("edit"”, "Edit", new { id = Model.vulnerabilityAssignmentID }) |
74 @Html.ActionLink("Back to List", "Index™)
75 </p>
76 i
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Index.cshtml

77
78
79
80
81
82
83
84
85
86
87
88
89
%
91
22
93
o4
95
%

[@model TEnumerable<Project.Models.VulnerabilityAssignmentModel>

@{
ViewBag.Title = "";
Layout = "~/Views/Shared/_ Layout.cshtml";
}
<h2></h2>
=l<p>
e{
string Role;
Role = Session["userRole"].Tostring();
= if (Role == "Administrator™)
{
<br />
<hr />
<ha><b>Assigned vulnernabilities</b»</h4>
<hr />
@Html.ActionLink("Create New", "Create")
}
= else if (Role == "PenetrationTester™)
{
<br />
<hr />
<ha><b>assigned vulnernabilities</b></ha>
<hr />
@Html.ActionLink("Create New", "Create")
= else if (Role == "Engineer")
{
Response.Redirect("~/Home/Index");
}
}
</p>
E|<tahle class="table">
% <tr>
= <th>
{ @+tml.DisplayNameFor(model => model.VulnerabilityAssignmentID)
</th>
= <th>
@Html.DisplayNameFor(model => model.VulnerabilityID)
</th>
cl <th>
@+tml.DisplaynameFor(model => model.Ticketuser)
</th>
= <th>
@+tml.pisplayNameFor(model => model.DateAssigned)
</th>
=] <th>
@+tml.DisplayNameFor(model => model.DateClosed)
</th>
=] <th>
@+tml.pisplayNameFor(model => model.TicketStatus)
</th>
=l <th>
@Html.DisplayNameFor(model => model.VulnerabilityTicketNotes)
</th>
<th></th>
</tr>

@foreach (var item in Model)
{
<tr>
<td>

</td>
E <td>

</td>
<td>

@Html.DisplayFor(modelItem => item.TicketUser)
</td>
<td>

@Html.DisplayFor(modelItem => item.DateAssigned)
</td>

</td>

<td>
@Html.pisplayFor(modelTtem => item.DateClosed)

</td>

<td>

</td>
<td>

</td>
<td>

@Html.DisplayFor(modelItem => item.TicketStatus

@Html.DisplayFor(modelItem => item.VulnerabilityAssignmentID)

@4tml.DisplayFor(modelItem => item.VulnerabilityID)

@Html.pisplayFor(modelItem => item.vulnerabilityTicketNotes)

@Html.ActionLink("Edit"”, "Edit", new { id = item.VulnerabilityAssignmentID }, new { session = Session["Username"] }) |
@Html.ActionLink("Details"”, "Details”, new { id = item.VulnerabilityAssignmentID }, new { session = Session["Username”] }) |
@Html.ActionLink("Delete”, "Delete", new { id = item.VulnerabilityAssignmentID }, new { session = Session["Username"] })

</td>
</tr>
}

</table>
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TestAssignmentsPenTester.cshtml

1

W e~ N

e
[

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

@model IEnumerable<Project.Models.VulnerabilityAssignmentModel>

@t

ViewBag.Title =
Layout = "~/Views/Shared/ Layout.cshtml"”;
i

<br />
<hr />
<ha><b></b></ha>
<hr />
<table class="table"»
<tr>
<th>
@Html.DisplayNameFor(model => model.TestAssignmentID)
</th>
=] <th>

@Html.DisplayNameFor(model => model.TestNamel)
</th>
<th>

@Html.DisplayNameFor(model => model.DateAssignedl)
</th>
<th>

@Html.DisplayNameFor(model => model.DateClosed1)
</th>
= <th>

@Html.DisplayNameFor(model =»> model.TestTicketNotes1)
</th>
= <th>

@Html.DisplayNameFor(model => model.TicketStatusi)
</th>

<ths></th>
</tr>

@foreach (var item in Model)
{
<tr>»
<td>
@Html.DisplayFor(modelItem => item.TestAssignmentID)
</td>
<td>
@Html.DisplayFor(modelItem => item.TestNamel)
</td>
= <td>

@Html.Displayror(modelItem => item.DateAssignedl)
</td>
<td>

@Html.DisplayFor(modelItem => item.DateClosedl)
</td>
<td>

@Html.DisplayFor(modelItem => item.TestTicketnotes1)
</td>
<td>

@Html.DisplayFor(modelItem => item.TicketStatusi)
</td>

</t

}

| </table>

115

Sine Doheny | C00226237



UpdateVulnerabilityAssignment.cshtml

56

[model project.Models.vulnerabilityassignmentrodel

e{

viewBag.Title = "";

Layout = "~/Views/Shared/_Layout.cshtml";
}

<h2> </h2>

=i@using (Html.BeginForm("UpdatevulnerabilityAssignment”, "VulnerabilityAssignment™))

@Html. AntiForgeryToken()

=i<div class="form-horizontal™>

<br />

<hr />

<ha><b>Update Vulnerability Assignment</b></ha>

<hr />

@itml.validationsummary(true, "*, new { @class = "text-danger" })

= <div hidden class="form-group™>

@Html.LabelFor(model => model.VulnerabilityAssignmentID, htmlAttributes: new { @class = "control-label col-md-2" })

o <div hidden class="col-md-10">
@tml.EditorFor(model => model.VulnerabilityAssignmentID, new { htmlAttributes = new { @class = "form-control" } })
@Html.validationMessageFor(model => model.vulnerabilityAssignmentiD, “", new { @class = "text-danger" })

</div>
</div>

=l <div class="form-group™>
‘ @Html.LabelFor(model => model.VulnerabilityID, htmlAttributes: new { @class = "control-label col-md-2" })
2 <div class="col-md-10">
@Html.oropbownListFor(m => m.VulnerabilityID, Model.ListvulnerabilityID, "Please select")
</div>
</div>

= <div class="form-group”>
‘ @Html.LabelFor(model => model.TicketUser, htmlAttributes: new { @class = “"control-label col-md-2" })
<div class="col-md-10">
@Html.DropDownListFor(m => m.TicketUser, Model.ListTicketUser, "Please select™)
</div>
</div>

=] <div hidden class="form-group">
‘ @Html.LabelFor(model => model.CurrentUser, htmlAttributes: new { @class = “control-label col-md-2" })
&l <div hidden class="col-md-10">
@tml.EditorFor(model => model.CurrentUser, new { htmlAttributes = new { @class = "form-control”, value = Session["username"] } })
</div>
</div>
=) <div class="form-group”>
@Html.LabelFor(model => model.DateAssigned, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.DateAssigned, new { htmlAttributes = new { @class = "form-control” } })

</div>
</div>

=l <div class="form-group”>
‘ @Html.LabelFor(model => model.DateClosed, htmlAttributes: new { @class = “control-label col-md-2" })
= <div class="col-md-10">
@Html.editorFor(model => model.DateClosed, new { htmlAttributes = new { @class = "form-control” } })
</div>
</div>
=) <div class="form-group”>
@Html.LabelFor(model => model.vulnerabilityTicketNotes, htmlAttributes: new { @class = "control-label col-md-2" })
<div class="col-md-10">
@Html.EditorFor(model => model.vulnerabilityTicketNotes, new { htmlAttributes = new { @class = "form-control” } })
@Html.validationMessageror(model => model.vulnerabilityTicketNotes, ", new { @class = "text-danger" })
</div>
</div>
et
String Role;
Role = Session["userRole"].ToString();
if (Role == “"penetrationTester")

«div class="form-group”>
@Html.LabelFor(model => model.TicketStatus, htmlAttributes: new { @class = "control-label col-md-2" })
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77 @Html.LabelFor(model => model.TicketStatus, htmlAttributes: new { @class = "control-label col-md-2" })

78 = <div class="col-md-10">

79 @Html.DropDownListFor(m => m.TicketStatus, Model.ListVulnerabilityStatusPenTester, "Please select™)
80 </div>

81 </div>

82

83 = else if (Role == “"SecurityEngineer™")

g | {

85 =l <div class="form-group”>

86 ‘ @Html.LabelFor(model => model.TicketStatus, htmlAttributes: new { @class = "control-label col-md-2" })
87 = <div class="col-md-1@">

88 @Html.DropDownListFor(m => m.TicketStatus, Model.ListVulnerabilityStatusEngineer, "Please select™)
89 </div>

20 </div>

o1 Response.Redirect("~/Home/Index");

92

93 = else if (Role == "Administrator")

94 ‘

95 =l <div class="form-group”>

96 ‘ @Html.LabelFor(model => model.TicketStatus, htmlAttributes: new { @class = "control-label col-md-2" })
97 = <div class="col-md-10">

a8 @Html.DropDownListFor(m => m.TicketStatus, Model.ListvVulnerabilityStatusPenTester, "Please select™)
99 </div>

100 | </div>

101 I }

102 I }

103

164

105 = <div class="form-group">

106 = <div class="col-md-offset-2 col-md-18">

107 <input type="submit" value="Create" class="btn btn-default" />

108 </div>

109 L </divs

110 | </div>

111 '}

112 )

113 =<div>

114 @Html.ActionLink("Back to List", "Index")

115 </div>

116

117 @section Scripts {

118 @scripts.Render(”~/bundles/jqueryval™)

119 ¥

126
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VulnerabilityAssignmentsEngineer.cshtml

l[gmodel IEnumerable<Project.Models.VulnerabilityAssignmentModel>

W s B W N e
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@f

ViewBag.Title

wa
3

Layout = "~/Views/Shared/ Layout.cshtml";

}

<br />
<hr />

<h4><b>Tasks</b></ha>

<hr />

=l<table class="table">»

<tr>
<th>

| </th>
= <th>

</th>
<th>

</th>
<th>

| </th>
=] <th>

</th>
= <th>

I </th>
= <th>

</th>
<th></th>
</tr>

@foreach (var

{

<tr>
<td»

</td>
=l <td»

@Html.
</td>
= <td>

@Html.
</td>
<td»

@Html.
</td>
3 <td»

@Html.
</td>
<td>

@Html.
</td>
<td>

@Html.
</td>
< /try

b

| </table>

@Htm1.

@Html.

@Html.

@Htm1.

@Html.

@Html.

@Html.

@Html.DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayNameFor(model

DisplayNameFor(model

DisplayNameFor (model

DisplayNameFor(model

DisplayNameFor(model

DisplayNameFor (model

DisplayNameFor(model

item in Model)

item.

item

item.

item.

item.

item.

item

model

model

model

model.

model

model

model.

.VulnerabilityAssignmentID)

.VulnerabilityID)

.Ticketuser)

DateAssigned)

.DateClosed)

VulnerabilityTicketNotes)

TicketStatus)

VulnerabilityAssignmentID)

.VulnerabilityID)

Ticketuser)

DateAssigned)

DateClosed)

VulnerabilityTicketNotes)

.TicketStatus)
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VulnerabilityAssignmentsPenTester.cshtmi

1
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@model IEnumerable<Project.Models.VulnerabilityAssignmentModel>

@

ViewBag.Title

wo
>

Layout = "~/Views/Shared/ Layout.cshtml”;

}

<br />
<hr />

<ha><b»vulnernabilities Ready For Re-Test</b»</h4>

<hr />

-l<table class="table">

<tr>
<th>
@Html.
</th>
= <th>

@Html.
</th>
<th>

@Html.
</th>
] <th>»

@Html.
</th>
<th>

@Html.
</th>
= <th>»

@itml.
</th>
<th>

@Html.
</th>
<th></th>

</tr>

@foreach (var
{
<tr>»
<td>
@Html.
</td>
<td>
@Html.
</td>
= <td>

@Html.
</td>
<td>

@Html.
</td>
= <td>

@Html.
</td>
= <td>
@Html.
</td>
= <td>
@Html.
</td>
</tr>

}

7</tab1e>

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayFor(modelItem

DisplayNameFor (model

DisplayNameFor(model

DisplayNameFor(model

DisplayNameFor (model

DisplayNameFor(model

DisplayNameFor(model

DisplayNameFor (model

item in Model)

item.

item

item

item

item

item.

item.

model

model

model.

model.

model

model

model

.VulnerabilityAssignmentID)

.VulnerabilityID)

TicketUser)

DateAssigned)

.DateClosed)

.VulnerabilityTicketNotes)

.Ticketstatus)

VulnerabilityAssignmentID)

.VulnerabilityID)

.TicketUser)

.DateAssigned)

.DateClosed)
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VulnerabilityTicketNotes)

TicketsStatus)
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Layout.cshtml

Ce e AW N

65

kipocTvee html>

<html>
<head»
<meta charset="utf-8" />

<meta name="viewport® content="width=device-width, initial-scale=1.e">
<title>@viewBag.Title - Vulnerability Management</title>

@styles.Render("~/Content/css™)

@scripts.Render("~/bundles/modernizr™})

</head>
<body>

«div class="navbar navbar-inverse navbar-fixed-top">

<div class="container”>

<div class="navbar-header">

</button>

@tnl. ActionLink("Vulnerability Management”, "Index”, "Home", new { area = " }, new { @class = "navbar-brand" })

</div>
<div class=

avbar-collapse collapse”>

<ul class="nav navbar-nav">
@{ if (Session["userrole”] = null)
{

string Rolej
Role = Session["userRole”].Tostring();

if (Role
{

“Administrator™)

<li>@gHtml.ActionLink("Home™, "Index", "Home")</li>
<li>@qtml.ActionLink("Assign Test", "Index", "Testassignment™)</li>
<li>@tml.ActionLink("Tests”, “Index", "Tests")</li>

<1i>gHtml.Actionlink(“Assign Vulnerability”, “Index", “VulnerabilityAssignment")</li>
<li>gHtml.ActionLink(“vulnerabilities”, "Index", "wulnerabilities")</li»
<li>@Html.ActionLink("Assets”, "Index", "Assets")</li>

if (session["userkole”] 1= null)

]

else

<li> <a href="#"> @session[“"username"]</a></1i>

<li>@tml.Actionlink("Login Tab", “Index”, “Login")</1i>

<1lir@itml.ActionLink("Logout Tab", "Logout™, "Login")</li>

else if

(Role == “"penetrationTester”)

<li>@Html.ActionLink(“Home", “Index”, “Home")</li>
<li>gutml.ActionLink("Tasks", “TestAssignmentsPenTester”, “VulnerabilityAssignment”, new { session = Session["Username”] }, null)</li>

<li>@Mtml.ActionLink("Ready For Re-T

<li>@utml.ActionLink("Assign Test”, "Index”, "TestAssigament”)</li>
<li>@Html.ActionLink("Tests”, “Index”, "Tests")</li>

<li>@Html.ActionLink("Assign Vulnerability”, "Index”, "VulnerabilityAssignment”)</Li>
<li>@tml.ActionLink("vulnerabilities”, "Index", "wulnerabilities")</li»
<1i>@Html.ActionLink("Assets”™, "Index", "Assets")</li>

if (Session["userfole”] 1= null)

{
1

else
{

<li> <a href="§"> @session[“username”]</a></1i>

<li>gtml.ActionLink(*Login Tab", “Index", “Login")</li>

<li>@qtml.ActionLink("Logout Tab", "Logout”, "Login")</li>

else if

(Role == "securitytngineer™)

<li>gutml.ActionLink("Home", "Index”, "Home")</li>
<li>gutml.ActionLink("Tasks", "VulnerabilityAssignmentsEngineer”, "VulnerabilityAssignment”, new { session = Session["Username"] }, null)</li>
<li>@Html.Actionlink("Assign Vulnerability”, “Index", "VulnerabilityAssignment”)</li>
<li>@Html.Actionl ink("Vulnerabilities”, "Index”, "Vulnerabilities")</1i>

if (
{

}

else

Session["userRole”] 1= null)

<li> <a href="8"> @session["username”]</a></1i>

120

st", "VulnerabilityAssignmentsPenTester”, "VulnerabilityAssignment")</li>
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79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
1ee
lel
1@2
1e3
le4
1e5
1e6
1e7
l1es8
1e9
110
111
112

(OEd

else

{
<li>@Html.ActionLink("Login Tab", "Index", "Login")</1li>
<li>@Html.ActionLink("Logout Tab™, "Logout", "Login")</li>
H
I }
=l else
{
<1li>@Html.ActionLink("Home", "Index", "Home")</li>
<li>@Html.ActionLink("Login Tab", "Index", "Login")</li>
<1i>@Html.ActionLink("Logout Tab", "Logout™, "Login")</li>
¥
b
</ul>
</div>
</div>
</div>
-] <div class="container body-content">
@RenderBody ()
<hr />
= <footer>
<p>&copy; @ateTime.Now.Year - Vulnerability Management</p>
</footer>
</div>
@scripts.Render("~/bundles/jquery™)
@scripts.Render("~/bundles/bootstrap™)
@Rendersection("scripts”, required: false)
</body>
“</html>

Error.cshtml

1

W 00 =~ oM

e
B wWNR O

k IDOCTYPE html>
E|<htm1>
=l<head>
<meta name="viewport" content="width=device-width" />
<titlerError</titles
_(/head)

%(body)

=] <hgroup>
<h1>Error.</hl>
<h2>An error occurred while processing your request.</h2>
</hgroup>
 </body>
</html>
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VulnerabilityTasksController.cshtml

15
16
17
18
19
20
21
22
23
24

=using Project.Data;

using Project.Models;

using System;

using System.Collections.Generic;
using System.Ling;

using System.Web;

|using system.Web.Mvc;

~Inamespace Project.Controllers
{
0 references
public class VulnerabilityTasksController : Controller

{

Il
(1]

[CustomAuthorization]
// GET: VulnerabilityTasks

0 refere

= public ActionResult Index()
{
List<vulnerabilityTasksModel> vulnerabilityTasksModel = new List<vulnerabilityTasksModel>();
//Session["usersName”] = vulnerabilityTasksModel.UsersName;
VulnerabilityTasksDAO vulnerabilityTasksDAO = new VulnerabilityTasksDAO();
//  vulnerabilityTasksModel = vulnerabilityTasksDAO.GetTasks();
return vView("vulnerabilityTasks", vulnerabilityTasksModel);

VulnerabilityTasksDAO.cs

1/
2
3
4
5

6

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
49
a1
a2
43
a4

Hbsjng Project.Models;
using system.Data.sqlclient;

=Inamespace Project.Data

{
2 references
=] internal class VulnerabilityTasksDAO
{
string connectionString = @"Data Source=(localdb)\MSSQLLocalDB;Initial Catalog=ProjectDB;Integrated Security=True;Connect
Timeout=30;Encrypt=False;TrustServerCertificate=False;ApplicationIntent=ReadWrite;MultiSubnetFailover=False";

{

= using (sqlcConnection connection = new sglconnection(connectionstring))
//SQL statement: Get all vulnerability tasks for user logged in

VulnerabilityTasksModel vulnerabilityTasksModel = new VulnerabilityTasksModel();

sqlcommand command = new SqlCommand(sglQuery, connection);

command.Parameters.Add("@UsersName”, System.Data.SqlDbType.varchar, 5e).value = vulnerabilityTasksModel.UsersName;
connection.open();

SqlDataReader reader = command.ExecuteReader();

= if (reader.HasRows)

= while (reader.Read())

{
vulnerabilityTasksModel.VulnerabilityAssignmentID = reader.GetInt32(@);
vulnerabilityTasksModel.VulnerabilityID = reader.GetInt32(1);
vulnerabilityTasksModel.TicketUser = reader.GetString(2);
vulnerabilityTasksModel.DateAssigned = reader.GetDateTime(3);
vulnerabilityTasksModel.DateClosed = reader.GetDateTime(4);
vulnerabilityTasksModel.TicketStatus = reader.GetString(5);
vulnerabilityTasksModel.VulnerabilityTicketNotes = reader.GetString(e);

}
reader.Close();
connection.Close();

return vulnerabilityTasksModel;
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string sqlQuery = "SELECT * FROM dbo.vulnerabilityAssignment WHERE Ticketuser = @Usershame AND TicketStatus = 'Open'";



VulnerabilityTaskModel.cs
s

“lsing System;

2 1sing System.collections.Generic;
3 using System.ComponentModel .DataAnnotations;
4

7 Gnamespace Project.Models
8

9 B public class vulnerabilityTasksmodel

1@

11 //public List<SelectListTtem> vulnerabilityTasksModel { get; set; }

12 [pisplay(Name = "vulnerability Assignment ID")]

13 public int vulnerabilityAssignmentID { get; set; }

14 [Display(Name = "Vulnerability 10")]

15 public int vulnerabilityIn { get; set; }

16 [pisplay(name = "Assignee")]

17 public string Ticketuser { get; set; }

18 [Display(Name = "Date Assigned”)]

19 [pisplayFormat (ApplyFormatInEditMode = true, DataFormatString = "{e:dd/mwm/yyyy}")]
20 public DateTime DateAssigned { get; set; }

21 [pisplay(Mame = "Date Closed")]

22 foi ayFormat (ApplyFormatInEditMode = true, DataFormatString = "{@:dd/Mw/yyyy}")]
23 public DateTime DateClosed { get; set; }

24 [Display(Mame = “"Ticket Status")]

25 public string Ticketstatus { get; set; }

26 [Display(Name = "Ticket Motes")]

27 public string VulnerabilityTickethotes { get; set; }

28 [pisplay(Name = "user")]

29 public string Usershame { get; set; }

10

i1

32 public VulnerabilityTasksModel (int vulnerabilityAssignmentIn, int vulnerabilityIp, string ticketUser, DateTime dateAssigned, DateTime dateClosed, string ticketstatus, string

o vulnerabilityTicketNotes)
33 {

i vulnerabilityassignmentIn = vulnerabilityassignment1D;
15 VulnerabilityID = vulnerabilityID;

16 Ticketuser = ticketUser;

17 DateAssigned = dateAssigned;

8 DateClosed = dateClosed;

19 TicketStatus = ticketStatus;

a0 vulnerabilityTicketNotes = vulnerabilityTicketnotes;
a1 }

a2

a3

aa - public vulnerabilityTasksModel()

as

a6

a7

a8 }

49 }

50 }
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