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 Introduction  

The purpose of this document is to provide an appendix of the full Vulnerability Management 

application. 
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Database Configuration SQL Statements 

Dbo.Asset 
CREATE TABLE [dbo].[Asset] ( 
    [AssetID]                 INT          IDENTITY (1, 1) NOT NULL, 
    [AssetName]               VARCHAR (50) NOT NULL, 
    [DeviceCategory]          VARCHAR (50) NOT NULL, 
    [Hardware]                VARCHAR (50) NOT NULL, 
    [OperatingSystem]         VARCHAR (50) NOT NULL, 
    [MacAddress]              VARCHAR (50) NOT NULL, 
    [IPv4Address]             VARCHAR (50) NOT NULL, 
    [IPv6Address]             VARCHAR (50) NOT NULL, 
    [OfficeLocation]          VARCHAR (50) NOT NULL, 
    [BusinessUnit]            VARCHAR (50) NOT NULL, 
    [DataClassification]      VARCHAR (50) NOT NULL, 
    [Risk]                    VARCHAR (50) NOT NULL, 
    [OwnerName]               VARCHAR (50) NOT NULL, 
    [TechnicalSupportContact] VARCHAR (50) NOT NULL, 
    [DateCreated]             DATE         NOT NULL 
); 

 

Dbo.Assignment 
CREATE TABLE [dbo].[Assignment] ( 
    [VulnerabilityID] INT          IDENTITY (1, 1) NOT NULL, 
    [UserID]          VARCHAR (50) NOT NULL, 
    [AssignmentID]    VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([VulnerabilityID] ASC) 
); 

 

Dbo.Contact 
CREATE TABLE [dbo].[Contact] ( 
    [ContactID] INT          IDENTITY (1, 1) NOT NULL, 
    [Name]      TEXT         NOT NULL, 
    [Email]     VARCHAR (50) NOT NULL, 
    [Telephone] INT          NOT NULL, 
    PRIMARY KEY CLUSTERED ([ContactID] ASC) 
); 

 

Dbo.Credentials 
CREATE TABLE [dbo].[Credentials] ( 
    [CredentialID]  INT          IDENTITY (1, 1) NOT NULL, 
    [TestID]        VARCHAR (50) NOT NULL, 
    [Username]      VARCHAR (50) NOT NULL, 
    [Password]      VARCHAR (50) NOT NULL, 
    [FunctionLevel] VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([CredentialID] ASC) 
); 

 

Dbo.Function 
CREATE TABLE [dbo].[Function] ( 
    [FunctionID] INT          IDENTITY (1, 1) NOT NULL, 
    [Tester]     VARCHAR (50) NOT NULL, 
    [Developer]  VARCHAR (50) NOT NULL, 
    [Admin]      VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([FunctionID] ASC) 
); 
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Dbo.MitreTactic 
CREATE TABLE [dbo].[MitreTactic] ( 
    [TacticID]    INT           IDENTITY (1, 1) NOT NULL, 
    [TacticTag]   VARCHAR (50)  NOT NULL, 
    [Tactic]      VARCHAR (50)  NOT NULL, 
    [Description] VARCHAR (MAX) NOT NULL, 
    CONSTRAINT [PK_MitreTactic] PRIMARY KEY CLUSTERED ([TacticID] ASC) 
); 

Dbo.MitreTechnique 
CREATE TABLE [dbo].[MitreTechnique] ( 
    [TechniqueID] INT          IDENTITY (1, 1) NOT NULL, 
    [TacticID]    INT          NOT NULL, 
    [Tactic]      VARCHAR (50) NOT NULL, 
    [Technique]   VARCHAR (50) NOT NULL, 
    CONSTRAINT [PK_MitreTechnique] PRIMARY KEY CLUSTERED ([TechniqueID] ASC) 
); 

Dbo.Password 
CREATE TABLE [dbo].[Password] ( 
    [UserID]   INT          IDENTITY (1, 1) NOT NULL, 
    [Username] VARCHAR (50) NOT NULL, 
    [Salt]     VARCHAR (50) NOT NULL, 
    [Hash]     VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([UserID] ASC) 
); 

Dbo.Roles 
CREATE TABLE [dbo].[Roles] ( 
    [RoleID]            INT          IDENTITY (1, 1) NOT NULL, 
    [Administrator]     VARCHAR (50) NOT NULL, 
    [PenetrationTester] VARCHAR (50) NOT NULL, 
    [Engineer]          VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([RoleID] ASC) 
); 

Dbo.Session 
CREATE TABLE [dbo].[Session] ( 
    [UserID]    INT          IDENTITY (1, 1) NOT NULL, 
    [SessionID] VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([UserID] ASC) 
); 
 

Dbo.Status 
CREATE TABLE [dbo].[Status] ( 
    [StatusID] INT IDENTITY (1, 1) NOT NULL, 
    [Open]     BIT NOT NULL, 
    [ReTest]   BIT NOT NULL, 
    [Fixed]    BIT NOT NULL, 
    PRIMARY KEY CLUSTERED ([StatusID] ASC) 
); 
 

Dbo.Test 
CREATE TABLE [dbo].[Test] ( 
    [TestID]      INT           IDENTITY (1, 1) NOT NULL, 
    [TestName]    VARCHAR (50)  NOT NULL, 
    [AssetName]   VARCHAR (50)  NOT NULL, 
    [StartDate]   DATE          NOT NULL, 
    [EndDate]     DATE          NOT NULL, 
    [SignOff]     BIT           NOT NULL, 
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    [URL]         VARCHAR (50)  NOT NULL, 
    [Description] VARCHAR (MAX) NOT NULL, 
    [ContactID]   VARCHAR (50)  NOT NULL, 
    [TestStatus]  VARCHAR (50)  NULL, 
    [TicketUser]  VARCHAR (50)  NULL, 
    [TestNotes]   VARCHAR (50)  NULL, 
    PRIMARY KEY CLUSTERED ([TestID] ASC) 
); 
 

Dbo.TestAssignment 
CREATE TABLE [dbo].[TestAssignment] ( 
    [TestAssignmentID] INT          IDENTITY (1, 1) NOT NULL, 
    [TestName]         VARCHAR (50) NOT NULL, 
    [TicketUser]       VARCHAR (50) NOT NULL, 
    [DateAssigned]     DATE         NOT NULL, 
    [DateClosed]       DATE         NULL, 
    [TicketStatus]     VARCHAR (50) NOT NULL, 
    [TestTicketNotes]  VARCHAR (50) NULL, 
    PRIMARY KEY CLUSTERED ([TestAssignmentID] ASC) 
); 
 

Dbo.TestLog 
CREATE TABLE [dbo].[TestLog] ( 
    [TestLogID]        INT            IDENTITY (1, 1) NOT NULL, 
    [TestName]         VARCHAR (50)   NOT NULL, 
    [TicketUser]       VARCHAR (500)  NOT NULL, 
    [CurrentTimeStamp] DATETIME       NOT NULL, 
    [TicketStatus]     VARCHAR (50)   NOT NULL, 
    [TestTicketNotes]  VARCHAR (1000) NULL, 
    PRIMARY KEY CLUSTERED ([TestLogID] ASC) 
); 
 

Dbo.TestStatus 
CREATE TABLE [dbo].[TestStatus] ( 
    [StatusID]   INT          IDENTITY (1, 1) NOT NULL, 
    [StatusType] VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([StatusID] ASC) 
); 
 

Dbo.Users 
CREATE TABLE [dbo].[Users] ( 
    [UserID]     INT          IDENTITY (1, 1) NOT NULL, 
    [UsersName]  VARCHAR (50) NOT NULL, 
    [Username]   VARCHAR (50) NOT NULL, 
    [Password]   VARCHAR (50) NOT NULL, 
    [Role]       VARCHAR (50) NOT NULL, 
    [Department] VARCHAR (50) NOT NULL, 
    [Company]    VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([UserID] ASC) 
); 
 

Dbo.Vulnerability 
 
CREATE TABLE [dbo].[Vulnerability] ( 
    [VulnerabilityID]   INT            IDENTITY (1, 1) NOT NULL, 
    [TestName]          VARCHAR (50)   NOT NULL, 
    [VulnerabilityType] VARCHAR (50)   NOT NULL, 
    [Severity]          VARCHAR (50)   NOT NULL, 
    [DateOpen]          DATE           NOT NULL, 
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    [DateClosed]        DATE           NOT NULL, 
    [URL]               VARCHAR (50)   NOT NULL, 
    [TacticID]          INT            NOT NULL, 
    [TechniqueID]       INT            NOT NULL, 
    [StepsToReproduce]  VARCHAR (MAX)  NULL, 
    [Mitigation]        VARCHAR (MAX)  NULL, 
    [StatusID]          VARCHAR (50)   NOT NULL, 
    [Tactic]            VARCHAR (50)   NULL, 
    [Technique]         VARCHAR (50)   NULL, 
    [DamagePotential]   DECIMAL (9, 2) NULL, 
    [Reproducability]   DECIMAL (9, 2) NULL, 
    [Exploitability]    DECIMAL (9, 2) NULL, 
    [AffectedUsers]     DECIMAL (9, 2) NULL, 
    [Discoverability]   DECIMAL (9, 2) NULL, 
    [DREADTotal]        DECIMAL (9, 2) NULL, 
    [AssetName]         VARCHAR (100)  NULL, 
    [TestID]            INT            NULL, 
    [TicketNotes]       VARCHAR (MAX)  NULL, 
    [AssignedUser]      VARCHAR (50)   NULL, 
    PRIMARY KEY CLUSTERED ([VulnerabilityID] ASC) 
); 
 

Dbo.VulnerabilityAssignment 
CREATE TABLE [dbo].[VulnerabilityAssignment] ( 
    [VulnerabilityAssignmentID] INT          IDENTITY (1, 1) NOT NULL, 
    [VulnerabilityID]           INT          NOT NULL, 
    [TicketUser]                VARCHAR (50) NOT NULL, 
    [DateAssigned]              DATE         NOT NULL, 
    [DateClosed]                DATE         NULL, 
    [TicketStatus]              VARCHAR (50) NOT NULL, 
    [VulnerabilityTicketNotes]  VARCHAR (50) NULL, 
    PRIMARY KEY CLUSTERED ([VulnerabilityAssignmentID] ASC) 
); 
 

Dbo.VulnerabilityLog 
CREATE TABLE [dbo].[VulnerabilityLog] ( 
    [VulnerabilityLogID]       INT            IDENTITY (1, 1) NOT NULL, 
    [VulnerabilityID]          INT            NOT NULL, 
    [TicketUser]               VARCHAR (500)  NOT NULL, 
    [CurrentTimeStamp]         DATETIME       NOT NULL, 
    [TicketStatus]             VARCHAR (50)   NOT NULL, 
    [VulnerabilityTicketNotes] VARCHAR (1000) NULL, 
    PRIMARY KEY CLUSTERED ([VulnerabilityLogID] ASC) 
); 
 

Dbo.VulnerabilityStatusEngineer 
CREATE TABLE [dbo].[VulnerabilityStatusEngineer] ( 
    [StatusID]   INT          IDENTITY (1, 1) NOT NULL, 
    [StatusType] VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([StatusID] ASC) 
); 
 

Dbo.VulnerabilityStatusPenTester 
CREATE TABLE [dbo].[VulnerabilityStatusPenTester] ( 
    [StatusID]   INT          IDENTITY (1, 1) NOT NULL, 
    [StatusType] VARCHAR (50) NOT NULL, 
    PRIMARY KEY CLUSTERED ([StatusID] ASC) 
); 
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Code Implementation 

RouteConfig.cs 
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Asset Controller 

AssetsController.cs
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AssetDAO.cs 
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AssetModel.cs 
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Asset Views 

AddAssetForm.cshtml 
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LoginController.cs 
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Login Views 

Login.cshtml 

 

LoginFailure.cs 
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DashboardController.cs 
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ClosedTestModel.cs 
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TestAssignment Views 

CreateTestAssignmentForm.cshtml 

 

 



           57  Síne Doheny | C00226237 
 

Details.cshtml 

 



           58  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           59  Síne Doheny | C00226237 
 

Index.cshtml 

 



           60  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           61  Síne Doheny | C00226237 
 

UpdateTestAssignmentForm.cshtml 

 



           62  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           63  Síne Doheny | C00226237 
 

TestsController.cs 

 



           64  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 



           65  Síne Doheny | C00226237 
 

TestDAO.cshtml 

 



           66  Síne Doheny | C00226237 
 

 



           67  Síne Doheny | C00226237 
 

 

 

 



           68  Síne Doheny | C00226237 
 

TestModel.cs 

 



           69  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           70  Síne Doheny | C00226237 
 

Test Views 

CreateTestForm.cshtml 

 



           71  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           72  Síne Doheny | C00226237 
 

Details.cshtml 

 



           73  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           74  Síne Doheny | C00226237 
 

Index.cshtml 

 



           75  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



           76  Síne Doheny | C00226237 
 

TestEventLog.cshtml 

 



           77  Síne Doheny | C00226237 
 

UpdateTestForm.cshtml 

 



           78  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           79  Síne Doheny | C00226237 
 

VulnerabilitiesController.cshtml 

 



           80  Síne Doheny | C00226237 
 

 



           81  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           82  Síne Doheny | C00226237 
 

VulnerabilityDAO.cs 

 



           83  Síne Doheny | C00226237 
 

 



           84  Síne Doheny | C00226237 
 

 



           85  Síne Doheny | C00226237 
 

 



           86  Síne Doheny | C00226237 
 

 



           87  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           88  Síne Doheny | C00226237 
 

VulnerabilityModel.cs 

 



           89  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 



           90  Síne Doheny | C00226237 
 

Vulnerability Views 

AddVulnerabilityForm.css 

 



           91  Síne Doheny | C00226237 
 

 



           92  Síne Doheny | C00226237 
 

 



           93  Síne Doheny | C00226237 
 

 



           94  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 



           95  Síne Doheny | C00226237 
 

Details.cshtml 

 



           96  Síne Doheny | C00226237 
 

 



           97  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           98  Síne Doheny | C00226237 
 

Index.cshtml 

 

 

 

 

 



           99  Síne Doheny | C00226237 
 

UpdateVulnerabilityForm.cshtml 

 



           100  Síne Doheny | C00226237 
 

 



           101  Síne Doheny | C00226237 
 

 



           102  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           103  Síne Doheny | C00226237 
 

VulnerabilityEventLog.cshtml 

 



           104  Síne Doheny | C00226237 
 

VulnerabilityAssignmentsController.cs 

 



           105  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



           106  Síne Doheny | C00226237 
 

VulnerabilityAssignmentDAO.cs 

 

 



           107  Síne Doheny | C00226237 
 

 



           108  Síne Doheny | C00226237 
 

 



           109  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 



           110  Síne Doheny | C00226237 
 

VulnerabilityAssignmentModel.cs 

 

 

 

 

 

 



           111  Síne Doheny | C00226237 
 

VulnerabilityAssignment Views 

CreateVulnerabilityAssignmentForm.cshtml 

 



           112  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           113  Síne Doheny | C00226237 
 

Details.cshtml 

 

 



           114  Síne Doheny | C00226237 
 

Index.cshtml 

 

 



           115  Síne Doheny | C00226237 
 

TestAssignmentsPenTester.cshtml 

 



           116  Síne Doheny | C00226237 
 

UpdateVulnerabilityAssignment.cshtml 

 



           117  Síne Doheny | C00226237 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



           118  Síne Doheny | C00226237 
 

VulnerabilityAssignmentsEngineer.cshtml 

 



           119  Síne Doheny | C00226237 
 

VulnerabilityAssignmentsPenTester.cshtml 

 



           120  Síne Doheny | C00226237 
 

Layout.cshtml 

 



           121  Síne Doheny | C00226237 
 

 

Error.cshtml 

 

 

 

 

 

 



           122  Síne Doheny | C00226237 
 

VulnerabilityTasksController.cshtml 

 

VulnerabilityTasksDAO.cs 

 

 

 



           123  Síne Doheny | C00226237 
 

VulnerabilityTaskModel.cs 

 


