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II. Research Questions: L A
Research explores various fechniques for threat huntmg
1. Hypothesis-driven hunting

2. Indicator of Compromise (I0C) hunting SR 1)
3. Machine learning and analytics-driven hunting (
4. Threat intelligence-driven hunting M YD, ‘
‘ . s | )

' * lll. Literature Review: ,
IV. Research Methodology: , Threat hunting involves a “Proactive
The research methodology adopts ' Approach” and the search for cyber threats
an exploratory approach to that may be silently lurking within a
investigate the implementation of . | network, escaping conventional detection.
threat hunting fechniques within the The objective of threat hunfing is to uncover
context of SMEs specifically focusing < )) | ols Novel fechniques, tactics, and procedures

on the hotel industry. | N g L] . (TTPs), enabling the anticipation of
: T oE e emerging threats (Ajmal et al., 2021).

The study aims to assess the

effectiveness of four distinct threat

hunting methodologies within the

hotel network environment.
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V. Technologies:

Open Source Tools:

Wazuh - SIEM

Velociraptor - Advanced Incident
Response

Suricata -NDS/IDS

DFIR-Iris - Collaborative Platform [
Linux Kali - Offensive O$ SURCATA
Linux Parrot - Defensive OS
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